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Kompresné snimanie riedkych signalov s analyzou
hlavnych komponentov
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Abstrakt—Clanok prezentuje spésob snimania riedkeho
signalu odobranim iba obmedzeného poctu vzoriek. Vzorkovanie
a kompresia st pritom vykonané v jednom kroku zvanom
analogovo-informaény prevod. Pévodny signal je obnoveny z
redukovaného zaznamu s minimalnou stratou informacie.
Popisanych je niekol’ko metod analéogovo informaéného prevodu
so zrete’om na vypoctovii narofnost’” a implementiciu v
existujicich zariadeniach. Navrhnuté si dve nové metody
analogovo informa¢ného prevodu vyznaéné svojou
jednoduchost'ou — priame podvzorkovanie a podvzorkovanie s
integraciou. Navrhnuté metédy st urcené pre a testované
pomocou signilov parametrov Kkvality vody, nameranych
bezdrétovou senzorovou siet’ou. Kompresné snimanie umoziuje
zniZit' objem prenasanych dat o >80%, a to s minimom
vypoctovych operacii na meracej strane a zanedbate’nym
skreslenim obnoveného signalu.

KPlucové slovi—kompresné snimanie; analégovo-informacny
prevod; riedky signdl, kompresia signdlu

Abstract—The article presents a way of capturing a sparse
signal by taking only a limited number of samples. Sampling and
compression are performed in one step called analog-to-
information conversion. The original signal is restored from a
reduced record with minimal loss of information. Several
methods of analog-to-information conversion are described with
regard to computational performance and implementation in
existing devices. Two new methods of analog-to-information
conversion are designed for their simplicity - direct subsampling
and subsampling with integration. Designed methods are
intended for and tested using water quality parameter signals
measured by the wireless sensor network. Compressed sensing
allows to reduce the volume of transmitted data by > 80%, with a
minimum of computational operations on the measuring side and
negligible distortion of the recovered signal.

Keywords—compressed sensing; analog-to-information
conversion; sparse signal; signal compression

I. Uvobp

Kompresné snimanie (KS) [1] predstavuje sl'ubnii metodu
snimania signalov, ktora sa neriadi Shannon-Kotel'nikovou
vzorkovacou teorémou a dovol'uje nasnimat’ signal menSim
poctom merani. KS umoziuje uriedkych signalov pouzit
mensie vzorkovacie frekvencie, vysledkom ¢oho su mensie

prof. Ing. Jan Saliga, PhD.

Katedra elektroniky a multimedialnych telekomunikacii
Technicka univerzita v Kosiciach
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jan.saliga@tuke.sk

potrebné prenosové rychlosti. Vyhodou oproti tradiénym
kompresnym metodam si velmi nizke, ak vobec nejaké,
naroky na dodatoéné &islicové spracovanie signalu (CSS).
Kompresia je vykonand priamo procesom vzorkovania
avicsina CSS je presunutd na stranu rekonstrukcie. toto je
vyhodné napr. u bezdrotovych senzorovych sieti (BSS), kde
dostupny vypoctovy vykon je obmedzeny v senzorovych
uzloch, ale prakticky neobmedzeny v zékladovych staniciach.
Mnoho metdd KS sa navySe da implementovat’ v existujicich
zariadeniach bez zmeny hardvéru [2]. Sustava KS je navyse
intrinzicky imunna voci strate dat [3] a prendSané data su
Sifrované [4]. Od svojho predstavenia bolo KS otestované
v BSS na meranie teploty [5], elektromagnetickych emisii [6],
biosignalov [7], videosignalov [8], zrychlené MRI [9] atd’..
Nepriame aplikacie tedrie KS zahfnaju decentralizovant
uschovu dat [10] ¢i rozpoznavanie digitalnych modulacii [11].

Tato praca bola motivovand nedostatkami BSS
monitorujucej kvalitu vody [12]. Senzorové uzly meraju
viacero signalov parametrov kvality vody (SPKV) ako teplotu,
salinitu, pH atd’. [13] —[15]. Uzly vyuZzivajui slne¢nu energiu na
nabijanie integrovaného akumulatora, pricom v&cSinu energie
spotrebuju sondy a vysielac [16]. Problematickymi sa ukazuju
zimné mesiace, ked’ je dostupné len minimum slneéného
ziarenia, solarny panel moze byt pokryty namrazou a Gi¢innost’
batérie je obmedzena kvoli nizkym teplotdm. Velk4 uspora
energiec sa da dosiahnut' zniZzenim objemu dat, ktoré treba
odoslat’. Problémom u konvencnych kompresnych metod ale
je, Ze potrebuju znacny pocet shannonovskych vzoriek aby boli
ucinné. Jednak nie je mozna Uspora energie pri samotnom
vzorkovani, a S terajSou vzorkovacou periddou 1 hodina by na
kompresiu bol potrebny pridlhy casovy ramec. Pridana
vypoctova zataz by navyse bola protichodna s tisporou energie
na vysielaci. VSetky tieto problémy sa daji obist’ pomocou
kompresného snimania.

Tento ¢lanok demonstruje, ze KS sa da vyuzit na
monitorovanie  kvality vody aucinne implementovat
v existujucej BSS. Navrhnuté st dve metédy vzorkovania
doteraz nepouzité v systéme KS. Kap. 2 obsahuje prehlad
vSeobecnej tedrie KS. Vysetrované metddy vzorkovania a ich
vlastnosti su popisané v kap. 3. Experimentalne vysledky su
uvedené v kap. 4, kde je vyhodnotena ucinnost’ navrhovanych
metod. KS konfiguracia optimalna pre monitorovanie kvality
vody je navrhnuta v zavere kap. 4, nasledovanej zaverom.
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Il. KOMPRESNE SNIMANIE

Hlavnym cielom u KS je skoncentrovat’ signal do malého
poctu vzoriek ktoré nesu vsetku informaciu, ¢o sa nazyva
analogovo-informaény prevod (AIP). Tieto komprimované
vzorky su prenasané na stranu rekonstrukcie, kde je obnoveny
povodny signal. Teoreticky je mozna dokonald bezstratova
rekonstrukcia [1].

Aby sa KS dalo aplikovat, predpoklada sa ze vstupny
signal sa da reprezentovat’ linearnou kombinaciou znamych
bazovych funkcii. Signal musi byt navysSe riedky, t. z. sklada
sa iba z malého poctu bazovych funkcii. Signal skladajuci sa
z s bazovych funkcii nazvime s-riedky. Definujme L bazovych

vektorov wy, e R"™* 1<I<L ktoré dokizu reprezentovat

akykol'vek ocakavany vstupny signal, atvoria slovnik
¥ < RV . Vstupny signél sa potom dé popisat’ ako
f ="k, Q)
kde x e R™ je kombina¢ny vektor.
A. Analégovo-informacna konverzia
Konvenéné  analogovo-&islicové  prevodniky — (ACP)

vzorkuju signal v ekvidiStanénych okamihoch podl'a Shannon-
Kotelnikovej vzorkovacej teorémy. U signalov, ktoré su
v urcite] doméne riedke, takéto vzorkovanie znamena velka
redundanciu v zdzname - objem informacie obsiahnutej
vriedkom signali je obmedzeny. AIP vyuziva tento fakt
a odobera len obmedzené mnozstvo vzoriek postacujucich na
vyjadrenie informacie. Vstupny signal f € R"* je korelovany s
M <N meracimi signalmi reprezentovanymi M riadkami

meracej matice ®eR™™. Vysledkom takéhoto AIP je
informacny signal

y=®f e RM?, 2

AIP sa da vykonat viacerymi sposobmi, bud’ analégovo,
alebo Cislicovo po shannonovskom vzorkovani [17].
Anal6gové implementacie umoziuju prekonat’ limity rychlych
ACP apouzivané s hlavne u vysokofrekvenénych signalov.
Cislicovy AIP je vypo&tovo efektivnou alternativou ku
konvenénym kompresnym metodam. Pokial’ je to mozné,
preferuje sa priama (Cislicova) implementacia (2), absentuju pri
nej totiz problémy s nedokonalostami anal6govych obvodov.
V literature su najcastejSie popisované nahodna demodulécia
(ND) a nahodné vzorkovanie (NV), ale pre $pecifické aplikacie
sa daju pouzit’ aj iné, Specifické metody.

B. Rekonstrukcia

Majme vstupny signal s-riedky na slovniku ¥, anech
slovnik ¥ a meracia matica @ su nekoherentné (riadky ¢,

matice @ nereprezentuju stipce v, slovnika ¥ a naopak). Ak
s<M << N, vstupny signal sa d4 obnovit’ [18]. Aproxim4cia
potrebného poctu informaénych vzoriek je

Mmin :;Lﬁloglo(N) (3)

za predpokladu, ze signal nie je zaSumeny. u=1 pre
nekoherentné matice, ale musi byt zvySené na gu=L/N
pokial’ N <L . Dosadenim (1) do (2) dostavame

y=0¥x, (4)
a pre prehl'adnost’ ozna¢me ako maticu rekonstrukcie

A=0¥cR™". ®)
V KS systéme su na strane prijimac¢a zname informacny
signal y, aobe matice ¥ a @®. Jedinou neznamou pri
rekonstrukcii (1) je kombinatny vektor X. Kedze A je
obdlznikovéa matica, nedé4 sa jednoducho invertovat’ a je nutné
rie$it poduréent ststavu s M rovnicami aN neznamymi.
RieSenie je mozné najst’ iba ak je splneny predpoklad riedkosti
vstupného signalu — spravne riesenie je to, ktoré je najredsie
(1]
Riedkost’ svektora X sa da charakterizovat’ jeho /7,
normou definovanou ako

e, =Sl ©)

Riedkost” predstavuje dodato¢nu informdciu, ktord je pouzita
pri navrhu meracieho procesu @ . Rekonstrukcia sa vykona
rieSenim

min|x|, pri Ax=y, O

o garantuje optimalne rieSenie ak také existuje. ESte
efektivnejsie sa odhad pévodného signalu da najst ako

f=waTA) ATy, 8)

kde (x)
rieSenie /¢, problému, le v praktickych aplikaciach (7) a (8)
vracaju rovnaké rieSenia V medziach Sumom danej neistoty

[19].

oznacuje pseudoinverznu maticu *. (8) zahina

Y1 fi] min||x||; A |
H e i
m H . = v
pri y= ®¥x

In ; iN Xy

“Tx Rx P
f—>| AP -y ))>_> najdi riesenie —=—»| rekonstrukcia | f

T'D d’f T—\y—f

Obr. 1. Systém kompresného snimania

Kritické je uKS urCenic matic ¥ a ®. AIP musi byt
vykonany tak, Ze meracia matica ma ndhodné vlastnosti
zaruCujuce nekoherenciu so slovnikom. Slovnik méze byt
zalozeny na modeli signalu ak je znamy, napr. sinus-kosinus
alebo wavelet. U inych signalov nie je takato doména znama
a vhodny slovnik je nutné natrénovat’. Spravne zvoleny slovnik
zaru¢i vysoky mozny kompresny pomer anizku chybu
rekonstrukcie. Na extrakciu slovnika pre SPKV autori navrhuju
analyzu hlavnych komponentov (AHK) [20]. AHK je vo
vSeobecnosti vyhodna u signalov, kde analyticky model nie je
znamy alebo by vyzadoval privel'a parametrov. Nasadzuje sa
vo vyznamnej miere v biomedicinskych aplikaciach [21] —
[24], abola pouzita i v réznych aplikaciach KS [3], [7], [10],
[25]. Schéma systému KS so stranou snimania a rekonstrukcie
je na Obr. 1.
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I1l. VYSETROVANE MERACIE METODY A MATICE

A. Ndhodna demodulacia

Metdda ND je asi najviac Studovand v literatiire. Funkény
diagram ND je na Obr. 2. Vstupny signal f(t) je ndsobeny
postupnostou p(t) z generatora nahodnej postupnosti (GNP),
nadobudajicou urovne +1. Vystup nasobicky je integrovany
a vystup integratora je periodicky vzorkovany konvenénym
ACP. Zakazdym po odobrati vzorky sa integrator resetuje.
Vzorkovacia frekvencia ACP je niz$ia ako Shannonova
frekvencia snimaného signalu. Na Nyquistovej frekvencii
musia fungovat' iba GNP a nasobitka, vietko dalsie CSS sa
vykondva po kompresii na nizSich rychlostiach. Samotna
kompresia je vykonana este v analogovej &asti bez CSS. Takato
konfiguracia umoziuje energeticky efektivnu kompresiu vel'mi
rychlych signalov v readlnom case.

A1) f —> Vi
P()
seed +3 GNP spust’anie
T > seed
Obr. 2. Analdégova nahodna demodulacia
Hlavnou nevyhodou analéogovej ND je potreba

Specializovanych obvodov. Ocakavany meraci proces @
a skutotné chovanie ND obvodov sa moézu lisit [26],
vysledkom ¢oho je zvySend chyba rekonstrukcie (8). Presné
modelovanie fyzickych obvodov [27] a osetrenie neurcitosti
[28], [29] mbzu byt problematické. Ak nie je snimany signal
prirychly, ND sa da implementovat’ ¢islicovo ako je ukazané
na Obr. 3. Vyhodou je nizSia mozna chyba rekonstrukcie,
kedze jedinym neidealnym ¢&lankom je vstupny ACP.
U pomaly sa meniacich signalov ako st SPKV je mozné KS
implementovat’ na existujicich zariadeniach ako firmvérova
alebo softvérovi modifikéciu.

70— ACP 7 X LSy,

Pn V}'/stup
seed .I_) GNP /reset

seed

Obr. 3. Analégova nahodna demodulacia

Po navzorkovani vstupného signalu konvenénym ACP na
jeho diskrétnu reprezentaciu f, st vzorky nasobené ndhodnou
postupnostou p, skladajicou sa z £1 a s¢itané. Sumétor sa
resetuje zakazdym ked’ sa odc¢ita akumulovana hodnota. Vsetko
toto CSS je vykonavane v redlnom case, takze Cislicova ND je
skor vhodna pre pomalé signaly. Prvky
O l<M<M1<n<N  meracej matice @®@eR™"
reprezentujucej idedlnu alebo ¢islicovit ND sa daji popisat’ ako

_{pn,(m—l)C<nSmC

; ©

kde
N
C=—eN 10
= (10)
je kompresny pomer.
B. Nahodné vzorkovanie
AIP architektira sNV je jedna zimplementane

najjednoduchsich, pritom je vSak zriedka Studovana. NV sa da
realizovat’ bud’ spustanim ACP pomocou GNP alebo
zahadzovanim vzoriek klasického ACP [30]. Obidva tieto
sposoby su vhodné pre Sirokopasmové signaly. Nie je nutné
zvla$tne analégové a prakticky Ziadne CSS. NV sa taktiez da
jednoducho implementovat’ na existujucich zariadeniach bez
zmien hardvéru. napriek vSetkym tymto vyhodam sa
v literatare CastejSie vyskytuje ND, pravdepodobne kvoli
obmedzenej pouzitelnosti NV. UND sa dosiahne nizka
vzorkovacia frekvencia, ale informacia obsiahnuta v Case
medzi vzorkami je zachovana skrz integraciu. U NV je vsetka
tato informacia stratena, ¢o limituje NV na frekvencéne riedke
signaly s malou o¢akdvanou variabilitou [31].

! ptf’{ :
3
E0 9
2 v
<
0.8
0 1 2 3 4 5

Cas (dni)

Obr. 4. Priklady nameranych signalov parametrov kvality vody

Typicky SPKV (Obr. 4) sa sklada z pomaly sa meniacej DC
zlozky s vysokou amplitadou, zpomerne malej striedavej
zlozky a pripadného Sumu [32]. AC komponent je skreslena
sinusoida so zakladnou periddou cca. 1 den a niekolkymi
vys§imi harmonickymi. SPKV teda nesie iba obmedzeny
informaény obsah a da sa oznacit’ za frekvencne riedky [33],
¢im vyhovuje pre aplikdciu NV.

ACP
A S| SH L) %,J_’ N

—

T spustanie

seed T GNP

seed

Obr. 5. Nahodné vzorkovanie

Zo vsetkych shannonovskych vzoriek vstupného signalu (1)
sa nahodne vyberie podmnozina M vzoriek. Nech = obsahuje
indexy vybranych vzoriek
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E={6 & bu ) (11)

Prvky = st ndhodné ¢isla podl'a pravidiel
VmeNl<m<M:& eN1<&, <N, (12)
Vi, jeNI<i<j<M:§ <&, (13)

Prvky meracej matice reprezentujucej AIP s NV sa daju
zapisat’ podla (11) — (13) ako

Ln=¢
Pon = { " (14)
0
z ¢oho vzorky informaéného signalu (2) st
Yo = fo . (15)

C. Priame podvzorkovanie

Koherentné priame podvzorkovanie (PPV) zatial' nebolo
Studované v kontexte KS zo zrejmych dovodov. Rekonstrukcia
s takymto AIP vo vSeobecnosti nie je mozna kvdli aliasingu.
Bazové funkcie SPKV ziskané pomocou AHK vsak nie su
striktne periodické funkcie. Prvky W su vseobecné funkcie,
ako vidiet’ z Obr. 6.

1

0.8

0.6
g0 N
202 N2\ 7R\ 78N /7
= 0 \ \ \\ A
£ N/ NI TNV /N

Y \V | V

-0.6

0879 1 2 3 4 5

Cas (dni)

Obr. 6. Najvyznamnejsie hlavné komponenty SPKV

Iba niektoré zhlavnych komponentov pripominaji

sinusoidy s periodou cca 1 den. Tieto uz zahffaju beznu
kompoziciu vys$Sich harmonickych a interharmonickych.
Vyssie harmonické teda sice podliehaju pri PPV aliasingu, ale
vd’aka charakteru hlavnych komponentov je reverzibilny.
Povodny signal sa da obnovit' pokial’ aspont 1. harmonicka je
vzorkovana v sulade so Shannon-Kotel'nikovou vzorkovacou
teorémou [34]. K nenavratnej strate informacie méze teoreticky
dojst’ ak by niektora z vyssich harmonickych zloziek signalu
bola presne rovna celociselnému nasobku pouzitej vzorkovacej
frekvencie.

Prezentovana $tudia uvaZzuje podvzorkovanie priamou
decimaciou shannonovského zdznamu, alebo vzorkovanie s
ACP ktoré nevyhovuje Shannon-Kotelnikovej vzorkovacej
teoréme apritom nie je pouzity antialiasingovy filter.
Kore$pondujica meracia matica sa sklada z prvkov

L,n=mC
Pron = {0 ) (16)

pomocou ktorej dostadvame informacny signal

ym = fmC . (17)

PPV je navrhnuté ako metdda AIP Specificka pre SPKV
prip. podobné  signaly. Prednostou tejto metody je
jednoduchost’, nie je vSak pouzitel'na univerzalne tak ako napr.
ND. Implementacia PPV v existujucich zariadeniach je este
jednoduchsia ako NV, ked’Ze nie je potrebny GNP. Ak pouzity
ACP ma pevné hodiny, zdznam sa da decimovat. Lepsiu
energetickii u¢innost’ bude mat ACP, ktory bude spustany
s frekvenciou mensou ako Nyquistovou bez d’alSej potreby
deciméacie zdznamu.

D. Podvzorkovanie s integraciou

Podvzorkovanie s integraciou (PVI) je navrhované ako
d’alsia pripadova metéda AIP a je zjednosusenou alternetivou
ku ND. Modulator je mozné vynechat, kedze SPKV
reprezentuje absolitnu hodnotu chemickych parametrov a je
vzdy jednosmerny. vstupny signdl je pocas vzorkovacej
periody integrovany, ako je ukazané na Obr. 7. Integrator je
periodicky resetovany po od¢itani akumulovanej hodnoty.

ACP
f(l‘)'e f > S/H _r[]l'rl-e — Vi
—_—
|reset o

spustanie

hodiny

Obr. 7. Analogové podvzorkovanie s integraciou

Diskrétna implementacie PVI (Obr. 8) moéze byt vyhodna
kvoli dovodom spomenutym v 3.A. Meracia matica sa meni z
(12) na

~DC<n<mC
(ﬂmn={]"(m JC<n<m : (18)

0
f(f)—)<ACP i Z L > ),

spustanie
/reset

CLK

Obr. 8. Diskrétne podvzorkovanie s integraciou

IV. VYSLEDKY

Diskrétne implementacie metdd z predchadzajtcej kapitoly
boli otestované pomocou dat zaznamenanych pocas pilotnej
prevadzky BSS [13]. Testované metody sa daju implementovat’
Vv existujicej BSS zmenou softvéru prip. firmvéru. Pri testovani
boli pouzité simuladcie, ktoré vsSak dostatocne presne
reprezentuji implementaciu vo fyzickej BSS.

L'=200 trénovacich segmentov SPKV s dizkou N =120
(5 dni) bolo nahodne vybranych zdatabazy SPKV
a normalizovanych na jednotkovii amplitidu. Tento trénovaci
subor bol pouzity na extrakciu slovnika ¥ € R pomocou
AHK. Stbor inych 200 segmentov SPKV bol nahodne vybrany
na samotné testovanie. Na vyhodnotenie chyby rekonstrukcie
je pouzita miera SDR [34]
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N .
> fr
Z(fn - fn

kde fn je obnoveny signal. Vo vysledkoch pre kazdy scenar

budid uvedené priemerné SDR  zrekonstrukcii vSetkych
testovacich segmentov SPKV. U ND a NV bolo navyse pre
kazdy testovaci segment vykonanych 10 merani a
rekonstrukcii, zakazdym s nanovo vygenerovanou meracou
maticou.

A. Pocet hlavnych komponentov pouzitych pri rekostrukcii

Zo vSetkych L' extrahovanych hlavnych komponentov iba
obmedzeny pocCet ma nezanedbatelnii energiu. Zvys$né
komponenty moézu byt vynechané z W S minimalnym
dopadom na vysledné SDR. Dosiahnutel'né SDR v zavislosti od
poctu hlavnych komponentov v (1) sa da najst’ s pouZitim
jednotkovej meracej matice @ =1, (ziadne prevzorkovanie)
a naslednou standardnou rekonstrukciou (8) pri roznych L.

100 '
90 /
80 /
70 yd
>

//

50
i
40

30/

0 10 20 30 40 50
L

SDR (dB)

Obr. 9. Dosiahnutel'né SDR ako funkcia po¢tu hlavnych komponentov.

Dosiahnutel'né SDR sa zvdcSuje s poctom hlavnych
komponentov. Pre kazdé L>52 sa da pozorovat dokonala
rekonstrukcia aspont  ujedného =z testovacich signalov.

Dokonala rekon$trukcia znamena, ze f, = fn v (19),

vysledkom ¢oho je SDR— o pre L>52. Vicsina SPKV je
bez pozorovatelného Sumu, vdaka comu je dokonald
rekonstrukcia mozna.

B. Vzorkovacia frekvencia

Skuto¢na hranica M potrebna pre uspesnt rekonstrukciu je
diskutabilna a Casto diskutovand. Analyticky odvodené vztahy
ako je (3) existuji, ale ich pouzitie v praxi nie je také
jednoduché. Skutocné riedkost’ signalu je dopredu nezndma,
obzvlast’ ak sa slovnik sklad4 z numericky natrénovanych [20]
vSeobecnych funkcii a vstupny signal degradovany nahodnym
a kvantizaénym Sumom.

Akékol'vek analytické odvodenie M, ;, je zalozené na

Statistike. Vol'ba M <M, neznamen4 Ze rekonstrukcia nie je

mozn4, iba Ze je vysoké riziko odobratia prave takych vzoriek,
ze rekonstrukcia nebude uspesna. Najspol'ahlivejsim sposobom
vybratia vhodného M je experiment, kde je pozorovana chyba

rekonstrukcie pri zmene M. Nezname s na urcitej baze W sa da
urcit’ retroaktivne skimanim X U uspeSnych rekonStrukcii.
SDR ako funkcia kompresného pomeru (12) pri réznych
metodach AIP je ukazana na Obr. 10.

60 e
——NV

55 1 —8=ND |
—~50 4— —tr=PPV |
= ——PVI
= 45
[a]
P 40

—
35 T
30

2 4 6 8 10 12 14 16 18 20 22 24
C

Obr. 10. Dosiahnutel'né SDR ako funkcia kompresného pomeru.

Uspesnost’ vietkych testovanych metod je v zavislosti od C
podobna, rozdiel medzi metéodami je vrozsahu 6dB SDR.
Navrhnuté PVI dosahuje najvyssie SDR pri nizkom aj vel'mi
vysokom kompresnom pomere, ostatné metédy si vedi
0 nie¢o lepsie iba pri C=12. PPV méze byt preferované kvéli
jednoduchosti, a to i napriek horsim vysledkom pri vel’kom C.
Koneéna volba metody AIP bude zavisiet’ na potrebnom SDR.

C. Odolnost voci kvantizacii

Vysoké rozlisenie ACP, charakterizované efektivnym
poctom bitov (EPB), je I'ahko zabezpeéit’ a pomalych signalov
ako su SPKV. Celkovy objem dat ktory je treba preniest’ je ale
umerny EPB. Nizsi EPB je prospesny pre celkovy energeticka
ucinnost’ BSS, a da sa znizit’ kvantizaciou existujucich vzoriek
svysokym rozliSenim. Vplyv kvantizicie na SDR bol
skiimany pomocou simulovaného idealneho ACP s rozsahom
2. Vysledky pre C=6 a premenlivé rozliSenie st na Obr. 11.

54
48 |
42
o 36
30
224
18
A

6 o] L
2 4 6 8 10 12 14 16

EPB

Obr. 11.Dosiahnutel'né SDR ako funkcia efektivneho poctu bitov.

R (d

NV aPPV vykazuji onieCo lepSiu odolost’ voci
kvantizacii ako ND a PVI. Najvyssie SDR sa da dosiahnut’
u PVI, ¢o sthlasi s vysledkami z predchadzajicej podkapitoly.
Zvysenie EPB nad 12 nevyvolava zlepsenie SDR u ziadnej
z testovanych metod AIP.
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D. Poziadavky na chybu rekonstrukcie

Vysledky ukazuji ze SDR je zavislé od kompresného
pomeru a kvantiza¢ného Sumu. Vzajomna kombinacia C a EPB
uruje spotrebu energie, ktora je umerna SDR. Aké vysoké
SDR je potrebné a ¢i vzniknuté skreslenie je vobec problémom
musi rozhodnut’ koncovy pouzivatel. Experimenty ukazuju, ze
SDR nad 30dB sta¢i na zachytenie pomaly sa meniacej
jednosmernej zlozky ktoréhokol'vek SPKV. Aby ostali
zachované aj najmensie striedavé zlozky pritomné v dostupnej
databaze, je potrebné SDR nad 50dB.

Amplitada
o
©
(e3]

0.96 —StUPNY
B navzorkovany
e obnoveny
0.94 i : :
0 1 2 3 4 5
Cas (dni)

Obr. 12. Priklad vstupného a obnoveného signalu, metéda PVI. C=6,

EPB=12, SDR=51.43dB.

Autori navrhuji pouzit PVI metodu AIP s C=6 a EPB=12.
S takouto konfiguraciou bude objem vysielanych dat znizeny
occa 80% pri zachovani SDR>50dB. Priklad vstupného
a obnoveného signalu s SDR =51.43dB mozno vidiet’ na Obr.
12.

V. ZAVER

KS bolo pdévodne proklamované ako takmer optimalne
a bezstratové. Praktické vysledky so SPKV vsak tvrdia ze
rekonstrukcia nie je dokonald ak je pouzity zmysluplny
kompresny pomer. Podobné zavery sa daju najst’ aj u niektorej
literatiry a pri inych aplikaciach, napr. biomedicinskych [7].
Rozumny kompresny pomer pri minimalnej vypoctovej
naroCnosti vSak robi zKS rozumni volbu pre BSS
monitorujucu kvalitu vody. NV aND metédy AIP boli
v minulosti pouzité v roznych BSS a ukazali sa ako efektivne
aj pre SPKV. Navrhované PPV aPVI su vypoctovo
a implementacne esSte jednoduchsie, pritom PVI dosahuje este
lepsie vysledky ako osvedc¢ené metddy AIP. Navrhnutd bola
BSS konfiguracia, sktorou dojde kznizeniu spotreby
senzorovych uzlov az o 80%, a zostava ju implementovat’ vo
fyzickych senzorovych uzloch.
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Abstract—Analyses of user experience in the digital
entertainment industry currently rely on self-reporting methods,
such as surveys, ratings, focus group interviews, etc. We argue
that self-reporting alone carries inherent problems — mainly the
misinterpretation and temporal delay during longer experiments
— and therefore should not be used as a sole metric. To tackle
this problem, we propose the possibility of modeling consumer
experience using psychophysiological measures and demonstrate
how such models can be trained using machine learning
methods. Models trained exclusively on real-time data produced
by the autonomic nervous system and involuntary physiological
responses are much less susceptible to imprecision caused by
the delay between the experience and the interview. Multiple
psychophysiological measures, such as heart rate, electrodermal
activity, electroencephalography, and respiratory activity have
been used in combination with self-reporting to prepare training
sets for machine learning algorithms. The training data was
collected from 31 participants during hour-long experiment
sessions, where they played multiple video-games. Afterward,
we trained and compared results of 4 different machine learning
regression (random forest & neural network) and classification
(random forest & random jungle) models, out of which the best
one produced 96% accuracy. Additionally, we provide a reduced
subset of correlating psychophysiological features required to
model enjoyment levels using machine learning models. The
results suggest that psychophysiological measures can indeed
be used to assess the enjoyment level of digital entertainment
consumers.

Keywords: machine learning; psychophysiological measures;
user experience; modeling; random forest; random jungle; neural
network; classification; regression; digital entertainment; enjoy-
ment; heart rate; respiratory activity; electroencephalography;
galvanic skin response.

Abstrakt—Analyza wuser experience v oblasti digitalnej
zabavy momentalne zahffia najmid metédy postavené na
subjektivnom sebahodnoteni, ako prieskumy, dotazniky,
pokusné skupiny, interview atd’. Tvrdime, Ze tieto metédy so
sebou prinasaji nevyhnutel’né problémy - najmd nespravne
interpretiacie pojmov a casové oneskorenie (temporal delay)
pri dlhotrvajicich experimentoch - a preto by nemali byt’
pouzivané ako jedina metrika hodnotenia user experience.
AKko rieSenie tohoto problému navrhujeme mozZnost’ vyuZitia
modelovania user experience pomocou kombinacie metéd
strojového ucenia a psychofyziologickych merani. Modely
trénované vyhradne pomocou dat produkovanych autonémnou
nervovou sustavou a mimovol'ne ovladanymi fyziologickymi
indikatormi si menej nachylné na vysSie spominané nedostatky
spojené so zauZivanymi spésobmi merania user experience.

Jan Vascdk
Technical University in KoSice
Department of Cybernetics and Artificial Intelligence
Letna 9, 040 01 Kosice, Slovakia
Email: jan.vascak @tuke.sk

Takéto modely zaroven zniZujui riziko nepresnosti vzniknutych
v Case medzi hrou a samotnym hodnotenim. Na ziskanie
trénovacej mnoziny dat pre nase modely sme pouzili
kombinaciu psychofyziologickych priznakov ako srdcovy
tep, elektrodermalnu aktivitu, elektroencefalografiu a respiracna
aktivitu spolu so subjektivnym seba-hodnotenim tcastnikov
experimentov. Tieto data boli nahraté od 31 tcastnikov pocas
cca. hodinu trvajicich experimentov, pocas ktorych hrali rézne
pocitacové hry. Nasledne sme trénovali a porovnali vysledky 4
roznych Klasifika¢nych a regresnych modelov, z ktorych najlepsi
dosiahol presnost’ 96%. Nakoniec sme vytvorili podmnoZinu
priznakov, ktoré najviac vplyvali na vysledky jednotlivych
modelov, a teda poukazujeme na ich korelaciu s user experience
v oblasti digitdlnej zabavy. Spominané vysledky naznacuju, Ze
psychofyziologické priznaky sd uzito¢nym nastrojom pre budiice
iteracie spésobu merania user experience v tejto oblasti.

Kracové Slova: strojové ucenie; psychofyziologické priznaky;
user experience; modelovanie; random forest; random jungle;
neurénova siet’; klasifikacia; regresia; digitalna zabava; srdcovy
tep; respiracna aktivita; elektroencefalografia; elektrodermalna
aktivita.

I. INTRODUCTION

Electronic entertainment (EE) industry has undergone ex-
tensive growth over the past decade. In the USA alone (a
country with the biggest video-game market in the world) the
sales went from $7.3 billion in 2006 to $23.5 billion spent in
the game industry in 2015. The global value of the video-game
industry is estimated to reach $120 billion by 2019 [1]. Yet
the assessment of user experience in video-games is still done
using primarily self-report techniques, such as questionnaires
and interviews [2].

We propose a new approach to assessing players’ expe-
rience (in particular their enjoyment) that might mitigate some
disadvantages of self-report techniques, such as emotional
bias, misinterpretation or temporal delay between the expe-
rience and the reporting.

Based on the assumption that psychophysiological measu-
res, such as heart rate, electrodermal activity or respiratory
activity, correlate with user experience, we suggest combining
them with the player’s self-reports to create machine learning-
based model of the player’s enjoyment. A well-trained model
will allow game developers to obtain high-quality data about
players’ emotions during particular in-game events without the
questionnaires.
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In order to test this approach, we performed a collection
of experiments with real participants, trained four different
machine learning models and compared their performance.
The results seem to confirm the validity of this technique.
We also provide an overview of several types of related psy-
chophysiological measures, along with a very brief biological
background and a hardware that can be used to collect them.
Finally, we published an anonymized version of our dataset
for further research on the sub

II. STATE OF THE ART

Numerous definitions of the term user experience have been
proposed up to this day [3], [4], [5], [6]. In 2008, Haasenzahl
described the user experience as an umbrella term used to
stimulate research in HCI (human-computer interaction) to
focus on aspects which are beyond usability and its task-
oriented instrumental values [7]. A survey book focusing on
game user experience from 2015 by Bernhaupt lists different
definitions of user experience and it also provides an overview
of different evaluation methods applicable to particular game
development phases [2]. One of the terms connected closely to
digital entertainment and our research is enjoyment. While so-
cial research on the motivational appeal of video games is still
sparse [8], there is some indication that resolving game tasks
and mastering game challenges is closely connected to game
enjoyment. In 2011, Tamborini et al. conducted two studies,
replicating and extending [9] and [10] to provide empirical
support for a definition of enjoyment as the satisfaction of
both hedonic (arousal, absorption and affect) and nonhedonic
(competence, autonomy, and relatedness) needs [11].

Kivikangas et al. reviewed many scientific research pa-
pers concerning the use of psychophysiological measures in
video-games [12]. The review investigated various types of
psychophysiological metrics, pros and cons of their research
and particular causes of changes in the subject’s psychop-
hysiological states. Another study relevant to our research is
the work of Drachen et al. who studied correlations between
self-reporting and psychophysiological measures [13]. In their
research, they used iGEQ (In-Game Experience Question-
naire) as a self-reporting method in combination with heart
rate and electrodermal activity measurement. The In-Game
Experience Questionnaire (iGEQ) is a self-report scale for
the exploration of the participant’s experience during playing
a computer game [14]. They found statistically significant
correlations between HR/EDA and iGEQ dimensions, although
with different patterns of covariance. In 2010, Drachen focused
on the effects of particular game genres on the subject’s
physiological states [15]. The importance of game genre within
our research is discussed in Section III. Further research of
psychophysiological responses in video-games has focused on
studying various effects of game genre and specific situati-
ons on the subject’s psychophysiological states. For instance,
Ballard and Wiest studied the effects of violent video-games
on the hostility and cardiovascular responses of males [16].
Similar studies were conducted with movies. Codispoti et
al. investigated various reactions to emotional movies with

an emphasis on the subject’s gender [17]. With a subject
sample of 33 females and 27 males, they investigated the
cardiac response to highly arousing pleasant and unpleasant
films. Based on the correlations found, they concluded that
both pleasant and unpleasant movies prompt similar cardiac
deceleration. The results of these experiments suggest that
there indeed exists a correlation between psychophysiological
indicators and the experience and emotions of EE consumers,
but the relation to their enjoyment, in particular, is not trivial.
The connection between psychophysiological measures and
specific emotions was studied by Mandryk et al., who monito-
red multiple indicators of subjects playing against computer-
controlled opponents, as well as other co-located players:

o EKG (Cardiovascular measures)
HR (Heart Rate)

GSR (Galvanic Skin Response)
EMG (Electromyography)

Resp Rate (Respiratory Rate)

o RespAmp (Respiratory Amplitude)

Afterward they were able to compile a list of possible
correlations between particular psychophysiological measures
and subjective responses [18]:

Fun significantly correlated with GSR.

Boredom correlated with EMG.

Challenge correlated linearly with RespAmp and EMG.
Ease also correlated linearly with RespAmp and EMG.
Frustration significantly correlated with GSR and Res-
pRate.

Other publications addressed the correlation problem of
psychophysiological measures with similar results. Drachen,
Nacke, Yannanakis, and Petersen have produced several papers
in the field, indicating how various emotions affect the psy-
chophysiological measures of subjects. In 2009, their results
indicated that HR as a measure of arousal is a good correlator
with self-report measures of player experience, both positive
and negative [13], [19]. Going deeper into the topic, in 2010
they found that higher HR average is indicative of players
feeling tense and frustrated. In general, a low HR average
indicates positive affect, achieving the flow-state, feelings of
competence and immersion and low levels of challenge [15].

III. USER EXPERIENCE EVALUATION IN VIDEO-GAMES

Nowadays, without using physiology, there is a limited
number of methods used for assessing user experience in ga-
mes: behavioral observation, interviews, questionnaires, focus
groups or heuristic, and game metrics evaluation [2]. These
methods (excluding game metrics and heuristic evaluations)
come with inherent problems, such as the subject’s bias and
interpretation difficulties. For example, while questionnaires
provide a quick way to obtain quantitative insights into player
feelings and attitudes, they lack the depth of an interview or the
objectivity of metrical measures. They also work most reliably
when a large number of people are available for testing [2].

We feel that the game development process might benefit
from being able to evaluate specific parts of the product
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(such as game levels or movie scenes) in a more reliable
and automated manner. We propose a solution combining
the subject’s self-reports with involuntary responses of the
autonomous nervous system (ANS), which are impervious to
personal bias and provide the data immediately. Similar to
2013’s work of Martinez et al. [20], our research focuses
on using one-dimensional time-series input signals such as
an electroencephalograph (EEG), electromyograph (EMG) and
galvanic skin response (GSR) for modeling user experience in
video-games. This kind of data was used as an input for a
machine learning based model trained to predict the player’s
enjoyment.

When evaluating user experience in video-games using
automated methods, certain challenges inherent to individual
types of games had to be taken into consideration:

A. Single-player

Single-player games provide a clear view of how various
game events and situations affect the player’s psychophysiolo-
gical state (in comparison with multi-player games). Lacking
the social aspect of the game makes players less distracted and
more focused on the gameplay than playing with other people.
Single-player games provide a straightforward opportunity
to use data for the evaluation of individual levels of the
game. Unlike in multi-player games, players encounter similar
situations throughout the gameplay, which, for example, may
provide information on what sections of a particular level
are the most (or least) entertaining. In 2011, Hainey et al.
discussed motivation differences in single-player and multi-
player games [21].

B. Multi-player

Multi-player format seems to be more challenging for the
user experience evaluation process. Players are set into the
same game environment repeatedly, however, the gameplay
itself is rarely similar to the previous attempts. In addition,
different player compositions create a dynamic setting which
makes measurements considerably more difficult than in the
single-player format.

Furthermore, there are multiple different potentially im-
portant influences which could be considered. Game genre,
social aspects of the game, player’s sociodemography, or even
the combination of all these aspects can have a significant
effect on player’s responses. For example, while playing a
single-player game, the player’s experience is not influenced
by the behavior or the performance of their teammates or
opponents. In contrast, many multi-player games encourage
their players to communicate with their teammates to simulate
real-life battlefield experience or to improve their cooperation
skills during gameplay. After an initial set of experiments with
multi-player games (described in Section V), we have decided
to focus on single-player games to prevent any unnecessary
interference during later gameplay sessions.

IV. PSYCHOPHYSIOLOGICAL MEASURES

Any research method in which the dependent variable is a
physiological measure and the independent variable is beha-

vioral or mental (such as memory) is a psychophysiological
method. Physiological measures take many forms and range
from blood flow or neural activity in the brain to heart rate
variability and eye movements. These measures can provide
information about processes including emotion and cognition,
as well as interactions between them. Physiological measures
thus offer a very flexible set of tools for researchers to answer
questions about behavior, cognition, and health [22].

All the measures used in our research are parts of the human
nervous system, more specifically the autonomic nervous sys-
tem (ANS), which controls involuntary physiological respon-
ses. Measures controlled by the ANS function automatically.
Therefore, they can not be affected or controlled consciously,
which reduces the risk of unsuccessful experiments or im-
precise results. We believe that a combination of traditional
techniques with psychophysiological measures will provide
a reliable insight into the player experience. Although there
is no prior verification of reliability of such a combination,
interviews and questionnaires are currently the only way to
evaluate the player experience, and therefore the only way to
create our model. This section provides a short introduction
into the ANS and psychophysiological measures used in our
work.

The ANS is comprised of two branches: the sympathetic
nervous system (SNS) and the parasympathetic nervous system
(PSNS). The easiest way to distinguish differences between
these two branches is to associate "fight or flight"responses
with the SNS, and "rest and digest"responses with the PSNS.
In this manner, the SNS is responsible for éxciting"the body
in stressful environments (e.g. competition), and does so by
stimulating the responses shown in Figure 1. More specifically,
by stimulating the secretion of adrenaline and noradrenaline,
otherwise known as epinephrine and norepinephrine, the SNS
prepares the body for stress. More relevantly, the SNS also
increases heart rate, the force of contraction, and blood pre-
ssure, leading to an increased blood flow to the muscles [23].
Therefore, any time the subject feels an ddrenaline rush"before
a stressful activity, this is essentially the SNS being stimulated
and preparing the subject for competition. In contrast, the
PSNS does the opposite and it is responsible for reducing heart
rate and blood pressure in the absence of stress. Essentially,
the PSNS helps facilitate recovery after a stressful event (e.g.
competition) by counteracting the effects of the SNS [23]. To
put it simply, the SNS increases heart rate and blood flow to
the muscles, whilst the PSNS reduces heart rate and peripheral
blood flow - in effect, they counteract one another.

A. Traditional methods of psychophysiological state assess-
ment (self-report)

As addressed in Section II1, self-reporting of user experience
using traditional methods was used in numerous previous pub-
lications. Methods like questionnaires, interviews, narrative
techniques etc. have proven useful for assessing the subject’s
experience with the added value of the ability to determine
the subject’s feelings and preferences. However, the results of
such methods may be biased especially with subjects who were
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Obr. 1. The human autonomic nervous system and its response stimuli [24].

frustrated during the experience caused by their inadequate
skill level or emotional state prior to the experiment.

B. Heart rate + Heart rate variability

Heart rate (HR) is a measure of cardiovascular activity
which reflects the emotional state. It has been found to
increase for a number of negative emotions (e.g. anger, anxiety,
embarrassment, fear, sadness) as well as for some positive
emotions (e.g. happiness, joy) and surprise [25].

The heart rate variability (HRV) is the time difference
between each successive heartbeat, otherwise known as the
R-R interval or the inter-beat interval. The time between each
heartbeat is not fixed or consistent, but it varies with every
beat - hence the term variability. Historically, HRV has been
measured using an electrocardiogram (ECG), but with the
development of technology, it can now be reliably measured
using smartphone applications combined with a heart rate strap
[26] or a pulse sensor [27]. Whilst there are many other metrics
used to measure HRV, the most common is known as the "root-
mean-square difference of successive normal R-R intervals
(RMSSD)"[28].

C. Respiratory activity

Respiration is measured as the rate of volume at which
an individual exchanges air in their lungs. Previous research
has found that respiration rate is increased by emotional
arousal and decreased by rest and relaxation [29]. Overall,
respiratory activity (RA) is rather easily measured during
the experiments. There are several types of devices used for
measuring respiratory activity, worn on the chest, torso, neck
or even the wrist.

D. Electrodermal activity

Electrodermal activity (EDA) measures the activity of the
eccrine sweat glands and has been found to be a linear

correlate to arousal [30]. Although room temperature, humi-
dity, participants activities and the correct attachment of the
electrodes have to be carefully considered, Phasic EDA is a
well researched and valid method to record arousal and has
been used for measuring emotions for interaction with systems
[31], [32]. EDA sensors are typically worn at the fingertips,
but nowadays wrist-worn sensors and even ring sensors are
becoming available.

E. Electroencephalography

Electroencephalography (EEG) provides data about the
brain’s electrical activity with millisecond accuracy. Certain
features of the signals have been shown to be associated with
drowsiness and vigilant attention [33] or to reflect inactivity in
the brain regions (smaller use of mental resources [34]). EEG
has also been used to study the processing of visual emotional
stimuli [35]. However, to this date, the use of EEG in game
research has been sparse, perhaps due to the complicated
nature of the signal, which combined with a complex stimulus
produces a range of methodological challenges [12].

V. EXPERIMENTS

We have conducted two sets of experiments in order to
confirm the viability of the proposed approach.

A. Preliminary Experiments

In the first batch of experiments, we measured only one
psychophysiological indicator (heart rate, using wrist-worn
smartwatch sensor Fitbit Surge!) of one participant who played
~20 hours of Dota 2 throughout several days.? This first set of
experiments helped us support the validity of our hypotheses
and establish the process for the subsequent experiments. Fi-
gure 2 depicts the heart rate recorded from 4 games throughout
3 different days. Unsurprisingly, we were unable to reliably
model player’s enjoyment using only one psychophysiological
indicator.

During the second set of experiments, we expanded the
number of measured features to 10 and the number of partici-
pants to 31. The measurement details can be found in Table I
and following subsections.

B. Apparatus

For data collection, we used an apparatus consisting of three
different sensors and a webcam:

o Zephyr Bioharness 3* for measuring heart rate, respira-
tory and physical activity.

« Neurosky Mindwave Mobile* for measuring EEG and
blinking frequency.

o Grove GSR Sensor’ in combination with Arduino Uno®
for measuring electrodermal skin activity.

Uhttps://www.fitbit.com/us/surge

2More information about this batch of experiments can be found in [36]
and [37].

3https://www.zephyranywhere.com/

“http://neurosky.com/

Shttp://wiki.seeedstudio.com/

Ohttps://www.arduino.cc/
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Obr. 2. Heart rate during four games of Dota 2, played by the test subject in
3 sessions.

o Creative Senz3D’ for recording the experiment.

C. Data Collection

When dealing with psychophysiology, it is important to
carefully consider the prior psychophysiological states of the
subject. As described in [18] and confirmed by our initial
experiments, particular readings of subjects vary depending
on several factors. For example, in Figure 2 there are 4
games of the same subject playing the same game in three
separate sessions during three days. This figure shows that
average values of different measures vary significantly based
on subject’s mental and physical state on given day. Psychop-
hysiological measurements can be affected by many variables.
Temperature, humidity, attachment of electrodes, individual
differences, differences concerning gender, age, time of the
day, the use of stimulants such as coffee or energy drinks,
medicaments, etc. can cause different reactions in sensor
readings [38]. Therefore, we decided to ignore absolute values
of HR, RA, EEG and EDA measurements in the future and
use the deviations from the session average instead.

Besides the psychophysiological state, the game format
also affects the experimental readings considerably. While in
Single-player games the players are focused solely on the
game experience, in Multi-player format the social aspect
comes into play. To avoid similar interference, we avoided
any unnecessary communication with subjects.

With Bioharness sensor, we were not able to access the data
in real time (no real-time API is provided), so the data was
processed after the experiments using a simple CSV log parser.
Mindwave EEG sensor provides the data in real time, so our
database was updated every second during the experiments:
attention, meditation, and blinking frequency were stored.
Attention and meditation features are calculated on Mindwave

7https://us.creative.com/

Mobile sensor’s chip using NeuroSky’s proprietary algorithm
described in [39]. The blinking rate was extracted using the
sensor’s raw data, detecting repeating anomalies every time
an eye-blink happened. EDA sensor we used was connected
to Arduino and while it was able to send the data in real time
using a serial port, we have decided to store it into text files
during the experiment and only add it to the database after
cleaning the noise. Since the noise in the data was quite rare,
we were able to use the forward interpolation for filling the
missing values in the dataset.

As shown in Figure 3, we measured 10 psychophysiolo-

gical features using three different sensors (listed in Subsec-
tion V-B). The list of measured features with corresponding
units is shown in Table I. In our database, we stored the
deviations from the session-average values instead of the
absolute values for each feature except the blinking frequency.
The blinking frequency was represented by three values — a
number of times the subject blinked during the last 10, 30 and
60 seconds. The sampling frequency was I measurement per
second for all the features.
Additionally, we constructed three more proxy features for
each measurement to address the temporal structure of the
data: the value deviation over the last 10 seconds, last 30
seconds and last 60 seconds (similar to blinking frequency
data)®.

D. Subject Sample

There were 31 experiment participants with an average age
of 28 years. 26 of them were male and 5 female. The infor-
mation about their age, gender, and experience with playing
video-games was available (three discrete levels: non-player,
average player, frequent player). However, after performing the
feature analysis, this information proved ineffective (or even
counterproductive) for training our models and was not used.

E. Gameplay Session

Prior to the experiment, each participant was informed
about simplified definition of enjoyment based on definition
provided in Section II. Every participant played approximately
45 minutes of 2-3 different games (in total). The game genre
and titles were selected based on their previous experience
with video-games to avoid any discouragement caused by
forcing a subject to play inappropriately difficult games. After
the session, we conducted an interview where participants
watched the video recording of their session and labeled their
enjoyment level during individual time periods. Enjoyment
was measured using a five-item (1 = lowest enjoyment, 5
= highest enjoyment) Likert-type scale adapted from [9]. In
games with short levels/segments, we let the participants label
the level as one event (for example, Need For Speed: Payback
levels are usually 1-3 minutes long). If the levels/segments
were longer, we asked the participants to point out game
events which had an effect on their enjoyment levels and

8We published an anonymized version of our dataset and source code at:
https://github.com/Games-and-Simulations/psychophysiological-indicators-
data
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Tabul'ka I

LIST OF MEASURED PSYCHOPHYSIOLOGICAL FEATURES AND SENSORS USED.
Sensor Measured Feature Data range Unit
Zephyr Bioharness 3 Heart Rate (HR) 25 - 240 BPM (beats per minute)
Zephyr Bioharness 3 Heart Rate Amplitude (HRAmp) 0.25-15 mV
Zephyr Bioharness 3 Breathing Rate (BR) 4-70 BPM (breaths per minute)
Zephyr Bioharness 3 Breathing Rate Amplitude (BRAmp) | 0 - 65534 16 bit unsigned number
Zephyr Bioharness 3 Activity +-16 (any axis) | VMU (vector magnitude in g)

Seeedstudio Grove GSR

Skin Sensor Module GSR Conductance (GSRCon) 0 - 1023 Siemens

Seeedstudio Grove GSR GSR Resistance (GSRRes)

Skin Sensor Module (1/Conductance) 0- 1023 Ohm

Neurosky Mindwave Mobile | Attention 0 - 100 %

Neurosky Mindwave Mobile | Meditation 0 - 100 %

Neurosky Mindwave Mobile | Blinking Frequency (BF) 0 - 65534 16 bit unsigned number
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Obr. 3. Sample data from our data collection software. There are 10 features measured by psychophysiological sensors and one target feature (enjoyment)

collected during a post-game interview.

labeled between those. Based on games and participant’s
ability to assess their enjoyment, the times between enjoyment
alterations differed. This assessment is an 11th feature shown
in Table I, labeled as enjoyment and served as a target feature
for our machine learning models.

VI. MODELING

We trained four machine learning models to output player’s
enjoyment based on measured psychophysiological features.
The target values were the enjoyment levels provided by the
subjects (on a scale of 1-5, where 5 is the highest enjoyment).
We tested two different approaches to this problem: classifi-
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cation and reggresion. Input for all our models was a time-
series dataset consisting of 39 features: four features derived
for each measure listed in Table I except blinking frequency
(3 features). The output of our classification models was one
of the 5 classes (enjoyment levels). Our regression models
returned an enjoyment as a real number.

A. Methods

We experimented with a feedforward deep neural network,
a random decision forest, and a decision jungle methods for
our models. The neural network is one of the most common
approaches to this kind of tasks. The random decision forest
and decision jungle methods were selected due to their versati-
lity (they work well with both the regression and classification
tasks), implicit feature selection, no need for scaling and fast
training.

1) Deep Feed Forward Neural Network: A DNN is a feed-
forward, artificial neural network that has more than one layer
of hidden units between its inputs and its outputs [40].

We tested multiple topologies and hyperparameter settings
for our neural network model. Model was created in Keras’
API using Tensorflow!? backend. The best results were obtai-
ned using a combination of four hidden layers, each having
128 nodes. We used rectified linear unit activation function,
an Adam [41] gradient based optimization method with 0.001
learning rate parameter and 20 best features selected by the
SelectKBest method'!.

2) Random Decision Forest: The decision forest algorithm
is an ensemble learning method for classification. The al-
gorithm works by building multiple decision trees and then
voting on the most popular output class. Voting is a form
of aggregation, in which each tree in a classification decision
forest outputs a non-normalized frequency histogram of labels.
The aggregation process sums these histograms and normalizes
the result to get the "probabilities"for each label.

Decision trees, in general, are non-parametric models, mea-
ning they support data with varied distributions. For regression
tasks, each tree outputs a Gaussian distribution as a prediction.
An aggregation is performed over the ensemble of trees to find
a Gaussian distribution closest to the combined distribution for
all trees in the model [42].

For training our decision forest models, we used the Azure
Machine Learning Studio framework. Our optimal model had
a maximum of 16 decision trees, maximum depth of each
tree was 32. To build each node of the tree, there was
256 maximum number of splits. Number of training samples
required to generate a leaf node was 2. We used bagging
(bootstrap aggregating) as a resampling method.

https://keras.io/

10https://www.tensorflow.org/

1'We also considered testing the LSTM neural network model. However,
after considering that LTSMs do not deal well with gaps in time-series data,
we decided against it. As described in V-C, our dataset is not one continuous
time series — there are downtimes where target feature (enjoyment) was not
labeled.

3) Random Decision Jungle: A decision jungle consists of
an ensemble of a decision directed acyclic graphs (DAGs).
By allowing tree branches to merge, a decision DAG typically
has a lower memory footprint and a better generalization
performance than a decision tree, albeit at the cost of a
somewhat higher training time. Similarly to decision forests,
decision jungles are non-parametric models, which can re-
present non-linear decision boundaries. They also perform
integrated feature selection and classification and are resilient
in the presence of noisy features [43].

We used 32 DAGs that could have been created in the
ensemble. Maximum depth of the graphs to create the ensem-
ble was 64, with a maximum width of 256. The number of
optimization steps per decision DAG layer was 16 000. Same
as with decision forests, bagging (bootstrap aggregating) as a
resampling method was used.

B. Data Preprocessing

Prior to the training, we went through a typical process of
pre-processing the data:

e Replacing missing values: in case of missing values, we
filtered the noise in the dataset using forward interpola-
tion.

o Adding derived features: As explained above, we cons-
tructed derived features representing deviations of each
feature within particular time windows (10, 30 and 60
seconds).

o Ignoring intervals with missing enjoyment label: Since
the enjoyment is used as a target value, we did not include
the intervals where it is missing in our training. These
intervals occurred when no actual gameplay took place:
loading times, switching games, explaining controls, etc.

e Normalization: Finally, each feature was scaled to the
range of [-1, 1]. This applies only to our neural network
model since random forests and jungles deal with unsca-
led data without problems.

After pre-processing the data, 75 177 samples remained,
where each sample represents one second of labeled gameplay,
totaling in ~21 hours of gameplay time. The data was divided
into a training test and test set using the 80% - 20% split for
each model.

C. Feature Selection & Cross-validation

For the neural network model, we applied a feature selection
algorithm to determine the optimal subset of relevant features.
We used the univariate linear regression tests method in
combination with SelectKBest method provided by the scikit-
learn'? library. After attempting to train our model using
different numbers of features, we observed that it is not
feasible to successfully train the model using less than 10
features. Later, we decided to use 20 out of 39 features to train
our model'3. Using more than 20 features did not improve the

P2https://scikit-learn.org/

130ut of 8 features provided by Mindwave sensor, only one (meditation
deviation from average) was selected for training. Features related to breathing
rate were prioritized over heart rate related features (5 vs. 3). All features
provided by our GSR sensor were selected.
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results enough to compensate for the increase in the training
time.

Since the random forest and random jungle algorithms

perform the feature selection inherently, we did not replicate
the feature selection process for these models.
As our dataset is relatively small, we used 10-fold cross
validation for each model to prevent overfitting. None of the
tested models showed more than 2% disparity in all folds. All
the results (error/accuracy of trained models) presented in this
paper represent an average value over all the folds.

D. Results

When training the regression models, our goal was to
minimize the RMSE (root mean squared error) values, which
represent the deviation between the model output and the
enjoyment level indicated by the test subjects. The enjoyment
values gathered during the experiments had an integer value
on the scale from 1 to 5.
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Obr. 4. Value loss (MSE) on training and testing dataset, and RMSE of
model.

Our neural network regression model produced a real num-
ber representing predicted value of enjoyment. Table II lists
results of different tested settings and topologies of neural
network. Best performing model produced RMSE of 0.2441
(see Figure 4). The random decision forest regression model
had the RMSE of 0.4909. Both these results can be considered
satisfactory. Regression and classification performance results
for random forest model with different tested settings are listed
in Table III.

In classification, we used the accuracy metric defined as
the percentage of the correctly predicted samples (using 5
possible classes). Our random decision forest classification
model was trained with 96% accuracy and random decision
jungle model performed with 88% accuracy. Confusion
matrices in Figures 5 and 6 show the predicted vs. observed
values for all the 5 classes.

Tabul'’ka IT
DETAILED REGRESSION RESULTS OF DEEP FEED FORWARD NEURAL
NETWORK MODEL. EACH TESTED TOPOLOGY IS CHARACTERIZED BY A
SPECIFIC CONFIGURATION OF HIDDEN LAYERS AND UNITS PER HIDDEN
LAYER (SEE THE FIRST TABLE COLUMN).

Network Topology

(Hidden Layers) Learning Rate  # of Features RMSE
64, 32 0.01 10 1.1051
64, 32 0.01 15 1.0817
64, 32 0.01 20 1.0810
64, 32 0.001 10 1.0633
64, 32 0.001 15 1.0150
64, 32 0.001 20 1.0147
64, 64, 32 0.01 15 1.0064
64, 64, 32 0.001 15 0.7697
64, 64, 32 0.01 20 1.0080
64, 64, 32 0.001 20 0.7618
64, 64, 64, 64 0.01 15 0.8736
64, 64, 64, 64 0.001 15 0.4952
64, 64, 64, 64 0.01 20 0.9963
64, 64, 64, 64 0.001 20 0.4905
128, 128, 128, 128  0.01 15 1.1692
128, 128, 128, 128  0.001 15 0.2441
128, 128, 128, 128  0.01 20 1.1694
128, 128, 128, 128  0.001 20 0.2443

Additionally, different settings and topologies of random
decision forest and jungle models are showed in Tables III
and IV.
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Obr. 5.
model.

Confusion matrix of trained random decision forest classification

VII. CONCLUSION

This paper aimed to simplify and automate the process of
evaluating the user experience in digital entertainment (espe-
cially video-games) and to mitigate some of the drawbacks of
self-reporting methodology. We propose an alternative appro-
ach: using psychophysiological measures, such as heart rate,
electrodermal activity or respiratory activity in combination
with machine learning methods.
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Predicted Class
7 < 3 F k3
1 60.1% 5.8% 22.2% 9.1% 2.8%
2 0.3% 72.6% @ 17.2% 6.2% 3.6%
(%1
(%1
18]
E 3 0.2% 2.0% 92.2% 3.9% 1.8%
g
o
—
4 0.2% 2.8% 15.3% | 78.4% 3.3%
5 0.3% 1.5% 7.3% 5.7% 85.3%

Obr. 6.
model.

Confusion matrix of trained random decision jungle classification

Tabul'ka III
DETAILED REGRESSION & CLASSIFICATION RESULTS OF RANDOM
DECISION FOREST MODELS. EACH MODEL USES DIFFERENT NUMBER OF
TREES, MAXIMUM DEPTH AND MINIMAL SAMPLES SPLIT (FIRST THREE

COLUMNS).
# of trees Max Depth  Min Samples Split RMSE Accuracy
8 8 128 1.0112  54.07%
8 16 128 0.6752  90.21%
8 16 256 0.6673  90.04%
16 8 128 1.0111  55.56%
16 16 128 0.6539  92.66%
16 16 256 0.6451  92.58%
16 32 128 0.5401  95.42%
16 32 256 0.5112 95.57%
32 16 128 0.6457  93.96%
32 32 256 0.4909  96.72%

Tabul'ka IV
DETAILED CLASSIFICATION RESULTS OF RANDOM DECISION JUNGLE

MODEL.

Max Width  optimization
# of DAGs Max Depth of DAGs steps Accuracy
8 32 128 2048 59.61%
8 64 128 2048 62.41%
8 64 256 2048 65.83%
16 32 128 4096 66.51%
16 32 128 8192 70.15%
16 64 256 8192 77.63%
32 32 128 8192 71.40%
32 32 128 16384 74.99%
32 64 256 16384 83.37%
32 128 512 16384 88.38%

We provide an introductory analysis of various available
physiological data sources, their relevance to user experience
modeling and technical prerequisites for their collection. After-
wards, we demonstrated the process of gathering real-time data
produced by the autonomic nervous system and involuntary
physiological responses and show how they can be post-

processed and used to train machine learning models.

Tabul'ka V
COMPARISON OF TRAINED MACHINE LEARNING MODELS.
Machine learning method Problem approach | Score
Feed forward neural network | Regression RMSE: 0.2441
Random decision forest Regression RMSE: 0.4909
Random decision forest Classification Acc.: 0.9672
Random decision jungle Classification Acc.: 0.8838

The presented initial experiments support the validity of the
proposed approach. Four different machine learning models
were successfully trained using different parameters for opti-
mization. Data fed to these models consisted of 20-39 types of
features measured during approximately hour-long gameplay
sessions of 31 subjects, totaling approx. 70 000 samples. Based
on the good performance of these models, as shown in Table
V, we conclude that machine learning and psychophysiological
measures can be a useful addition or even an alternative
to typical means of assessing user experience in the digital
entertainment business. Even as proposed approach does not
entirely escape the disadvantages of self-reporting techniques
for measuring user experience, with sufficient number of
participants, it can definitely be useful as an optimization tool
for replacing questionnaires and interviews with successfully
trained machine learning model.
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Abstrakt—Tento ¢lanok sa venuje netradiénym metédam
rekonstrukcie kompresne snimaného EKG. Uvadza zakladna
teéoriu kompresného snimania a pokracuje v popise novo
navrhnutych metéd rekonstrukcie, ktoré pracuji po ramcoch s
variabilnou diZkou. Najprv rozoberi metédu rekonstrukcie
s vyuzitim parametrického modelu. Dalej uvddza novi metédu
vytvorenia normalizovaného rekonstrukéného slovnika pomocou
analyzy hlavnych komponentov, ktory je synchronizovany s
obsahom signilu a tieZ kombinovani metédu rekonstrukcie s
vyuZitim slovnika tvoreného modelovanymi syntetickymi
priebehmi. Vytvorené metédy dosahuji lepSiu kvalitu
rekonstrukcie v porovnani so slovnikmi s waveletovymi
funkciami pre kompresné pomery vyssie ako 4.

KUliicové slovi—kompresné snimanie; kompresia EKG; model
EKG

Abstract—This paper is dealing with unconventional
reconstruction methods for compressed sensing of ECG signals.
It introduces the basic theory of compressed sensing and
continues with description of newly proposed reconstruction
methods. First, the reconstruction method using parametric
model is proposed. Subsequently a novel method of creating a
normalized reconstruction dictionary using principal component
analysis is introduced, where the dictionary and the content of
input signal are synchronized. By combining both methods,
another one is introduced where the dictionary is created using
synthetic modelled waveforms. Proposed methods achieve better
reconstruction quality than a wavelet dictionary for compression
ratios above 4.

Keywords— compressed sensing; ECG compression; ECG
signal model

I.  Uvop

Moderné systémy monitorovania zdravotného stavu
vyZzivaju takzvané siete ,,Body Area Network™ (BAN) [1], [2].
Jednd sa o siet bezdrotovych snimacov, ktoré si
implantovateI'né, nosia sa prilepené na tele, alebo ich pacient
nosi so sebou. Z tohto hl'adiska sa na pouZité snimace kladd
Specifické poziadavky, ktoré v prvom rade zahriiuji vysoku
Zivotnost’ batérie (nizku spotrebu), malé rozmery, priaznivi

Jan Saliga
Katedra elektroniky a multimedidlnych telekomunikacii
Fakulta elektrotechniky a informatiky, Technickd
univerzita v KoSiciach
Kosice, Slovakia
jan.saliga@tuke.sk

cenu a vykon. Stile pretrvavajicou vyzvou v oblasti
bezdrotovych snimacov totiZ zostdva zniZovanie spotreby
energie, pricom najvacsi podiel na spotrebe ma v ich pripade
vysiela¢ [3]. MozZny pristup zniZovaniu spotreby je vhodnd
metdda kompresie, ktord pred samotnym vysielanim redukuje
objem dat. Tradi¢né efektivne techniky kompresie si obycajne
vypoctovo naro¢né a niekedy neumoziuju vysielat’, ¢i ukladat’
udaje v redlnom case, Co je pre danu aplikdciu nevhodné.

Z uvedenych dovodov sa v poslednej dobe, nie len v oblasti
biomedicinskych signdlov, pomerne rychlo rozsirila netradi¢na
metdda stratovej kompresie nazvana kompresné snimanie (KS)
(alebo ,,Compressed Sensing™) [4]-[7]. Jej zakladnou
myslienkou je jednoduchym spdsobom nasnimat’ o signdli iba
urcitd informéciu, na zdklade ktorej bude na strane prijimaca
mozné vykonat' jeho rekonstrukciu tak, aby tdto ¢o najlepSie
reprezentovala povodny snimany signdl. VSetok potrebny
vypoctovy vykon sa tym presunie na stranu prijimaca, ktory v
tomto pripade nie je mobilny, a tak nemd limitované zdroje
energie.

Rekonstrukcia kompresne snimaného signdlu je vo
vSeobecnosti  vypoCtovo naro¢nd dloha, ktord spociva vo
vyuziti jeho zndmych vlastnosti a typickych priebehov pre
doplnenie informdcie stratenej pocas kompresie s vyuZitim
vypoctovych prostriedkov. K uvedenej tlohe su tak potrebné
vhodné bazové funkcie (slovniky), ktorymi je mozZné pdvodny
signdl a jeho chovanie efektivne napodobnit. Tento ¢ldnok
stru¢ne popisuje novo navrhnuté metddy rekonstrukcie KS
EKG spolu s dosiahnutymi vysledkami pri kompresii redlnych
zdznamov EKG z databazy arytmii MIT-BIH [8]. Prva metdda
vyuZiva pre rekonStrukciu parametricky model (PM), druhd
sliZzi pre vytvorenie normalizovaného rekonStrukéného
slovnika pouZitim analyzy hlavnych komponentov (PCA)
a tretia je kombindciou oboch metdd.

IL.

Je zndme, Ze niektoré signdly je moZné vo vhodnej
transformovanej oblasti vyjadrit ako linedarnu kombindciu
malého poctu bazovych funkcii. Takéto signdly sa nazyvaji
riedke a prdve na nich je moZné aplikovat metodu
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kompresného snimania [1] - [6], a tak ich komprimovat. Je to
metdda stratovej kompresie vacSinou zaloZzend na ndsobeni
signdlu pseudondhodnou postupnostou a jeho podvzorkovani,
teda na vzorkovani s frekvenciou menSou ako je dand
vzorkovacou teorémou, ¢im sa ziska o signali iba urcita
informdcia. Pri samotnom snimani pritom nie je obycajne
potrebné vobec vopred podrobne poznat’ snimany signdl a staci
o fiom vediet, Ze je riedky v niektorej transformovanej oblasti.
Konkrétnu transformovand oblast, ostatné vlastnosti a
chovanie signélu je potrebné poznat’ aZ pri jeho rekonstrukcii.
Cielom rekonStrukcie je na zdklade tychto dostupnych
informdcif o signdli a jeho podvzorkovaného priebehu vytvorit
novy signdl, ktory md v idedlnom pripade priebeh totozny so
signdlom pred kompresnym snimanim.

UvaZujme, Ze je vektor signdlu diskrétneho v Case rozmeru
N x 1, ktory je mozné vyjadrit’ ako

x=Ya, 1)
kde W je bazova matica (slovnik) rozmeru NXN, v ktorej
kazdy stipec tvori bazovy vektor, pritom a obsahuje
transformacné koeficienty. Ak hodnota transformacnych
koeficientov po zoradeni od najvdcSiecho po najmensi klesa
rychlo k nule, signdl je komprimovatelny v bize ¥. V tom
pripade sa da signidl dostatoéne vyjadrit pomocou K
transformacnych  koeficientov najvicSej hodnoty, pricom
ostatné koeficienty zanedbatelnej hodnoty poloZime rovné
nule. Podl’a tejto definicie je tieZ moZzné komprimovat’ signaly,
kde je iba malo transformaénych koeficientov nenulovych [1].

Podla [2], [3], ak je signdl komprimovatelny v baze ¥, je
mozné ho rekonStruovat pomocou M cK linedrnych
kombindcii v inej baze &, ktord je s baizou ¥ nekoherentna,
kde ¢ je mald konStanta vicSia ako 1. Matica ¢ md rozmer
MXN, pricom M << N. Preto je moZné namiesto priameho
vzorkovania vektora x rozmeru NX1 navzorkovat vektor y
rozmeru M X1, ¢o pre vstupny signdl nemusi byt’ v silade so
vzorkovacou teorémou

y = Px, 2)

po dosadeni (1) do (2):

y=Ya=0«a. 3)
Vzijomnd koherencia opisuje maximdalnu podobnost, ktord
mozno ndjst’ medzi riadkami matice @ a bazovymi vektormi
v stipcoch matice W. Aby sa dosiahla &o najmengia
koherencia, vo vicSine literatiry o kompresnom snimani sa
uvazuje, Ze matica @ obsahuje ndhodné cisla. NavySe je taky
systtm mozné lahko implementovat vyuZitim generatorov
pseudondhodnej postupnosti [6].

Matica © v rovnici (3) md rozmer M X N a M << N, signdl
nemozno jednoducho rekonstruovat’ inverziou tejto matice. Je
potrebné riesit’ podurcent sdstavu rovnic, kde pocet rovnic N je
mensi ako pocet neznamych M. Ak ale uvaZujeme, Ze takto
navzorkovany signal je riedky a komprimovatel'ny, teoreticky
je mozné zo vSetkych rieSeni néjst’ jediné spravne o, ktoré je
najviac riedke. Riedkost’ K vektora a je ekvivalentnd pseudo-
norme ¢, ktord je definovana ako:

Lo :HCKHO ={n:a, 20} (4)

PretoZe tato definicia nespliiuje axiomy pre normu, casto sa

nazyva pseudo-normou [1], [6], [7]. Hl'adat rieSenie jej

minimalizdciou je vypoftovo ndrocné a neefektivne, preto

pouziva sa vo vSeobecnosti minimalizicia normy , pre
/,

dostato¢ne malé p [9]. RekonStruovany signdl je moZné potom
tieZ odhadnit’ ako:

z=¥(e'0)'0"y. )

kde ()" oznauje pseudoinverzni maticu a ” transpoziciu [10].

III. KS EKG S REKONSTRUKCIOU PARAMETRICKYM

MODELOM

Zikladnou myslienkou je na strane rekonstrukcie pomocou
diferencidlnej evolicie (DE) [11] optimalizovat parametre
dynamického modelu tak, aby vysledny modelovany priebeh
¢o najlepSie zodpovedal pdvodnému nekomprimovanému
signdlu. Snimacia ¢ast’ je oproti tradi¢nym pristupom doplnena
o QRS detektor a spracovdva signdl po rdmcoch s variabilnou
dizkou.

A. Kompresia

EKG signél sa na vstupe vzorkuje beznym ACP podla
vzorkovacej teorémy. Pomocou QRS detektora sa zistia presné
polohy R vin ng; a signdl sa rozdeli na rdmce tak, 7e kazdy
rdmec obsahuje jeden srdcovy cyklus. Okamih rozdelenia
rdmcov je urCeny jednoduchym spdsobom pevne v dvoch
tretindch nasledujticeho R-R intervalu. Ako QRS detektor je tu
vhodné pouZit’ nizkoprikonovy analégovy detekény obvod ako
je napriklad [12]. Pre tucely testovania bol pouZzity detek¢ny
algoritmus podla [13]. Tento spdsob delenia raimcov ma ur€itd
vyhodu v tom, Ze poloha R viny je pred rekonStrukciou uz
zndma, ¢im je moZné zaruCit' jej presnd polohu aj v
rekonStruovanom signdli. Takto nie je potrebné analyzovat’
presnost’ rekonstrukcie polohy R vlny, ako sa to obycajne robi
v pripade algoritmov pouZivajicich pevné dizky ramcov
(napriklad [14]).

Z kazdého ramca sa nésledne odstrdni jednosmernd (JS)
zloZka od¢itanim jeho strednej hodnoty. Povodna droven JS
zlozky sa ulozi do O;. Amplitida sa normalizuje predelenim
kazdej vzorky maximalnou hodnotou v ramci. T4to maximalna
hodnota uloZi sa do A;. Na rdmec x; sa ndsledne aplikuje
kompresné snimanie vo forme ndsobenia maticou ndhodnych
Cisel ®; podla rovnice (2). Riadky matice ®; obsahuji
pseudondhodnid postupnost’ ¢isel +1 s Bernoulliho rozdelenim
pravdepodobnosti. Pre kazdy rdmec sa generuje postupnost’ s
rovnakou inicializaciou (,,seed*). Pocet riadkov matice ®@; je
dany ako:

M,=|N,/D]. (6)
pricom D je konStantny decimacny faktor, ktory sa v priebehu
kompresie nemeni. Vystupny vektor y; sa linedrne kvantuje pre
zvySenie kompresného pomeru a spolu s hodnotami A;, O;, N; a
ng; ako doplnkovou informéciou sa posiela k prijimacu ako
samostatny blok dét.
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B. Rekonstrukcia

VyuZiva sa dynamicky model EKG signalu podla [15].
Pomerne dobre dokdze zachytit morfologické vlastnosti
redlnych EKG signdlov a da sa vyuzit aj pre odSumenie signdlu
[16]. Pretoze jednotlivé viny PQRST si tu reprezentované
stictom piatich exponencidlnych funkcif, z pohl'adu tedrie KS
je pomocou neho srdcovy cyklus reprezentovany vzdy iba
pomocou piatich bazovych funkcii, ktoré sa liSia svojimi
parametrami. Pre rekonStrukciu je potom potrebné iba ndjst’
parametre tychto funkcii. V naSom pripade bol model este
modifikovany pridanim malého mnoZstva gaussovského Sumu,
ktory ma za tlohu simulovat Sum pritomny v redlnych
signdloch. Vektor syntetického srdcového cyklu z; je pomocou
modelu reprezentovany ako

z a,; exp

we{P.Q.R.S.T}

2

(_ A,

2b.°

wi

z,(u;)= )

]+g(n,o‘)

kde A6,;=2n(n-n,;)/N;, pricom n je ¢islo vzorky n=0,1,...,N; a
g(n, o) je pridavny gaussovsky Sum so smerodajnou odchylkou
o anulovou strednou hodnotou, dalej a,; su parametre
amplitidy, b,; doby trvania an,; polohy vlny, ktoré si
obsiahnuté tieZ vo vektore u; spolu s parametrom o. Pre kazdy
i-ty rdmec znamej povodnej dizky N; je uvedeny model vyuZity
pre generovanie jedného syntetického srdcového cyklu z;
s rovnakou diZkou. K modelu sa nepriddva Ziadna JS zlozka
a ani kolisanie zdkladnej linie. Optimaliza¢nd udlohu pre DE
potom mozno zapisat’ ako:

u; = arg min ‘yi - <q>izi(ui)>H2 ®)

Po ndjdeni optimdlnych parametrov u; sa vysledny
rekonstruovany signdl ziska ako:

X = Aizi(”i) + Oi 9)

kde A; a O; st prislusné hodnoty amplitidy a JS zloZky ziskane
vysielacou Cast'ou. Nakoniec sa jednotlivé rekonStruované
ramce poskladaji za sebou, ¢fm vznikne kompletny
zrekonstruovany EKG signal.

C. Vysledky

Uvedend metéda bola simulovand v programovacom
prostredi LabVIEW s pouZitim databazy MIT-BIH ako
vstupnych signdlov. V prvom rade je vhodné zaviest
priemerny kompresny pomer CR, ktory vyjadruje redukciu
poctu bitov na reprezenticiu pévodnych I ramcov signdlu. V
naSom pripade bol vypocitany ako:

1 1
CR :72

i=1

N,.B, (10)

B, + M, B,

kde B, je pocet bitov na jednu vzorku pévodného vstupného
signdlu x, B¢ je pocet bitov na jednu vzorku kvantovaného
komprimovaného vektora y; vel'kosti M; a By je pocet bitov
hlavicky datového bloku, ktord nesie hodnoty A;, O;, N; a ng;.
Ak uvaZzujeme, Ze databdza je navzorkovand s rozliSenim 11
bitov, potom B, = 11bit. Hlavicka ditového bloku bola
uvazovand By = 40bit, ¢o zahfiia 2X 11 bitov pre hodnoty A,

0; a2 X 9 bitov pre N; a ng;. Kompresny pomer je mozné
menit’ decimacnym faktorom D (¢im sa zmeni M,) a tieZ
zmenou poctu bitov B¢ na jednu komprimovand vzorku pri
kvantizicii.

Pre vyhodnotenie kvality rekonstrukcie bolo pouzité
priemerné PRMD pocitané pre kazdy zdznam podla vzt'ahu:
‘Xi -X; 2
——=x100 %

X;

1
PRMD = %z 11
i=1

2

Na obr. 1 je mozné vidiet, Ze PRMD zavisi takmer
linedrne na zvolenom decimacnom faktore D. V porovnani s
pouzitim waveletovej biazy a OMP [17], navrhnutd metdda
nemd sice lepSie vysledky pre malé hodnoty D, avSak sd
podstatne lepSie pre hodnoty D>5. Uvedené vysledky su
priemerom pre prvych 10 rdmcov vSetkych zdznamov
databazy. Priklad rekons$truovaného signalu je uvedeny na obr.
2.

Navrhnuta OMP (mexicky klobiik) OMP (symd) [ "]

40-

35-

ey e e e e e e S |
23 45 6 7 8 9 10 1 1213 141516 17 18 19 20
D

Obr. 1. Porovnanie kvality rekonstrukcie navrhnutej metédy PM s
klasickou metédou OMP a waveletov mexicky klobik a Symlet4 pre rozne
faktory D
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Obr. 2. Priklad priebehu rekonstruovaného navrhnutou metédou pri CR=9,43
a PRMD=131%

IV. KS EKG s REKONSTRUKCIOU NORMALIZOVANYM
SLOVNIKOM

Metéda rekonstruuje KS EKG pomocou normalizovaného
agnostického slovnika vytvoreného metédou PCA, pricom sa
signal bude spracovdvat po rémcoch s variabilnou diZkou,
ktoré su synchronizované so slovnikom.

A. Kompresia

Vstupny signdl sa rovnakym spOsobom ako v predoslej
kapitole vzorkuje beznym ACP a za pomoci QRS detektora sa
rozdeli na rdmce. PouZity QRS detektor je rovnaky ako
v predoslom pripade. Takto ziskané ramce x; sa uz ale nijako
neupravuji apriamo sa komprimuji ndsobenim maticou
ndhodnych &isel @; podla rovnice (2). Velkost' matice @; je
M;XN;, kde N; je rovné poctu vzoriek prislusného vstupného
rdmca x;, M; je opit dané poZadovanym pevne nastavenym
decimacnym faktorom D (6) aobsahuje pseudondhodnu
postupnost’ s Bernoulliho rozdelenim pravdepodobnosti.
Vystupom je iba vektor y; apdvodnd dizka rdmca N;.
V uvedenom pripade tak kompresny pomer CR=D.

160
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Obr. 3. Prvych 6 bazovych funkcii v stipcoch slovnika ¥?

B. Vytvorenie slovnikov

Pre rekonStrukciu bolo uvaZované pouZit dva druhy
slovnikov. Prvy je takzvany Specificky, ktory je vytvoreny z
priebehov, medzi ktorymi sa nachddza tiez priebeh, ktory sa
pokisame rekonsStruovat’. Druhy je takzvany agnosticky, a je
vytvoreny z priebehov, ktoré naopak neobsahuju prave
rekonStruovany priebeh. Preto bola celd databdza arytmii
MIT-BIH rozdelend na dve polovice (2 X24 zaznamov) a boli
vytvorené dva slovniky, ktoré oznaéme ako ¥' a ¥2. Slovnik
P! je vytvoreny zo zdznamov &.100-200, a mdZe byt preto
pouzity ako Specificky pre rekonstrukciu zaznamov ¢.100-200,
pricom je agnosticky pre rekonStrukciu zdznamov ¢.201-234.
Podobne slovnik ¥ je vytvoreny zo zdznamov ¢.201-234, pre
ktoré je Specificky, no naopak je agnosticky pre ¢.100-200.

Prvy kandl vSetkych zdznamov bol pomocou QRS
detektora v celej svojej dizke (30 mindt) rozdeleny na ramce s
variabilnou diZkou metédou opisanou v predoslej sekcii. Tym
spdsobom bolo ziskanych dokopy asi 50.000 rdmcov z 24
zdznamov, z ktorych kaZzdy sa normalizoval v amplitide, a tieZ
v Gase prevzorkovanim na jednotnd dizku 360 vzoriek (1
sekunda pri vzorkovacej frekvencii 360Hz) s pomocou
splajnovej interpoldcie. Z normalizovanych priebehov sa
vytvorili slovniky ¥' a¥? pomocou PCA, pricom vo
vyslednom slovniku sa ponechalo v stipcoch len prvych P zo
vSetkych komponentov, ktoré obsahuji najvicSiu energiu.
Rozmer matic a je tak 360X P. Tym, Ze jednotlivé ramce, z
ktorych je slovnik vytvoreny obsahujui takmer vzdy jeden
srdcovy cyklus s inym priebehom (pripadne artefakty) je
predpoklad, Ze pocet komponentov P potrebnych na
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rekonstrukciu bude mensi ako v pripadoch, kedy je slovnik
tvoreny ramcami s konstantnou dlZkou.

C. Rekonstrukcia

Vzhl'adom na to, Ze metéda kompresie rozdeli signdl na
rdmce s variabilnou diZkou, nie je mozné pouzit maticu
bazovych funkcii s pevnym rozmerom. V naSom pripade
matica ¥; s rozmerom N;XP, je ziskand prevzorkovanim
stipcov slovnika resp. na pdvodni dizku ramca N;. Takym
sposobom je mozné pouzit rovnaké priebehy bazovych funkcif
pre akikolvek dizku rdmca. Rdmec sa nédsledne bude
rekonstruovat’ hPadanim pseudoinverznej matice podl'a rovnice
(5). Rekonstruované ramce sa nasledne poskladaji za sebou,
¢im vznikne Uplny rekonstruovany EKG signal.

D. Vysledky

Metéda bola vyskidsand pre prvych 10 srdcovych cyklov
vSetkych zdznamov MIT-BIH, pricom boli menené hodnoty D
a P. Kvalita rekonstrukcie pri pouZiti Specifického slovnika sa
od agnostického 1iSi len minimdlne. PretoZe je v praxi
vyhodnejSie pouzit' agnosticky slovnik, priemerné hodnoty
PRMD pre celd databizu st wuvedené na obr.4d pre
rekonstrukciu agnostickym slovnikom.

Z uvedenych vysledkov vidiet, Ze je mozné najst’ urcitd
hodnotu D, od ktorej je chyba rekonStrukcie len malo zavisla
na poctu bazovych funkcii v slovniku P. S rasticim
kompresnym pomerom tak staci menej bazovych funkcii P pre
dosiahnutie rovnakej kvality rekonStrukcie. V pripade, ak P<50
je pocet bazovych funkcif nedostato¢ny na imitdciu signélu aj v
nekomprimovanej forme (kedy D=1). Priklad rekonstrukcie
signdlu je na obr. 5.

Pri konstantnej dizke, rdmca ako je to v metddach [18], [14]
moze raimec obsahovat’ viac ako jeden srdcovy cyklus, ktory
nie je Ziadnym spdsobom synchronizovany s rekonstruovanym
signdlom. V [14] je analyzovany vplyv poctu funkcii v
slovniku , ktory je natrénovany pomocou algoritmu K-SVD
nesynchronizovanymi rdmcami s pevnou dizkou 256 vzoriek,
pricom je ukdzané, Ze pre faktor D=8 a PRMD<14% je
potrebny slovnik s P>5000. V porovnani s vysledkami na obr.4
je v naSom pripade pre D=8 potrebné iba P>100, pricom
PRMD<10%. Treba vsak brat’ do uvahy, Ze v naSom pripade je
slovnik potrebné prevzorkovat.

24
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Obr. 4. Zavislost PRMD od faktora D pri rekonstrukcii agnsotickym
slovnikom pre rézne pocty bazovych funkcii P
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Obr. 5. Priklad rekonstrukcie zdznamu ¢.123 pomocou agnostického slovnika
pre D=8, P=300 s PRMD=6,25%

Vyhodou tejto metédy je, Ze v  porovnani
s predchadzajicou zo sekcie III. vedie k ovel'a lepSej kvalite
rekonStrukcie a v pripade PM podstatne menSej vypoctovej
ndrocnosti. Nevyhodou je potreba niekol’kych zdznamov
navzorkovanych klasickym spdsobom pre vytvorenie slovnika,
ktory sa musi pred rekonstrukciou kazdého komprimovaného
ramca cely prevzorkovat. Zaznamy pre vytvorenie slovnika
v§ak nemusia byt’ Specifické, a je tak mozné pouzit' akékol'vek
dostupné zaznamy.

V. REKONSTRUKCIA KS EKG POUZITIM SLOVNIKA TVORENEHO
SYNTETICKYMI PRIEBEHMI

Kombindciou predoslych dvoch metéd rekonStrukcie bola
navrhnuta eSte jedna pokusnd. VyuZziva parametricky model
EKG signdlu pre vytvorenie slovnika v priebehu rekonstrukcie,
pricom tento sa vytvara pre kazdy jeden rekonStruovany
zdznam zvlast, a to bez potreby akychkol'vek vopred zndmych
priebehov na jeho natrénovanie. Na zaciatku rekonstrukcie
akéhokol'vek zaznamu je tak slovnik prizdny a postupne sa
doplia modelovanymi priebehmi hFadanymi metédou PM
(sekcia III.), ktoré co najlepSie pasuji do konkrétneho
rekonStruovaného signdlu. Ako ndhle je v slovniku dostatok
modelovanych priebehov, je mozné rekonstrukciu toho istého
priebehu spustit’ znova, iba s pouZzitim vytvorené¢ho slovnika,
pricom je predpoklad, Ze tito rekonstrukcia bude mat’ vyssiu
kvalitu, ako po prvom spusteni s pouzitim PM.

Pouzitd metéda kompresie je takmer totoZnd s metédou
uvedenou v sekcii III., rozdiel spo¢iva vo vynechani linedrne;j
kvantizécie, preto tito nebude opisovand znova.
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A. Rekonstrukcia

V tomto pripade je mozné s vyhodou vyuZit bdzové
funkcie platné pre jeden z rdmcov aj pre nasledujice rdmce,
pretoze po sebe idice srdcové cykly sa na seba obycajne
podobaji, no bude ich potrebné prevzorkovat na rovnaku
dizku. Algoritmus teda zaéne rekonstrukciou prvého riamca
pomocou PM a ihned” pokraduje na druhy, kde skdsi
rekonstruovat’ prevzorkovanym priebehom z predoslého
rdmca podl'a rovnice (5). Overi, ¢i MSE<g, kde € je nastavend
prahova hodnota chyby rieSenia:

MSE = (-9 (10)

M=

i
M

3
i

pricom y = ®x. Ak MSE nevyhovuje podmienke, dany rdmec
sa rekonStruuje pomocou PM a podobnym spdsobom
pokracuje na d’alSi, pricom teraz uZz moze pouzit bidzové
funkcie vytvorené z priebehov predoslych rdmcov. Po
skonceni rekonstrukcie tak ziskame priebeh, ktory sa da este
d’alej vylepsit opdtovnym spustenim algoritmu avSak uzZ s
pouzitim bazovych funkcii ziskanych pri predchddzajicom
spusteni.

B.  Vysledky

Pomocou  uvedeného  algoritmu  bolo  pokusne
zrekonStruovanych prvych 10 srdcovych cyklov kazdého
zédznamu z databdzy. Pouzité boli decimacné faktory D=5 a
D=8. Optimélne nastavenie prahu ¢ je pre dosiahnutie co
najlepSej kvality rekonStrukcie kritické. Bolo zistené, Ze pre
kazdy zdznam je jeho optimdlna hodnota ind, takZe nie je
mozné pouzit jedno nastavenie univerzdlne pre akykol'vek
zdznam. Vzhladom na to bola rekonstrukcia vyskuSand pre
rozne hodnoty ¢ €{1; 0,8; 0,5; 0,3; 0,1; 0,05; 0,03; 0,02;
0,01}. Vysledky s najmensimi hodnotami PRMD boli zvolené
pre vypocet priemernej hodnoty pre celd databdzu, ktord je
11,23% pre D=5 al14,79% pre D=8. V porovnani so
samostatnou metédou PM je kvalita rekonstrukcie podstatne
lepsia, no nie lepSia ako pri pouZiti agnostického slovnika.
Nevyhodou met6édy s PM bolo, Ze sa pomocou DE nepodarilo
vzdy presne v rekonStruovanom signdli trafit modelom do
vietkych vin, a niektoré tak v signali mohli tiplne chybat.
Opakovanym spustenim DE sa tento problém dal obcas
odstranit. Chybajica vlna sa vtedy v syntetickom signdli
objavi, no zas mdZe chybat' niektora ind vlna. Vytvorenim
slovnika z priebehov ziskanych opakovanym spustenim DE sa
tento problém potlaci, pretoZe sa tieto priebehy prekryji a
navzdjom doplnia. V priemere je tak potrebnych asi 20
bazovych funkcii v slovniku, ¢o zodpovedd asi dvom
spusteniam DE na kaZdy ramec. Podstatnou nevyhodou je
potreba nastavenia prahu g, ktory musi byt pred spustenim
rekonstrukcie zndmy. Priklad rekonstruovaného priebehu je na
obr. 6.
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Obr. 6. Priklad rekonstrukcie zdznamu ¢.228  slovnikom tvorenym
syntetickymi priebehmi
VI. ZAVER
KS je voblasti spracovania EKG signdlov stile

experimentdlnou metédou, ktord sa v praxi beZne nevyuZiva.
Kvalita rekonStrukcie signdlu tu stile zostdva predmetom
roznych zlepSeni. V €lanku boli strucne predstavené 3 novo
navrhnuté netradicné metédy rekonstrukcie pre KS EKG,
z ktorych kazdd vykazuje lepSiu kvalitu rekonStrukcie
v porovnani s klasickou metédou pouzitim slovnika
waveletovych funkcif a algoritmu OMP pre kompresné
pomery vicsie ako 4. Poslednd z uvedenych metdd zostdva iba
pokusnou, vzhl'adom na to, Ze nie je jasny postup nastavenia
prahu MSE pre dosiahnutie najlepSej kvality rekonstrukcie.
Uvedeny problém by bolo mozné zrejme odstranit’ nahradou
metddy hl'adania pseudoinverznej matice za algoritmus OMP,
¢o zostdva tlohou pre budiice riesenie.
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Integrované Sirokopasmové senzoroveé systémy
emitujuce M-postupnosti a ich vybrané aplikicie

Martin Kmec
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Ilmenau, Nemecko
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Abstrakt—Neustaile rozsirovanie oblasti pouzitia
Sirokopasmovych (UWB) senzorovych systémov najmi v spojeni
s vyzvami PRIEMYSLU 4.0 spdsobuje, Ze sa dostavaji do stredu
pozornosti stale vi¢sieho mnozZstva potencialnych aplikacii a teda
koncovych uzivatel’ov. Toto so sebou zakonite prinasa potrebu
novych a vykonnejsich UWB senzorov. VSeobecné poziadavky na
tieto systémy si: vysoka celkova uéinnost’ systému ¢o zvycajne
koreluje s nizkou spotrebou energie, flexibilita pracovnej Sirky
frekvenéného pasma, modularita pouzitej architektiry, ista
droveii zabudovanej inteligencie, spolahlivost’ a robustnost’. Na
druhej strane by mali nové systémy v idealnom pripade
vykazovat’ malé rozmery a, v pripade ich priemyselnej vyroby,
primerané (znadi idealne minimalne) vyrobné naklady. Tento
trend a roznorodost’ aplika¢ne Specifickych poZiadaviek maji za

nasledok existenciu Sirokého spektra UWB senzorovych
konceptov. Jednym znich je rodina Sirokopasmovych
senzorovych systémov emitujicich M-postupnosti, o ¢om

pojednava tento ¢lanok.

Keywords—sirokopdsmové senzorové systémy; M-postupnosti;
integrované obvody; lokalizdcia a detekcia; analyza mlieka; radar;
dojenie krdv; impedancnd spektroskopia

.  Uvop

Koncepty aktivnej senzoriky maji vo vSeobecnosti jeden
spolony menovatel — na ilumindciu alebo stimuldciu
skimaného ciela vyuZivaji svoj vlastny zdroj energie (napr.
mechanické vlny, elektromagnetické viny a i.). Aktivny senzor
emituje tito stimulacnd energiu smerom k skimanému ciel'u,
ktory moze byt niekedy vSeobecnejSie nazyvany aj ako MUT
(z angl. Medium Under Test). Po interakcii scielom je
reflektovand energia, pripadne Cast’ rozptylenej stimulacnej
energie, detekovand prijimacim elementom (v d’alSom aj ako
aktudtor alebo Ziari¢, t.j. anténa, sonda a pod.) andsledne
spracovana v prijimaci (pozri Obr. 1). Je teda zrejmé, Ze medzi
vyhody aktivnych senzorov patri ich moznost' vykondvat
merania v podstate kedykol'vek a kdekol'vek, nezdvisle na
situdcii alebo Case. AvSak na druhej strane, drvivd vicSina
aktivnych  systémov  vyZaduje  generovanie  presne
definovaného, resp. senzorovému systému vel'mi dobre
zndmeho, druhu a mnoZstva stimulacnej energie urcenej na
potrebnd stimuldciu cielov. Ilustrdcia na Obr. 1 Chyba!
Nenasiel sa Ziaden zdroj odkazov.znizorfiuje elementdrnu
myslienku aktivnej senzoriky.

Pavol Galajda

Katedra elektroniky a multimedidlnych telekomunikécii,
FEI, TU Kosice
Kosice, Slovensko
pavol.galajda@tuke.sk

Ziari¢e, aktuatory

alebo sondy
((d) .
((é)

vizualiza¢na jednotka

N Ik

generaror stim.
signalu

skumany ciel
alebo MUT

prijima¢
rozptyleného sig.

jednotka
spracovania dat

hlavna senzorova jednotka

Obr. 1 Vseobecny pripad aktivnej senzoriky — bistaticka realizacia.

V pripade aktivnych UWB senzorov (niekedy uvadzané aj
ako UWB radar', alebo ako kombincia tychto dvoch pojmov,
vid’ napr.[1]) je podstatou stimuldcia ciel'ov (alebo vSeobecne
MUT) elektromagnetickymi vlnami vyznacujicimi sa velkou
Sirkou frekvencného pdsma. Pozn.: toto je platné len za
zjavného predpokladu, Ze prijimac¢ je tiez v stave prijimat
a spracovat’ odpovedajuce signaly. Ddvody a dosledky pouZitia
vel'kej $irky pasma pre senzorové systémy kratkeho dosahu sd
obsirne spracované v [2]. Pojem S§irka pdsma sa vztahuje na
frekvencné pasmo v ktorom sa rozprestiera stimulacny signdl a
v rdmci ktorého je zariadenie v stave pracovat s
akceptovatenymi chybami. Formuldcia , velkd Sirka pdsma*“
musi byt brand do dvahy v relécii k normalizovanym kritéridm,
tj. celkovd S&irka pdsma musi podliehat Specifickym
ohraniceniam. Ako je mozné vidiet' v tematicky orientovanej
literatdre, napr. v [3]-[7] alebo uZz vuvddzanej [2], je
definovanie = UWB  $pecifickych  ohrani¢eni necakane
komplexnou zdleZitostou. V prvom rade to prirodzene zavisi
na tom ktorom zdroji definicie ateda nutne na pocetnosti
institdcii zaoberajicich sa tematikou UWB pocas jej celej
histérie. Tak napriklad podla DARPA® zo zadiatku 1990-ych
rokov mdzu elektromagnetické vlny, ktoré maji okamzitd
zlomkovu frekvenénd Sitku pdsma vicSiu ako 25%, byt
klasifikované ako UWB. Pre zaujimavost, vykonové limity
v hrani¢nych frekvenénych bodoch neboli v prvopociatkoch
explicitne definované, ato pravdepodobne preto, Ze sa
predpokladali zauZivané body troj-decibelového utlmu alebo
body potlacenia az o 20 dB a to s ohl'adom na skorSie postoje

! RADAR - skratend forma od Radio Detection and Ranging (orig. Radio
Aircraft Detection and Ranging)

2 DARPA - Defense Advanced Research Projects Agency, USA

28



QuoVadis Research @ FEI

ro¢nik 2, ¢.2, 2019

vo vzt'ahu k UWB systémom a ich aplikacidam [5]. Neskor bol
povodny 25%-ny limit zlomkovej Sirky pdsma zniZeny na
technologicky vyhodnejSich 20% a frekvenéné hranice sa
SirSou dohodou ustanovili v bodoch pri ktorych dochddza
kdtlmu vykonového spektra o 10 decibelov. Okrem toho,
regulacné organizdcie povazuji za UWB aj signdly s
absolitnou Sirkou pdsma (znova s hranicami v bodoch
s poklesom o 10 dB) véc¢Sou ako 500 MHz (pozn.: EU Standard
hovori o Sirke > 50 MHz).

Zatial' je zrejmé, Ze podstatou aktivnej UWB senzoriky je
ziskavanie informdcii o testovanych cieloch pouZitim tzv.
Sirokopasmovej stimulacie. V d’alSom je potrebné pripomentit’,
Ze vicSina sledovanych ciel'ov alebo MUT patri do kategdrie
linedrnych cCasovo invariantnych (LTI, z angl. linear time
invariant) syst¢émov, vid [1] alebo [2], a Ze sprdvanie sa
kazdého LTI systému mdZe byt opisané jeho impulzovou (IRF,
z angl. impulse response function) alebo frekvencnou (FRF,
zangl. frequency response function) charakteristikou.
Vyjadrenie pomocou IRF je ¢asto oznacované charakteristikou
v Casovej oblasti. Ekvivalentne FRF, ktord je spektrdlnym
néprotivkom® IRF, charakterizuje LTI systém vo frekven&nej
oblasti. V konecnom dbsledku je teda cielom akéhokol'vek
aktivneho UWB senzora ziskat’ potrebné informacie na co

najpresnejSie  urCenie jednej (alebo oboch) z tychto
charakteristik.
II. SENZOROVE SYSTEMY EMITUJUCE M-POSTUPNOSTI

Princip  senzorového  systému  kratkeho  dosahu
vyuZivajiceho vysokofrekvencné M-postupnosti na stimuldciu
skimanych objektov a digitdlnu koreldciu v prijimaci bol prvy
krat predstaveny v roku 1999 [8]. Tento koncept predstavuje
zaujimavu alternativu voci etablovanym UWB systémom ktoré
vyZzivaji impulzy alebo rdézne rozmietané monoténne signily
(napr. systémy s frekvenénymi moduldciami) a je stéle
povazovany (aspoit podla vedomosti autorov) za svetovy
unikdt, priCom udcelnost’ jeho vyuZzitia vo velkom mnoZstve
senzorovych aplikdcii je v stCasnosti redlnym faktom [9].
Detailny princip Cinnosti ako aj porovnanie s existujicimi
UWB systémami bol opisany vo vyssSie uvedenej literature,
najmid vSak v [2] prip. [9]. Elementirnu myslienku jeho
fungovania zobrazuje ilustracia na Obr. 2.
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Obr. 2 Zakladna Struktira senzorového konceptu zaloZeného na vyuZziti
M-postupnosti, spolu s ilustraciami signifikantnych UWB signdlov

(vratane prikladu vyslednej IRF).

? Napr. po Fourierovej transformacii

Ako ilustruje Obr. 2, casovd zdkladna systému je riadend
stabilnym vysokofrekvencnym oscildtorom (RF-hodiny). Tento
poskytuje monoténny riadiaci signdl s frekvenciou f, (tiez
oznacované aj ako centrdlne hodiny), ktorym je na jednej
strane napdjany generdtor stimula¢ného signdlu, t.j. Specidlne
navrhnuty vysokofrekvenény posuvny register dizky m ana
strane druhej synchronizacnd jednotka, t.j. vysokofrekventna
bindrna delicka rddu n. Stimulany signdl generovany
generdtorom je potom vedeny do koncového rozhrania
(vSeobecne Ziari¢a) cez dolnopriepustny filter (anti-aliasing
filter). Tento signdl je po interakcii s MUT prijimany
Sirokopdsmovym vzorkovacim obvodom (T&H), pracujicim
vmoéde podvzorkovania adalej spracovany v analégovo
¢islicovom prevodniku ako aj bloku digitdlneho spracovania
dat. Zéakladné Specifika takychto systémov moZno zhrnut
nasledovne:

e relativne jednoduché  generovanie

signdlov pomocou posuvnych registrov,

stimula¢nych

moznost jednoduchej integracie vysokofrekvencnej
systémovej cCasti na jednom cipe, za predpokladu
pouZzitia vhodného technologického uzla, napr. 0,35um
alebo 0,25um BiCMOS,

vzhladom na to, Ze vstupno/vystupné signily majd
Cinitel' vykyvu blizko 1, nemusia obvody rozhrania
s MUT spracovavat’ signdly s vysokymi napdtovymi
$pickami,

v pripade pouzitia viacerych technologickych uzlov,
napr. kombindcie 0,25um BiCMOS s 65 nm CMOS,
relativne priamociara integrdcia vo forme systému
v puzdre - SiP (z angl. System in Package),

pouZitie rigidného interného casovania
a synchronizécie, ¢oho vysledkom je Casové nestabilita
(jitter) pod 10 fs,

v pripade vylepSenych topoldgii systému, ako napr.
uvedené v [10] alebo [9], zvySend flexibilita
pracovného frekvencného pédsma, vdaka eliminicie
potreby tzv. anti-aliasing filtra.

III.

Poznatky ziskané pocas realizacif tzv. viacCipovych radarov
emitujicich M-postupnosti, napr. Obr. 3, a [11], [12] alebo [13]
ateda z ndvrhov jednotlivych aplikacne Specifickych
integrovanych obvodov (IO), motivovali prvi monolitickd
integraciu kompletnej RF casti radarovej elektroniky na
jednom cipe, SoC (z angl. Systen on Chip). KI'icové vyhody
SoC rieSeni si zvyCajne v celkovom zlepSeni parametrov
a spolahlivosti, ako aj zniZeni ceny systému. Prvd je primdrne
sposobend SoC vlastnou minimalizdciou parazitnych prvkov
v prepojeniach  jednotlivych ~ funkénych  makro-blokov
kone¢ného systému, ako aj zniZzenim teplotnych gradientov (a
ich neziaducim zmendm) v systéme. Druhd je logicky
vysledkom miniaturizacie, ktord je umernd drovni integricie.
Okrem toho sa zniZuji poziadavky na napdjanie, ked'Ze
dochddza k zmenSeniu poctu pridovo ndrocnych 50-Q-ych
rozhrani, ktoré si zvycajne potrebné, ak sd signdly smerované
mimo ¢ipu. Popri uvddzanych vyhoddch, md monolitickd

MONOLOITICKA INTEGRACIA SYSTEMU
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integracia na jednom Ccipe aj niekolko menej pozitivnych
aspektov. V prvom rade ide vSeobecne o neZiadice presluchy
signdlov najmid vo viackandlovych systémoch. Presluchy su
tiez Casto sklofiovanou témou najmé ak €ip obsahuje anal6gové
a digitdlne stavebné bloky na jednom substrite. Problém sa
vSak stdva najmarkantnej$im v pripade systémov ktoré pracuji
s vysokofrekvencnymi a Sirokopdsmovymi signdlmi, kedy sd
subory opatreni platné pri dzkopdsmovych systémoch
pouzitel'né len podmienecne.

experimentalny Sirokopasmovy systém kratkého dosahu emitujlci M-postupnosti
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Obr. 3 SoB modul 1Tx2Rx radaru, zostaveny s viacerych aplikacne

§pecifickych IC v QFN puzdrich (dizajn DPS a mechaniky P.
Rauschenbach).

Pre ilustraciu (Obr. 3), zatial' ¢o sofistikované viacCipové
rieSenie SoB (z angl. System on Board) s kovovymi vyplhami
v doske plosného spoja (DPS) dosahuje Tx-Rx izolédciu az 120
dB v celom frekven¢nom rozsahu zaujmu (nom. 0 — 12 GHz),
typicky dosiahnutel'nd Sirokopasmovd izoldcia v ramci jedného
Cipu je len niekde na trovni 60 - 70 dB, napr. [14], [15].
Okrem toho, pokial' nie si pri puzdreni implementované
Specidlne riesenia napr. [16], tak sa Tx-Rx izolacia
zapuzdreného obvodu este dalej zhorSuje. Napriek tomu,
jedinecné vlastnosti diskutovanych radarovych systémov z
hladiska ich stability [2] aztoho vyplyvajicich moZnosti
kalibrdcie [17] umoZnuji eliminovat’ tieto nedostatky na
akceptovateI'né minimum pre vi¢sinu uvazovanych aplikécii.

Obr. 4 zndzoriuje zjednodusenu blokovu topolégiu SoC a
periférie pre digitaliziciu signdlu, ako aj pred-spracovanie dat.
Topolégia Cipu je zvolend tak, aby SoC prirodzene pokryval
aplikdcie vyZzadujice minimdlne konfiguriciu radaru s jednym
vysielacom a dvoma prijima¢mi. Architektdra jadra je zalozena
na pdvodnom koncepte prezentovanom na Obr. 1. SoC je
vybaveny  dodatoénymi  vstupno/vystupnymi  portami

a funkénymi modulmi tak, aby bola zabezpecend jednoducha
flexibilita nastavenia pracovného frekvenéného pdsma,
paralelizdcia viacerych SoC vo viackandlovych MIMO (z angl.
Multiple Input Multipple Output) systémoch [13], alebo
kalibracia zariadenia. Pozri tiez [2], [10] alebo [15]. Tento
stibor uprav podporuje pouZitie uvadzaného integrovaného
obvodu pre vicsi pocet aplikdcii. Napriklad viackandlova
topoldgia senzora je rozhodujica pre zobrazovanie [18], alebo
lokalizaciu [19] s vysokym rozliSenim a kalibracnd schopnost’

je uzitond pre samostatné snimace UWB, ktoré si
implementované napr. Vv systémoch testovania alebo
charakterizacie elektronickych prvkov alebo materidlov [20].
f T
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Obr. 4 Zjednodus$end architektira SoC hlavice systému emitujiceho M-

postupnosti.

Konkrétna realizacia SoC s architektirou ako na Obr. 4, v
0,25 um SiGe:BiCMOS technolégii s Fr = 110 GHz a F,;x =
180 GHz na jednom substrite md rozmery 1 x 2 mm®.
Vyrobeny integrovany obvod je napdjany z 3.3 V zdroja a jeho
celkovd spotreba je pod 350 mA. Na Obr. 5 je mikrofotografia
findlneho obvodu.
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Obr. 5 Mikrofotografia SiGe SoC ¢ipu s oznacenymi blokmi, izolaénymi

Struktirami a oblastami izolaénych (oddel'ovacich) Struktir ako aj
rozhraniami. Vel'kost' zobrazeného ¢ipu je 2 x 1 mm?2.

IV. VYBRANE APLIKACIE SYSTEMU

Jedine¢nd kombindcia integrovatelnosti, multikandlovych
schopnosti, signdlovej stability a kalibrovateI'nosti senzorovych
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systémov emitujicich M-postupnosti podstatne rozSiruje
horizont moznych aplikdcii, a to ¢i uZ v laboratériu na drovni
zdkladného alebo aplikacného vyskumu, ale aj mimo
laboratérneho prostredia — t.j. v priemysle, napr. [21]-[27].
Takto mdzu byt diskutované senzory pouzité na presné

merania impedancie, merania vzdialenosti s vysokym
rozliSenim, alebo bezkontaktné detekcie pohybov, alebo
dokonca zmien impedancii. Pritom, impedancné, t.;j.

dielektrické zmeny, alebo pohyby, ktoré snimace detekujd,
moézu mat’ rézne zdroje a priCiny v ¢om spociva réznorodost’
(az jedine¢nost’) moZnych aplikacii.

Na jednej strane je napriklad mozné odhalit’ mikro-pohyby
orgdnov v tele a korigovat’ nedokonalosti MRT — magnetickej
rezonan¢nej tomografie [24], bezkontaktne detekovat' zmeny
zloZenia tkaniv s cielom v¢asnej detekcie nddorovych ochoreni
[23], [25], alebo detekovat’ hmyz, napr. termity v drevenych
konstrukciach [28]-[30].

Okrem toho, Specidlne impedancnd spektroskopia presla v
poslednych desatrociach obrovskym vyvojom. Prvotne islo
najmi o meranie odchylok dielektrickych vlastnosti potravin
od normdlu a tymto o zabezpecCenie kontinuity kvality pri ich
vyrobe askladovani [31]. V sdcasnosti je v mnohych
oblastiach priemyslu, pol'nohospodarstva, kontrolnych dradov
apod. monitorovanie impedan¢nych vlastnosti vyrdbanych
latok, ale aj latok vstupujicich do vyrobnych procesov
nutnostou. Tu sd Ziadané predovsetkym také meracie metddy,
ktoré umoziuji detekciu kontinudlneho stavu v redlnom case
a idedlne bez zdsahu do vyrobného procesu, t.j. bezkontaktne.
Ako priklad mozno uviest’ meranie zloZenia mlieka, t.j. obsahu
laktézy, tukov, bielkovin a moc€oviny pri dojeni krdv v redlnom
Case pomocou diskutovaného Sirokopdsmového systému
emitujiceho M-postupnosti, ako ukazuje Obr. 6.
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Obr. 6 Pilotny pokus merania zloZenia mlieka v redlnom prostredi pocas

dojenia krav.

Podstatou merania na Obr. 6 je urcenie vlastnosti impulzne;j
odozvy koplandrneho vlnovodu, ktory je v nepriamom kontakte

s testovanou kvapalinou Cerstvym mliekom, t. j.
dielektrickym médiom, a vyhodnotenie jej prenosovych
vlastnosti v Casovej oblasti. Pozn. z [32] je zrejmé, Ze
prenosové vlastnosti koplandrneho vlnovodu si zdvislé na

dielektrickom prostredi v ktorom sa nachddza. Obr. 7
zndzoriuje zjednoduSent schému merania.
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Obr. 7 Schéma merania zloZenia kvapalnych latok, napr. mlieka.

Vyhodnocovanie nameranych dét eSte nie je ukoncené, no
je mozné uviest, Ze dosiahnutd presnost urCenia
percentudlneho obsahu hlavnych zloZziek mlieka splia
poZziadavky kladené na dany druh systému.

Na strane druhej, mozno zaradit’ do zoznamu aplikécii tie,
ktoré st zaloZené na fakte, Ze stimula¢né radarové UWB viny
moZu preniknit vicSinou stavebnych materidlov ato aj pri
velmi nizkom emitovanom vykone (tisickrat slabSom ako
vyzarovanie mobilnych telefénov), ¢o otvara d’als{ rad aplikacii
systémov emitujicich M-postupnosti, napr.:

Zivot s podporou okolia (AAL, z angl. Ambient assisted
living): Najmd v zdpadnom svete sa percento starSich Tudi v
budicnosti vyrazne zvySi. To bude znamenat dramatické
vyzvy pretoZe tito I'udia potrebuju starostlivost’ a podporu. Ich
sofistikované monitorovanie UWB systémami modZe znacne
pomdct’ zabezpecit ich zdravie a bezpecnost. Iba v Nemecku,
ro¢ne viac ako 500 000 l'udi vo veku nad 65 rokov spadne
v domdcom prostredi [33], [34]. 3% znich sa bez externej
pomoci nemoze opit’ postavit, takze zostavaji v nepohodlnej
situdcii pocas niekol’kych hodin, alebo dokonca niekolkych
dni, kym ziskaji pomoc [34]. Implementicia UWB systémov
v tomto pripade md aj niekol’ko d’alsich, sice okrajovych, ale
nezanedbatel'ne pozitivnych aspektov. A to, na jednej strane
nepredstavuje zdsah do stkromia monitorovanej osoby, ako
tomu je v pripade pouzitia optickych (kamerovych) zariadent,
ana strane druhej, nie je potrebné bezprostredné spojenie
s monitorovanou osobou, ako tomu je v pripade pouZzitia
monitorovacich ndramkov apod. ktoré si povazované za
rusivy alebo obmedzujici element. Zirovet, su tieto systémy
v stave monitorovat’ sledovany ciel’ cez stenu, alebo cez iny
dielektricky (nekovovy) materidl — pripad siboru tzv. TWI (z
angl. Through wall Imaging) aplikacie. Toto otvara perspektivu
pouzitia modernych UWB radarovych systémov pri detekcii
preZivsich po zemetraseniach a snehovych lavinach, kedy je
¢asové okno na zachranu osob, ktoré uviazli v zritenej budove
(alebo pod snehom), obmedzené iba na mdlo dni (alebo menej
ako hodinu) po katastrofe. V tomto pripade je najdoleZitejSou
rychla detekcia a lokalizdcia umiestnenia obeti, ktoré prezili,
s cielom usmernit’ zdchranné sily ¢o najefektivnejsie [35].
Zakladnd myslienka spociva, ako je uvedené vysSie, vo
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vlastnosti elektromagnetickych vin s frekvengnou alokdciou
v dolnej Casti elektromagnetického spektra (do prib. 40 GHz)
prenikat’ cez stavebné materidly (s vynimkou kovov).
V pripade penetricie tychto vin cez dielektricky material, maju
tieto tendenciu sa na kazdom dielektrickom rozhrani, alebo tzv.
dielektrickej diskontinuite odrazit’, a to nezdvisle na tom ¢i je
to ¢lovek alebo nie. Situdciu staZuje nehomogenita sutin (alebo
snehu). Primdrnou dlohou teda je rozliSit odrazené viny od
ludského, tela od tych spOsobenych nehomogénnym
prostredim. Zakladné metddy pozivané pri GPR (z angl.
Ground Penetrating Radar) za tychto podmienok zvicsa
zlyhdvaju. Pri rieSeni tohto problému sa mozno opriet’ o fakt,
Ze v pripade ludského tela (za predpokladu, Ze Clovek Zije)
dochddza kjeho tvarovej varidcii (dychanie, priestorovo
obmedzené pohyby rik anoh), zatial o prostredie ostdva
stabilnym. Tieto tvarové varidcie sposobuju casovi modulaciu
rozptylu detekovanych vin, ¢o moZno pouZit' pri spracovani
signdlov a extrakcii potrebnych informécii [35]-[37] pre
zachranné zlozky.

V. ZAVER

Posledny vyskum a vyvoj na akademickej ale aj
priemyselnej pdde ukazuje, Ze Sirokopdsmové senzorové
systémy emitujice M-postupnosti si velmi zaujimavou
alternativou voci etablovanym Sirokopasmovym systémom a zZe
vd’aka svojim klI'icovym vlastnostiam maji enormny potencial
pouzitia ¢i uz teraz, tak aj v budicnosti.
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Abstract—V tuvode sa publikacia zaobera degrada¢nymi
faktormi elektrickej izolacie v elektroenergetike. V d’alsej casti
publikacie sa rozobera impedanc¢na spektroskopia, konkrétne
meranie povrchového odporu na povrchu pevnych dielektrik.
Jadro publikdcie tvori experiment, ktory je zamerany na meranie
povrchového odporu impregnovaného transformatorového
papiera. V tomto experimente boli pouZite tri vzorky s réznym
transformatorovym olejom, pri pouZziti paralelného a sériového
modelu kondenzatora. Zaver prace je zamerany na vyhodnotenie
nameranych vysledkov.

Keywords—Impedanénd — spektroskopia,  povrchovy odpor,
transformatorovy papier, transforméatorovy olej, paralelny model,
povrchova vodivost'.

Abstract—In the introduction, the publication deals with the
degradation factors of electrical insulation in electrical energy. In
the next part of the publication, impedance spectroscopy is
described, namely the measurement of surface resistance at the
surface of solid dielectrics. The core of the publication is an
experiment aimed at measuring the surface resistance of
impregnated transformer paper. Three samples with different
transformer oil were used in this experiment using a parallel and
serial model of the capacitor. The conclusion of the thesis is
focused on the evaluation of the measured results.

Keywords—Impedance  spectroscopy; surface resistance;
transformer paper; transformer oil; parallel model; surface
conductivity.

. INTRODUCTION
Insulation systems are one of the most important

components in electrical equipment. When expanding the
electrical industry, it is demanded to develop better insulation
systems. The lifetime of the power plant depends strongly on
the ability of its insulation system to prevent winding errors.
The deterioration of the insulating materials leads to a
distortion of its dielectric strength and subsequent failure of the
electrical equipment.[1]

Many external influences could affect the life of the
insulation systems. These external influences may include
chemical contamination of the insulating surface, weakening
and destruction of the molecular structure, or physical damage
caused by improper use such as over-temperature operation or

Lukas Kruzelak
Department of Electrical Power Engineering
Technical University of KoSice
Kosice, Slovak Republic
lukas.kruzelak@tuke.sk

excessive vibration. Transient voltage inside the coils, such as
overvoltage caused by powering the frequency converter, may
also gradually weaken electrical insulation and lead to
premature failure. The satisfactory lifetime of electrical power
plants typically ranges from 20 to 40 years. Therefore, it is very
important to be able to determine the life of the insulation
system as well as to know the causes and methods that help to
prevent rapid degradation that can lead to a decrease in life.
Therefore, it is important to focus on methods that will help us
determine the life of the insulation system as a function of
specific degradation factors, including thermal degradation.[1]

Trends in the production of electrical equipment, its
development, and the use of such equipment in a wide variety
of conditions, place increasingly high demands on the material
used. Electrical devices as a whole can also be understood in
terms of their functional parts. These are mainly mechanical,
electrical, magnetic and dielectric systems. Insulators are
substances primarily used due to their electro-insulating
properties to separate two sites of varying potential. Dielectrics
are substances of the same nature as insulators (also not
conducting electrical current), but are used as substances
capable of accumulating electric charge after an electric field is
attached. From a safety and reliability point of view, they are
just insulating materials that influence the stability of their
properties and, above all, lifetime, what we require from the
electrical equipment. Therefore, it is necessary to know how
long the materials used will be able to fulfill the functional
characteristics necessary for the safe and trouble-free operation
of the equipment. It is therefore necessary to examine the
course of degradation of insulating materials. For aging of the
dielectric material, stress is used using heat cycles, alternating
electric fields, humidity, mechanical stress, and more.

At the present time, a combination of two or more factors is
increasingly used, the better the accelerated operating
conditions. At different intervals, the degradation process stops
and the dielectric properties are measured on the material. For
testing the basic dielectric properties of the investigated
materials, a number of test methods are used.[2]

Since the interface between two different dielectrics is the
most critical area of electrical isolation systems, it is
appropriate to monitor changes in the surface of these
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dielectrics. At the interface of the two dielectrics, the relative
permissivity of one material to the permitivity of the second
material changes, which causes a step change in the
distribution of the electric field intensity. Such changes result
in different electrophysical processes on the surface of solid
insulation and electrical stress. These processes over time lead
to structural changes, especially on the surface of solid
dielectrics. When combining a solid and liquid dielectric or a
solid and gaseous dielectric, the liquid or gaseous component
of the electro insulating system is circulating in these systems.
This circulation mitigates degradation effects in gaseous and
liquid dielectrics. However, for solid dielectrics, these changes
are irreversible and it is therefore necessary to monitor these
structural changes, especially at the interface of two
dielectrics.[2]

Il. DEGRADATION FACTORS AFFECTING THE AGING OF THE

INSULATION SYSTEM

Aging, which is defined by the increasing deterioration of
dielectric materials, permanently exacerbates their purposeful
properties by physical and chemical changes over time. This
phenomenon occurs through the influences and conditions the
dielectric is exposed to. Aging, however, is more pronounced
in organic matter. Inorganic substances do not appear to be
exceptions. The lifetime of the insulation system depends
largely on the properties of the dielectric materials. This is
closely related to aging. The lifetime of the insulation system
and the associated lifespan of the electrical equipment is the
time when the system or device is capable of performing
trouble-free operation. So the activity for which it was
produced and used. Upon expiration of this lifetime, the
material ages to such an extent that it is unable to continue to
perform the required functions. By aging, conditional changes
in the properties of the insulators are divided into changes that
are reversible and irreversible. Reversible, that is, temporary
changes will resolve as soon as they cease to exert the external
influences that triggered the change. The material then acquires
the original properties over time. Returns are physical in
nature. Irreversible (permanent) changes are the result of
complicated chemical and physical events. Changes are of a
structural nature and the properties of the materials are getting
worse. Changes may not necessarily occur in the whole
material, but may be of superficial nature only. Then we talk
about material corrosion. The factors that cause the
transformation of dielectric and insulating materials are
several, but usually they act several simultaneously.[3]

Factors causing dielectric degradation:
* temperature,

* air oxygen,

* mechanical stress,

« electric field,

« climate impacts,

« chemical effects,

« ultraviolet radiation, etc.

Thermal aging of organic insulators is the most common
case of aging. Other factors only contribute to destruction
caused by thermal stress. For insulators used in high voltage
technology, the effect of the electric field is also applied.
Irreversible changes that occur during thermal aging are due to
a series of chemical reactions (oxidation, polymerization and
polycondensation, depolymerization and decomposition of
some material components). These processes occur at all
temperatures, with these temperatures being accelerated.
However, for the rate of aging, the quantity of thermal energy
supplied is not decisive, but the temperature level.[4]

Effect of heat stress on aging of electrical insulation

One of the first attempts to numerically express the effects
of thermal aging and its algebraic expression of aging versus
time, Montsinger performed. He studied the lifetime of tr paper
insulation of conductors in oil transformers. It measured the
loss of mechanical strength of the paper depending on the
constant temperature. Based on its results, it then determined
the equation (1). [4]

tr = tro - exp[—M - V7] 1)

Where tr is the lifetime of the insulation,

M[t] and tyo are the material constants determined
experimentally (trois the service life tr at temperature 9= 0 °C)

97 [°C] is the constant temperature of aging.[5]

Montsinger experimentally found that the lifetime of tr
isolation dropped by half by increasing the temperature by A8=
8 °C and vice versa, when the temperature dropped by A3 = 8
°C, lifetime was extended to 2 tr. This rule is referred to as the
Montsinger Rule of Eight Degrees. [5]

Lifetime dependence on temperature

\
N Lifetime curves

Device status [%]

. )" Decreasze in service life by 50% * -

Decrease in zervice life by 75% >

PR Decreaze in zervice life by 87.5% *

Average device
temperature [*C]
[}

Lifetime [year]
Fig. 1. Machine life at different temperatures.[5]

In Figure 1 we can observe changes in the life curve at 90
°C, which has an effect on electrical insulation. The life of
insulation is fifty years. When the temperature increases to 98
°C, an increase of 8 °C, the service life is reduced to half. If the
device has a temperature of 132 °C, its lifetime is only a tenth
of its lifetime.

However, the Montsinger rule of eight degrees does not
apply generally. Applies only to paper insulation in oil and for
a narrow range of temperatures. A more detailed description of
the thermal aging of the insulators in terms of the chemical
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process is important for a better idea of the theory of aging.
The term (1) is not supported by a theoretical analysis, but
when organic matter is degraded by aging, it is a set of
chemical processes. These reactions must be governed by a
certain theoretical process, which is also subject to all other
chemical processes.[5]

I1l. INVESTIGATION OF DIELECTRIC LOSSES

In the structure of each insulator, after the insertion into the
external electric field, electrical energy is converted to thermal
energy. Due to the transformation of this energy, the insulation
is heated, which is undesirable for the electro-insulating
systems and it is necessary to bring the heat to the
surroundings. If this heat is not supplied, it would increase the
loss and hence increase the temperature of the insulator, which
would lead to its overheating and could lead to its destruction.
This phenomenon is called dielectric loss and contains several
factors that could be divided into three main groups:

« conductive losses,
* polarization losses,
* ionization losses.[6]

The cause of conductive losses is the movement of free and
bound electric charge carriers, which results in a conductive
current that passes not only through the dielectric itself but also
over its surface.

Polarization losses mainly include relaxation and migration
polarizations. As a result of the polarization phenomena, the
delay of the charged electric charge carriers is a change in the
external electric field, due to the efforts of this field to
overcome and to direct the chaotic motion of the particles.
Migration polarizations have the effect of creating a spatial
charge due to the layering or the presence of impurities or
possible non-homogeneity in the structure of the material. The
energy losses themselves are due to the movement of the
spatial charge. Information on the total polarization
contribution to overall dielectric losses can be obtained from
the polarization vector's dependence on the electric field
strengths when the area bounded by the P = f (E) curve is
proportional to the size of the energy lost. In the case of elastic
polarization, the dependence is linear and the loss does not
arise if the material undergoes relaxation polarization
processes. It is an ellipse-shaped dependence, in the case of
ferroelectric substances it is the shape of a hysteresis loop.[6]

lonizing losses are particularly evident in solid and liquid
materials with a certain amount of gas in their volume. This gas
can occur in lumens or bubbles where the electric field causes
partial discharges, accompanied by the conversion of electrical
energy to heat.

Dielectric losses occur both in single and alternating
voltages. However, losses in the alternating electric field are
much higher than the losses in a one-way electric field. While
DC voltages are proportional to the size of the conductive
current and the dielectric insulation resistance, in the case of
AC voltage, in addition to conductive losses, polarization and
ionization losses occur.[7]

This work was supported by Ministry of Education Agency for structural
funds of EU in frame of projects No. 26220120055 and 26220220182, VEGA
1/0340/18 and 2/0141/16 and APVV-15-0438

A. Impedance spectroscopy

By means of an external electromagnetic field on the
dielectric, the polarization is triggered, allowing current and
voltage changes to be observed. Impedance Spectroscopy (IS)
is used to record the responses caused by the electromagnetic
field on the material, and on the basis of these changes
determine the relationship between the composition of the
material and the responses. It is important to observe the
parameters that change in degradation and to determine the
future degradation process with the mathematical-physical
model.[7], [8]

The electrodes between the electrodes and the examining
material of the electrical values may be carried out by two
electrodes of the same shape with the same material and may
be of a different format, such as a cylinder, prism, hemisphere
or Rogowski electrode. The electrodes are supplied with
pulses in the form of current or voltage and are compared to
their changes. The properties of the measurement principle
have not changed since time. It is one of the methods for
indicating the properties, their relationships and the individual
properties affecting the system, such as temperature, pressure
and the voltage and current used and others.[8]

B. Impedance spectroscopy in the frequency

domain
For monochromatic signals of one frequency, the current
flows:
i(t) = I, * sin(wt + 0) (2)
From this equation, there is no phase difference between
voltage and current. The phase difference is 0 at a pure
resistance load. Dependencies from time to time are expressed
from system properties and periodic stresses are very complex.
Therefore, differential equations are used in their handling.
Capacity and induction response is expressed:

i(t) = [dv(t)/dt] xC ®)

4)

To solve this system, Fourier transforms are used and the
formulas are transformed into the form of:

v(t) = [di(t)/dt] = L

where the imaginary unit j = v—1.. Using Ohm's law, it
simply expresses the relationship in the frequency domain
between voltage and current. For current:
[(jw) = V(w)/Z(jw) ®)
For capacitance and complex quantity is given Z(jo) =
1/joC and for induction Z(jo) = joL. The impedance function
is based on the definition of a complex variable. The
impedance of the electrical circuit is given by its value at a
given frequency. A complex variable is referred to as Z(w).

The complex impedance impedance can be expressed as the
sum of the real and the imaginary component. Depending on
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the vector, it appears in a plane with either rectangular or polar
coordinates.[9]

Re(Z) =Z' = |Z| * cos(0) (6)

Q)

Im(Z) = Z" = |Z| * sin(0)

C. Benefits and limits impedance spectroscopy

Impedance spectroscopy IS is increasingly popular in
material research. This measurement is simple and can be
automated. This method can predict a change in the
performance of chemical sensors and fuel cells. It is used as an
experienced observation of the quality of the procedures and to
describe the basic electrochemical and electrical processes.
Using CNLS, it is possible to analyze the experimental data
obtained by the given system and to predict the theoretical
impedance Zt(w). Using a mathematical model, the parameters
can be estimated and compared to randomly obtained data
Ze(w). The analysis of the charge transfer processes is
attempted on a physical model, made up of ideal resistors and
capacitors, and corresponds appropriately to the observed
responses.[9]

An unexpected problem with analyzes based on the
same circuit is that the ordinary part of the fault-free circuit
forms the properties of a concentrated constant. Most of the
particles examined in the system space are independently
decomposed and their microscopic properties can be
independently delineated. Because of these properties, the ideal
circuitry is not sufficient for describing the electrical response
of the system. Ze(w) can not be solved by successive steps due
to the impedance of the same system, with the final number of
discrete elements. It has been found that the application of
scattered non-frequency dependent elements in the same circuit
improves the successive steps of the monitored impedance
values for a system with different properties. [9], [10]

D. Surface resistivity

Surface resistivity refers to the resistance that occurs at the
lead current along the surface of the insulating material. It can
also be defined as the electrical resistance that exists between
two parallel electrodes that touch the surface. The electrodes
must be separated by a distance equal to the length of the
contacts of said electrodes. The four ends of the electrodes
form a square, so the resistance is expressed in ohms and
sometimes in ohms per square meter. Surface resistivity is
calculated as the fraction of the potential gradient with units of
V/m and the current per unit length of electrodes, A/m. This is
summed as the ratio of the DC voltage drop per unit length of
the electrode to the current per unit of width. Surface resistance
determines the conduction of any given material. The higher
the surface resistivity, the lower the conductivity of the
material, as it will have a low leakage current.[10]

The terms surface resistance and surface resistance can
sometimes be confusing. Surface resistance, Rs is defined as
the ratio of the direct current U to the current, Is passing
between two electrodes of a specified configuration that are in
contact with the same side of the tested material.[10]

U
Rs = L (8)
S
IV. EXAMINING THE SURFACE RESISTIVITY ON THE SURFACE
OF THE IMPREGNATED TRANSFORMER PAPER

Three samples of impregnated transformer paper were
prepared for experimental measurements. Each sample
consisted of 5pieces and 0.1 mm thick paper with a diameter of
94 mm. The paper weight was 35.46 g / m?, 3 different
transformer oils were used to impregnate the samples. The IT
100 transformer oil was used on the first sample, the second oil
was MOGUL TRAFO CZ-A and the last oil was SHELL
DIALA S4 ZX-1, which the manufacturer claims to have
excellent dielectric properties and chemical stability.

Prior to the measurement, the transformer oil samples were
dried at 90 °C and transformer paper at 70 °C, drying for 24
hours. All samples were subjected to accelerated thermal
degradation. The paper samples were placed in glass vials, in
which a piece of copper was also inserted. In this experiment,
changes in the loss factor on the surface of the transformer
paper were investigated.In order to ensure equal volume
representation of transformer oil in the samples between
measurements, each sample was weighed at the exact digital
weight before measurement (Figure 7a). Samples were placed
in Petri dishes and concentric circular electrodes with radius R1
= 245 mm and R2 = 25.5 mm were used for measurement
(Figure 7b). Before each measurement, bubble-free samples
(Figure 7c) were placed between the transformer paper to
prevent the influence of these air bubbles on the measurement.
The Megger IDAX 300 instrument (Figure 7d) was used on the
measurement itself, with a frequency range of 0.1 mHz to 10
kHz. The measurement voltage was 10 V, the measurements
were made at room temperature (20 ° C), air humidity was
from 45 to 50%. The resulting values were graphically
processed and evaluated.

Fig. 2. Use devices for experimental measurements, a) digital scale, b)
concentric circular electrodes, ¢) vacuum chamber, d) Megger IDAX 300
instrument.

Processing and evaluation of results with oil-

impregnated paper

An experimental parameter in this experiment was the
measurement of surface resistance of impregnated transformer
paper. A parallel and serial capacitor model was used to
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determine the difference of the measured values for both
connections. Surface resistance values for parallel wiring in the
frequency band 0.1 mHz to 1 Hz, during the aging time of 0 h,
200 h and 450 h, were randomly observed for waveforms
having a slightly decreasing character. This distribution is
likely due to the presence of moisture in the sample. Due to
aging, surface resistance should be reduced with increasing
thermal degradation time. However, the presence of moisture
caused that in this area the surface resistance value during the
accelerated aging time was 450 hours over the course of the
surface resistivity during the aging time of 200 hours,
indicating desiccation of the sample during thermal
degradation. Surface resistances at thermal degradation of
700h, 1000h and 1300h already correspond to the assumption
that with increasing thermal degradation time, the surface
resistance decreases in parallel. In the frequency range 1 Hz to
500 Hz up to 450 hours of aging, a sharp drop in surface
resistance is observed with an increasing frequency in parallel
connection, this is due to the already mentioned presence of
moisture. By using a parallel capacitor model the frequency
response decreases the reactance of the parallel capacitor,
causing the current flowing through the capacitor to rise. The
presence of moisture has helped to increase surface
conductivity and reduce surface resistance. Surface resistance
values, which accelerated aging time exceeded 450 hours, have
a parabolic decreasing character, these changes in surface
resistance before accelerated aging of 450 hours and are due to
drying time after this time.

Rp (GO

Fig. 3. Frequency dependence of surface resistance, paper sample
impregnated with IT 100 oil, parallel model, Megger IDAX 300.

Rs [GR)

......

f[Hz]

Fig. 4. Frequency dependence of surface resistance, paper sample
impregnated with IT 100 oil, serial model, Megger IDAX 300.

By analyzing the surface resistivity during serial capacitor
coupling, acceleration aging is observed for 450 hours, in the
frequency range 10 Hz to 10 kHz, the surface resistivity slows
down and the subsequent sharp drop. If the aging time of 450
hours is exceeded, this anomaly has not occurred. The surface
resistivity process using a serial model is a decreasing curve in
the frequency range of 0.01 Hz to 10 kHz. At lower
frequencies (0.1 mHz to 0.01 Hz), the surface resistivity is
almost straight lines, with decreasing surface resistivity
depending on the accelerated aging time.

By comparing the surface resistance between the individual
samples it was found that the most significant differences in
measured values in accelerated degradation had a sample
impregnated with IT 100 oil.

——— Mogul 200h

700h = = =Mogulil000

Rp (10
2

Fig. 5. Frequency dependence of surface resistance, paper sample
impregnated with Mogul oil, parallel model, Megger IDAX 300.
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(G

\.

Fig. 6. Frequency dependence of surface resistance,
impregnated with IT 100 oil, serial model, Megger IDAX 300.

paper sample

These differences are most visible in the frequency range of
0.1 mHz to 10 Hz using a parallel measurement model. In this
frequency band, it has been shown to degrade oil, indicating a
much lower chemical stability of the IT 100 oil relative to the
Mogul and Diala Z4 oils. When increasing the frequency (10
Hz to 10 kHz), more degradation of the solid part (transformer
paper) of the sample being examined appears. In the sample of
IT 100 impregnated transformer paper, more pronounced
deviations of the surface resistivity curves at frequencies above
10 Hz were observed compared to the samples impregnated
with Mogul and Diala Z4 oil. These changes indicate that IT
100 impregnated paper is subject to degradation, with
accelerated aging much faster than Mogul and Diala Z4 oils.
Another reason for the deterioration of the results in the IT 100
impregnated sample was the presence of a piece of copper wire
which was embedded in oil to accelerate thermal degradation.
This copper piece worked with this degradation as a catalyst
even though the copper was located in all oil samples, although
it had the greatest impact on the IT 100 oil mentioned above.
The most stable values for accelerated degradation had a
sample impregnated with Diala Z4 oil. When comparing the
measurement models used, the most significant changes are
made using a parallel capacitor model. Therefore, it is
preferable to use this model to detect changes in surface
resistance.

= Diala0h Diala 200h = Diala450h

= = =Diala700h = = = Diala1000h = = = Diala1300h

Rp(Ta]

Fig. 7. Frequency dependence of surface resistance,
impregnated with Diala oil, parallel model, Megger IDAX 300.

paper sample

Diaiath Diala200h Dialad50h

= = =Diala700h - — —Dialal000h — — —Diala1300h

s (G

Fig. 8. Frequency dependence of surface resistance,
impregnated with Diala oil, serial model, Megger IDAX 300.

paper sample

V. CONCLUSION

When looking at the frequency resistance of the surface
resistance, decreasing surface resistance curves are observed
with increasing frequency. By analyzing the graphical
dependence of the surface resistance, the rate of surface
resistivity at parallel connection in the frequency band from 1
Hz to 10 kHz is observed, and the subsequent decrease is due
to the polarization of the oil paper insulation system. This
increase in this frequency band is observed at accelerated
thermal degradation times of 0 hours, 200 hours and 450 hours.
At a time of degradation of 700 hours, 1000 hours and 1300
hours, this polarization graph does not occur. These changes
have occurred by thermal degradation. Due to temperature, the
surface structure of the transformer paper is likely to change
and these changes could also be due to the presence of
moisture contained in the transformation oil. After more than
450 hours of thermal degradation, moisture contained in paper
and oil has evaporated and could cause different curves in the
frequency range from 1 Hz to 10 kHz. This anomaly was
observed in all three samples.

It can be concluded that changes in surface resistance in the
frequency band from 0.1 mHz to 1 Hz due to accelerated aging
are due to changes in the parameters of the liquid dielectric
(transformer oil). At higher frequencies of 1 Hz to 10 kHz,
changes in the solid component of the electro insulating system
(transformer paper) were detected. Changes in the polarization
process that occurred when the aging time of 450 hours in the
solid dielectric was exceeded would be suitably examined with
a larger frequency range measuring instrument.
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Abstract—This contribution deals with solution of a diffusion
block used in image encryption algorithms. After the introduction
of the first generalized techniques for analysis of the image
encryption algorithms, the level of pixel intensity diffusion is
being more and more important. This paper presents two
solutions of the diffusion block which were created during the
doctoral study. After brief evaluation of their properties, the
second solution which seems to be more universal is analyzed
more thoroughly. The paper also contains calculated values of
commonly used measures of pixel intensity diffusion level with
some blocks of the chosen solution left out and the comparison of
acquired values with those obtained by other image encryption
algorithms.

Key words—diffusion block, diffusion levels, chaining, image
encryption, Mojette transform

Abstrakt—Tento prispevok sa zaobera rieSenim otazky
difiizneho bloku v obrazovych Sifrovacich algoritmoch. Po uve-
deni prvych vseobecnych technik analyzy takychto algoritmov
je dosiahnuta miera diftizie intenzit obrazovych prvkov stale
dolezitejsia. V ¢lanku st uvedené dve rieSenia diftizneho bloku,
ktoré vznikli pocas doktorandského Stidia. Po stru¢nom vyhod-
noteni ich vlastnosti je d’alej analyzované druhé riesenie, ktoré sa
z hPadiska moZnych aplikacii javi ako univerzalnejsie. Prispevok
taktieZ obsahuje vypocitané hodnoty bezne pouZivanych metrik
drovne difiizie intenzit obrazovych prvkov pri vynechani niekto-
rych blokov zvoleného rieSenia a porovnanie ziskanych hodnot
s hodnotami, ktoré dosiahli iné obrazové Sifrovacie algoritmy.

KPicové slovai—difazny blok, miery diftizie, Mojette transfor-
macia, obrazové Sifrovanie, ret’azenie

I. Uvop

Prvé obrazové Sifrovacie algoritmy boli popisané kon-
com devit'desiatych rokov minulého storocia. Ku takymto
algoritmom patri napr. technika navrhnutd J. Fridrichom
v roku 1998 [1]. Myslienka Fridrichovho algoritmu spoci-
vala v preusporiadani obrazovych prvkov (op) zvoleného
otvoreného obrazu a realizdcii ret'azenia ich intenzit. Tieto
dve opericie je moZzné oznalit aj ako konfiziu a difiziu
intenzit op. Terminy konfizia a difizia zaviedol uZ v roku
1949 C. Shannon [2], ktory taktieZ popisal aj ich vyznam.

Pri konfiizii op dochddza k ich preusporiadaniu, ¢im sa
potla¢i vysokd miera koreldcie susednych op. Difiizia op
naopak zdvislosti medzi intenzitami op zavddza, avSak takym
spdsobom, aby sa vSetky tieto intenzity navzdjom ovplyviio-
vali. Pri vhodne navrhnutom difiznom bloku v obrazovych

Kosice, Slovenskd republika
jan.turan @tuke.sk

KoSice, Slovenskd republika
lubos.ovsenik @tuke.sk

Sifrovacich algoritmoch by aj minimdlna zmena intenzity jed-
ného op mala sposobit’ totdlne odliSny zaSifrovany obraz.

Miera diftizie obrazovych Sifrovacich algoritmov zacala byt’
blizsie skiimana od roku 2004. Ku prvym prispevkom, ktoré sa
tejto problematike venovali patria ¢lanky G. Chena a kol. [3]
a Y. Maa a kol. [4]. Rastiici pocet navrhnutych obrazovych
Sifrovacich algoritmov spdsobil aj vytvorenie technik analyzy
takychto algoritmov. Ku prvym z tychto algoritmov patri
pristup K. Wanga a kol. z roku 2005 [5], ktory poukazal
na nevhodnd implementaciu chaotického zobrazenia v algo-
ritme [3]. Zatial' Co uvedena technika sliZi len na odhalenie
vlastnosti jedného obrazového Sifrovacieho algoritmu, neskor
boli navrhnuté aj pristupy, ktoré je mozné vyuZit' na analyzu
vlastnosti obrazovych Sifrovacich algoritmov vo vSeobecnosti.

Ku najvyznamnej$im metédam analyzy obrazovych
Sifrovacich algoritmov patri pristup E. Solaka a kol. z roku
2010 [6]. Aj ked’ utok zverejneny v uvedenom prispevku bol
zamerany hlavne na prelomenie Fridrichovho Sifrovacieho
algoritmu [1], plynd z neho vSeobecné zdvery a je mozZné
aplikovat’ ho na viacero obrazovych Sifrovacich algoritmov,
ktoré pri Sifrovani nekombinuji otvoreny obraz s pseudo-
ndhodnou postupnost’ou (PNP). Solak a kol. v zdvere ich
prispevku uvadzaji aj niekol'ko moZnosti potlacenia ich
utoku. Preskimanie niektorych z tychto mozZnosti bolo
vykonané pocas doktorandského 3tidia. Utok prezentovany
v prispevku Solaka a kol. [6] (d’alej uZ len Solakov ttok) bol
v roku 2017 optimalizovany E. Xieom a kol. [7].

Zvysna Cast’ tohto prispevku je ¢lenend nasledovne: kapi-
tola II predstavuje transformdciu, ktord sa pouZiva v jednom
z navrhnutych rieSeni diftiznych blokov. Okrem toho tito
kapitola opisuje dve metriky pouZivané na vyhodnotenie vlast-
nosti difiznych blokov obrazovych Sifrovacich algoritmov.
Kapitola III sa venuje stru¢nému popisu navrhnutych rieSeni.
Podrobnejsi opis jednotlivych krokov zvoleného diftizneho
bloku nie je mozné uviest” kvoli obmedzenému rozsahu tohto
prispevku, je ho v§ak mozné ndjst’ v [8]. Kapitola IV obsahuje
ziskané experimentdlne vysledky a k nim patriace komentare
a porovnanie vysledkov ziskanych pre cely obrazovy Sifrovaci
algoritmus s hodnotami podobnych algoritmov. Kapitola V
sumarizuje vlastnosti navrhnutého riesenia difizneho bloku.
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II. POUZITE TECHNIKY
A. Mojette transformdcia

Mojette transformaciu (MoT) wuviedli v roku 1995
J.-P. Guédon, D. Barba a N. Burger [9]. MoT slizi na
reprezentdciu obrazov v odtiefioch sivej prostrednictvom
tzv. binov. Biny MoT sii po&itané ako stlty intenzit op pozdiz
myslenych priamok prechddzajicich cez obraz (1):

w h
=33 Im(l,k)-6(b+ kg —pl), (1)

k=11=1

bin(b,p, q

kde bin(b,p,q) je hodnota binu s parametrami (p ¢) a po-
radovym ¢islom b; k = 1,2, ..., w je siradnica stfpcov obrazu
Im, w je jeho Sirka; [ =1,2,...,h je sdradnica riadkov
obrazu Im, h je jeho vyska a §(z) je Kroneckerova delta
funkcia, kde d(x) = 1 pre = 0, inak d(z) = 0. PouZitie
Kroneckerovej delta funkcie a parametrického vyjadrenia pri-
amky zarucuje, Ze s¢itat’ sa budu len intenzity tych op, ktorych
stredom prechddza myslend priamka.

Parametre binov (p ¢) sa volia na zdklade dvoch pravidiel:

o jednotlivé hodnoty p; a ¢; si nestdelitel'né, teda ich
najvacsi spolocny delitel’ je rovny 1,
o vSetky hodnoty ¢; st kladné, teda vysledné projekcné
uhly 0; = arctan(q;/p;) st z intervalu (0°; 180°).
Poradové Cisla binov b sa volia tak, aby bola intenzita op
so stradnicami [0, 0] pouZitd pri vypocte binu s poradovym
¢islom b = 0. Priklad poradovych ¢isel binov pre dve rozne
projekcie v obraze s rozliSenim 4x3 op ukazuje Obr. 1.

6 6 6 6
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Obr. 1. Priklad poradovych ¢isel b binov MoT

B. Metriky na vyhodnotenie vlastnosti difiiznych blokov

Na vyhodnotenie vlastnosti diftiznych blokov obrazovych
Sifrovacich algoritmov z hl'adiska ich odolnosti voci diferenc-
nym udtokom sa pouziva nasledujici postup:

1) Zo zvoleného otvoreného obrazu P; sa vytvori totoZna

képia, ktord sa nazve ako Ps.

2) V obraze P» sa ndhodne zvolia siradnice jednej intenzity

op, ktord sa zmeni o jednu intenzitnd droven (bud’ sa
inkrementuje, alebo dekrementuje).

3) Dvojica otvorenych obrazov P; a P, sa zaSifruje rov-
nakym Sifrovacim algoritmom s pouzitim rovnakého
kl'i¢a a d’alSich parametrov.

Zo ziskanej dvojice zaSifrovanych obrazov E; a FE,
sa ur¢ia hodnoty metrik odolnosti voci diferenénym
dtokom. Pre jednotlivé farebné zlozky zaSifrovanych
obrazov E; a FE, sa pocitaju hodnoty metrik NPCR
(angl. Number of Pixel Change Rate) a UACI (angl. Uni-
fied Average Changing Intensity) podl'a (2), resp. (3).

4)

h w
100
NPCR = rZZDl‘f‘fnzat l k [%]

=1 k=1

@
kde h je vySka obrazov E; a FE,, w je ich Sirka, | a k
su suradnice riadkov a stlpcov a Dif f,,,¢+ je rozdielovy
obraz, Dif fmat(l,k) = 1 ak Eq(l,k) # Es(l, k), inak
Dif fmat(l, k) = 0.

h

>

=1

vacr = 220
s w

|[Ev (1, k) — Ea(l, k)|
2L 1

>

k=1

[%],  (3)

kde L je farebnd hibka kaZzdej farebnej zlozky obrazov F;
a EQ.

Vlastnosti metrik NPCR a UACI boli d’alej skimané
Y. Wuom a kol. v roku 2011 [10]. Hlavny prinos prace
tychto autorov spoéiva v urleni tzv. ocakdvanych hodnot
(angl. expected values) metrik NPCR a UACI. Splnenie,
resp. prekrocenie oCakdvanych hodnét zarucuje urcitd mieru
odolnosti voci diferencnym tutokom. Tato miera zavisi od
pouzitej trovne vyznamnosti « (angl. significance level). Vo
vSeobecnosti plati, Ze pre Uroven vyznamnosti o je miera
odolnosti voéi diferenénému tdtoku 100 - (1 — &) %, teda pre
a = 0,001 je tdto miera rovna 99,9 %. Wu a kol. takisto
publikovali vypocitané o¢akdvané hodnoty NPCR a UACI pre
urcité rozliSenia obrazov.

III. NAVRHNUTE RIESENIA

Pocas doktorandského Stidia bolo navrhnutych viacero
rieSeni difdzneho bloku pre obrazové Sifrovacie algoritmy.
Medzi vyznamnejSie rieSenia patri blok difiizie v asymet-
rickom S$ifrovacom algoritme, publikovany v clanku [11]
a kombindcia dvoch blokov diftizie v algoritme [8]. Tieto
rieSenia budi pre ucely tohto prispevku v d’alSom texte
oznacované ako RiesSenie 1, resp. RieSenie 2.

A. Riesenie 1

Toto rieSenie vyuZiva Arnoldovo zobrazenie (AZ) [12],
ktoré patri ku dvojrozmernym chaotickym zobrazeniam bez
parametrov. AZ v kaZdej iteracii zobrazuje body s dvojicami
suradnic x; a y; do bodov so sturadnicami ;i1 a Yi41-
Riesenie 1 poziva bajty kl'i¢a ako stradnice x; a intenzity op
obrazu ako sudradnice y;. Vysledné stradnice x;41, resp. y;+1
sa potom pouZiju ako bajty rozsireného kl'ica, resp. intenzity
op zaSifrovaného obrazu. Toto rieSenie, ako aj rovnice AZ
ilustruje Obr. 2.
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y; (intenzity op) ~————
— x; (kluc)
=
Arnoldove
“ zobrazenie
o
=
I
Vie1 = Xi+ 2+y; (mod 256) —

—— Xj;1 = X; + y; (mod 256)

Obr. 2. Suradnice pri AZ pouZzitom v Rieseni 1

Nevyhodou Riesenia 1 je skutocnost’, Ze Sifrovanie kazdého
op otvoreného obrazu vyzaduje jeden bajt kl'ica. Kvoli tomu
sa postupne rozSiruje kI'd¢ bajtami, ktoré zdvisia od intenzit op
otvoreného obrazu. Pri deSifrovani je vSak nutné ziskat’ hod-
noty poslednych bajtov rozsireného kl'ica, ktoré st odlisné od
kl'd¢a pouzitého pri Sifrovani. Preto pouzitie difizneho bloku
s RieSenim 1 vedie ku vytvoreniu asymetrickych obrazovych
Sifrovacich algoritmov. Pri niektorych aplikdcidch moze byt
tito vlastnost’ vnimand ako nevyhoda [11].

B. Riesenie 2

Kroky tohto rieSenia boli navrhované tak, aby obrazové
Sifrovacie algoritmy, ktoré pouzivaju toto rieSenie boli symet-
rické. Tieto kroky sa daju rozdelit’ do dvoch blokov:

1) Blok “jednoduchého” ret’azenia intenzit op.

2) Blok ret’azenia intenzit op podl’a intenzit op otvoreného,

resp. zasifrovaného obrazu.

Pri Sifrovani sa tieto bloky pouZiju v uvedenom poradi, pri
desifrovani je ich poradie opacné.

1) Blok “jednoduchého” ret’azenia intenzit op

V tomto bloku dochddza ku vytvoreniu zavislosti medzi
intenzitami jednotlivych op. Ret'azeny obraz sa nacita celkovo
v Styroch smeroch po vektoroch, ktoré obsahujui intenzity
riadkov, resp. stipcov op. Kazdy naéitany vektor sa ndsledne
skombinuje s dvoma susednymi vektormi. Tato kombinécia
sliZi na vytvorenie zdvislosti pri Sifrovani a zdrovenl aj pri
desifrovani obrazu. Ak by kombinicia kazdého nacitaného
vektora pouzivala iba jeden vektor, zdvislosti medzi intenzi-
tami op by sa $irili iba pri jednej operécii (iba pri Sifrovani
alebo deSifrovani).

Pri kombinécii aktudlne nacitaného vektora s dvoma vek-
tormi sa pouZivaji dve operacie. Vektor, ktory nasleduje
v smere nacitania sa skombinuje s aktudlne nacitanym vek-
torom prostrednictvom operdcie XOR (angl. eXclusive OR)
a vektor, ktory bol nacitany pred aktudlne nacitanym vektorom
sa s nim skombinuje pomocou suctu v aritmetike modulo
256. Smery nacitania vektorov pri Sifrovani a deSifrovani,
ich poradie a najhorSie pripady Sirenia diftizie intenzit op
(vytvdrania ich zavislosti) ukazuje Obr. 3.

Ak je potrebné pouZzit' vektor, ktorého stiradnice si mimo
mnoziny suradnic obrazu, pouZiju sa koreSpondujice vektory

l:’ op s rozdielnou intenzitou

l:l ovplyvnené op

poradie Sifrovanie desifrovanie
1.
v >
2.
- 7
3.
I .
4.
L I

Obr. 3. Smery nacitania vektorov intenzit op a najhorSie pripady Sirenia ich
difazie

Z opacnej strany obrazu. V pripade, ak mad obraz surad-
nice riadkov 1,2,...,h a stradnice stfpcov 1,2,...,w aje
potrebné natitat’ riadky 0 alebo h + 1, resp. stipce 0 alebo
w + 1, naditaju sa riadky h alebo 1, resp. stfpce w alebo 1.

Pri deSifrovani sa namiesto operdcie XOR a scitania v arit-
metike modulo 256 pouZiju inverzné operdcie. Zatial' ¢o pre
operaciu XOR plati vlastnost’ involiicie, teda tito operacia je
sama sebe inverznou, miesto s¢itania v aritmetike modulo 256
sa pouZije odcitanie v tejto aritmetike.

Zavislosti intenzit op, ktoré vzniknd pri ret'azeni v tomto
bloku su linedrne. Nelinearitu, ktord je pri aplikdcidch v oblasti
Sifrovania Ziaddcou, zabezpecuje nasledujici blok. Pointou
bloku “jednoduchého” ret’azenia intenzit op je len vytvorenie
zavislosti medzi vSetkymi op. V pripade diferencného utoku
a Sifrovania dvojice podobnych otvorenych obrazov by sa
aj malé rozdiely medzi tymito obrazmi mali prejavit na
intenzitach vSetkych ostatnych op obrazu.

2) Blok ret’azenia intenzit op podl’'a intenzit op otvoreného,
resp. zasifrovaného obrazu

V tomto bloku sa vytvara zavislost krokov obrazového
Sifrovacieho algoritmu na intenzitdch op otvoreného, resp. za-
Sifrovaného obrazu. Pre umoZnenie deSifrovania je nutné
zabezpecit’, aby boli rovnaké intenzity op ziskané z otvoreného
obrazu pri Sifrovani a taktieZ aj zo zaSifrovaného obrazu pri
desifrovani. Kvoli tomu sa obrazy v tomto bloku obrazového
Sifrovacieho algoritmu spracuju ako riadky intenzit op. Pri
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Sifrovanie

aktudlny riadok (/)

predosly blok retazenia (/+1)

volba pouzitych binov (/+2)

vypocet binov (/+3, ...)

smer nacitania riadkov

\/

predosly blok retazenia (/-1)

desifrovanie

predosly blok retazenia (/+1)

vypocet binov (/-3, ...)

volba pouzitych binov (/-2)

predosly blok retazenia (/-1)

aktualny riadok (/)

Obr. 4. Riadky pouZité v bloku ret'azenia intenzit op podl'a intenzit op otvoreného, resp. zasifrovaného obrazu

Sifrovani sa riadky intenzit op naditaji zhora nadol a pri
deSifrovani sd riadky intenzit op nacitané naopak — zdola
nahor. Vd’aka tomuto postupu si intenzity op v riadkoch
obrazov pri nacitani jednotlivych riadkov rovnaké.

Okrem zavedenia zavislosti krokov obrazového Sifrovacieho
algoritmu na intenzitidch op je tilohou tohto bloku aj spésobe-
nie nelinedrnych rozdielov medzi intenzitami op pri Sifrovani
alebo desifrovani podobnych obrazov. Ked'Ze v predoSlom
bloku boli vytvorené zavislosti medzi intenzitami vSetkych op,
tento blok nemusi nacitat’ intenzity op vo viacerych smeroch.

Na tieto ucely sa pouZiva MoT, ktord z intenzit op obrazu
vypocita predpisom (1) biny. Podl'a intenzit inych op sa
ndsledne vyberd biny, ktoré sa operdciou XOR skombinuju
s aktudlne nacitanym riadkom intenzit op. Sdradnice riadkov
intenzit op, ktoré sa pouZivaji na tieto kroky ukazuje pre
pripady Sifrovania a deSifrovania Obr. 4.

Z Obr. 4 je zretel'né, Ze tento blok nevyuZziva riadky intenzit
op, ktoré boli pouzit¢ v predoslom bloku “jednoduchého”
ret’azenia intenzit op. Na vypocet binov MoT sa pouzivaju
riadky intenzit op so stradnicami [+ 3 pri Sifrovani, resp. [ —3
pri desifrovani, kde [ je suradnica aktudlne nacitaného riadku.
Ak tieto riadky neobsahujui aspon 144 intenzit op pouZiji sa
nasledujice riadky. Intenzity op st nacitané zl'ava doprava.
V pripade, ak suradnica riadku /43, resp. [ —3 alebo stiradnice
d’alsich riadkov I+ 4,1+ 5, ..., resp. [ — 4,1 —5, ... nepatria
do mnoZiny sdradnic riadkov v obraze (si mensie ako 1,
riadky intenzit op s koreSpondujicimi sdradnicami z horne;j,
resp. z dolnej Casti obrazu (1,2,...,h, resp. h,h —1,...,1).

Zo ziskanych intenzit 144 op sa vypocita 256 binov MoT.
Parametre vypocitanych binov zdvisia od pouzitého kl'dca,
ktory v algoritme [8] vygeneruje pomocou logistického zo-
brazenia dve postupnosti so 16 prvkami. Tieto prvky su kvan-
tované na prvky mnoZiny {0,1,...,15}. Ziskané postupnosti
sa pouziji na cyklické posuny v rdamci stipcov, resp. v ramci
riadkov matice s rozmerom 16x16 prvkov. V tejto matici
sa nachddzaji prvky mnoziny {0,1,...,255} reprezentujice
parametre binov a ich poradové &isla. Vd'aka preusporiadaniu
matice su teda preusporiadané aj parametre a poradové Cisla
binov [8]. Mald zmena intenzit op v riadku, ktory voli biny
pouzité na kombindciu teda spdsobi vel'’kdl zmenu parametrov

a poradovych ¢isel binov, ¢o znamend zavedenie nelinearity
do krokov obrazového Sifrovacieho algoritmu [8].

Parametre binov boli zvolené tak, aby spfﬁali podmienky
uvedené v kapitole II-A. Okrem toho parametre binov a ich
poradové Cisla spliaju aj d’alSie dve vlastnosti:

e |pi| > 3 a sdasne |p;| (mod 3) # 0, teda intenzity op
pouZité na vypocet kaZzdého binu su vyberané z odliSnych
stipcov a z odlisnych farebnych zloZiek obrazu (ak je
obraz farebny) [8],

poradové Cisla binov b st volené tak, aby boli vSetky
biny vypocitané prave z intenzit troch op, vd’aka comu by
vypocty binov mali byt’ rychle (pri zachovani pozitivnych
vlastnosti MoT) a zdroveni by tieto vypoCty mali trvat
pribliZzne rovnakd dobu.

Parametre binov MoT (p ¢) a ich poradové &isla b (pred ich
preusporiadanim) ilustruje TABUL'KA L

Pre kazdy aktudlne nacitany riadok intenzit op so sirad-
nicou ! sa vypocita 256 binov MoT s parametrami podl'a
preusporiadanej verzie TABULKY I. Tieto biny sa pouZiju na
zostavenie vektora veky;p,. Tento vektor méd rovnaky pocet
prvkov ako aktudlne nacitany riadok intenzit op. Biny sa
do vektora veky;n, ukladaji podl'a intenzit op v riadku so
stradnicou ! +2 (pri Sifrovani), resp. { —2 (pri deSifrovani). Po
ziskani hodnot vSetkych prvkov vektora veky;,, sa aktudlne
nacitany riadok intenzit op s vektorom veky;y, skombinuje
prostrednictvom operédcie XOR.

Zavislost’” krokov obrazovych Sifrovacich algoritmov je
v pripade tohto rieSenia docielend vyberom parametrov a po-
radovych cisel binov MoT podla intenzit op v riadkoch
obrazu so stradnicami [ + 2 (pri Sifrovani), resp. | — 2 (pri
desifrovani). Pri obrazoch s jednoduchou, resp. monoténnou
scénou je potrebné zabezpecit’, aby boli vstupné obrazy pre
blok ret’azenia intenzit op podl’a intenzit op otvoreného, resp.
zaSifrovaného obrazu vopred spracované. Toto spracovanie
mdZe byt realizované napr. kombindciou s PNP alebo preuspo-
riadanim intenzit op tak, aby intenzity op v riadkoch so
suradnicami [ a [ + 2, resp. [ — 2 neboli podobné. V pripade,
ak by takéto predspracovanie nebolo aplikované, mohlo by
ddjst’ k analyze vlastnosti difizneho bloku pri ret'azeni podl'a
podobnych intenzit op.
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TABULKA I
PARAMETRE BINOV MOT A ICH PORADOVE CISLA

intenzita op  parametre binov (p q)

poradové ¢islo binu b

0 a7 19 -5 1) (-56, -55, -51, -50, -46, -45, -41, -40, -36, -35, -31, -30, -26, -25, -21, -20, -16, -15, -11, -10}
20 a7 35 (-52) (-57, -55, -52, -50, -47, -45, -42, -40, -37, -35, -32, -30, -27, -25, -22, -20}
36 az 47 (-5 3) (-58, -55, -53, -50, -48, -45, -43, -40, -38, -35, -33, -30}
48 a7 55 (-5 4) {-59, -55, -54, -50, -49, -45, -44, -40}
56 az 95 4 1) (-47, -46, -45, -44, -43, 42, -41, -40, -39, ..., -10, -9, -8}
96 a7 119 (-4 3) (-53, -50, -49, -47, -46, -45, -44, -43, -42, -41, -40, ..., -32, -31, -30, -28, -27, -24}
120 az 127 (-4 5) {-59, -55, -54, -50, -49, -45, -44, -40}
128 a7 167 @n {(3,-2,-1,0,1,2,3,4,5,6,7,8,9, 10, 11, 12, 13, 14, ..., 34, 35, 36}
168 a7 191 “3) (-9, -6, -5,-3,-2,-1,0, 1,2, 3,4,5,6,7, 8,9, 10, 11, 12, 13, 14, 16, 17, 20}
192 a7 199 “5) {-15, -11, -10, -6, -5, -1, 0, 4}
200 a7 219 G {-1,0, 4, 5,9, 10, 14, 15, 19, 20, 24, 25, 29, 30, 34, 35, 39, 40, 44, 45}
220 a7 235 52 (2,0, 3, 5,8, 10, 13, 15, 18, 20, 23, 25, 28, 30, 33, 35}
236 az 247 G 3) (-3,0,2,5,7, 10, 12, 15, 17, 20, 22, 25}
248 a7 255 G4 {-4,0,1, 5,6, 10, 11, 15}

C. Porovnanie navrhnutych rieseni

Medzi prezentovanymi rieSeniami je viacero rozdielov.
RieSenie 1 vyZaduje pouzitie asymetrického kl'ica, ale
jeho vyhodou je znacnd rychlost dosiahnutd pouZitim
jednoduchého AZ. RieSenie 2 je mozné aplikovat’ v symet-
rickych obrazovych Sifrovacich algoritmoch, avSak je potrebné
rozdelit’ ret’azenie intenzit op na dva bloky, ¢o moZe sposobit’
zniZenie rychlosti celého obrazového Sifrovacieho algoritmu.
Pocas doktorandského Stidia bola vécsia pozornost’ venovana
d’al$sim experimentom s RieSenim 2, ktoré by malo umoZnit
vytvorenie obrazovych Sifrovacich algoritmov s vac$im poc-
tom aplikécii. Ako bolo uz skdr spomenuté, pri tomto rieSeni je
potrebné vhodne vybrat’ d’alSie bloky obrazového Sifrovacieho
algoritmu. Kvdli obmedzenému rozsahu tohto prispevku nie si
tieto bloky detailnejSie popisané, ich opis je mozné ndjst’ v [8].

IV. EXPERIMENTALNE VYSLEDKY

A. Vplyv pouZitych blokov Riesenia 2 na hodnoty NPCR
a UACI

Vplyv blokov pouZitych pri RieSeni 2 bol overeny
jednoduchym experimentom, pri ktorom sa pouZival obrazovy
Sifrovaci algoritmus popisany v prispevku [8]. V tomto ex-
perimente boli postupne vytvarané varianty tohto obrazového
Sifrovacieho algoritmu, ktoré nepouzivali vSetky bloky vyuzi-
vané pri diftizii intenzit op:
variant 1 predstavuje obrazovy Sifrovaci algoritmus pub-
likovany v [8] bez zmien,
variant 2 nepouZiva blok ret’azenia intenzit op podl'a
intenzit op otvoreného, resp. zaSifrovaného obrazu,
variant 3 nepouziva blok “jednoduchého” ret'azenia in-
tenzit op.

Pri vypoctoch hodndt parametrov NPCR a UACI boli
pouZité obrazy lena, peppers a baboon z databazy USC-
SIPI [13]. VSetky uvedené obrazy mali rozliSenie 512x512 op
a farebni hibku 8 bitov na op. Op, ktory mal pri dvojici
otvorenych obrazov E; a E5 odlisnd intenzitu bol zvoleny na

TABULKA 11
ZISKANE HODNOTY NPCR A UACI PRI VYNECHANI BLOKOV RETAZENIA

parameter  variant lena peppers  baboon ofakdvané
hodnoty [10]

1 99,6111 99,6097 99,6089

NPCR [%] 2 97,8749 97,2263 97,4954 > 99,5717
3 0,0016 0,0014 0,0019
1 33,4887 33,4926 33,4907 (33,3115;

UACI [%] 2 33,128 32,5977 32,8544 33: ’6156>’
3 0,0001 0,0001 0,0001 ’

zaklade ndhodného generovania jeho stiradnic. Zmena inten-
zity bola vykonand jej navySenim o jednu intenzitnd droven.
Hodnoty NPCR a UACI uvedené v TABULKE II boli ziskané
ako aritmetické priemery zo 100 opakovanych merani, pri
kaZzdom z nich prebehol novy vyber stiradnic op s pozmenenou
intenzitou.

Hodnoty NPCR a UACI v TaABULKE II poukazuji na
skutocnost’, Ze pri pouziti variantu I — obidvoch blokov
RieSenia 2 obrazovy Sifrovaci algoritmus prezentovany
v prispevku [8] spiiia ofakdvané hodnoty predstavené Wuom
a kol. [10] pre drovenl vyznamnosti o = 0,001. Tym paddom
zaSifrované obrazy odoldvajui diferenénym utokom s pravde-
podobnostou 99,9 %.

Variant 2 takéto hodnoty NPCR a UACI uZ nedosahuje.
Kvoli niz§im hodnotdm NPCR a UACI kles4 aj pravdepodob-
nost’ odolania diferen¢nym ttokom. Pre niektoré aplikacie je
postacujica aj niZsia drovei tejto pravdepodobnosti, avSak je
potrebné si uvedomit’, Ze obrazovy Sifrovaci algoritmus s ta-
kouto architektirou by dosahoval oproti ostatnym obrazovym
Sifrovacim algoritmom vyrazne horSie vysledky. Porovnanim
hodn6t NPCR a UACI pre viacero obrazovych Sifrovacich
algoritmov sa blizsie zaobera kapitola IV-B.

Variant 3 ukazuje na najvacsi nedostatok samotného bloku
ret’azenia intenzit op podl'a intenzit op otvoreného, resp. za-
Sifrovaného obrazu. Tym je skutocnost’, Ze kroky tohto bloku
sa vykondvaji iba v jednom smere, teda sa nesiria do celého
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obrazu. Z toho dovodu sa pri zmene intenzity jedného op
ovplyvnia uz iba intenzity tych op, ktoré nasleduji pri nacitani,
resp. intenzity tych op, ktoré sa skombinuji s binmi MoT,
ktoré vznikli z ovplyvnenych intenzit op.

B. Porovnanie dosiahnutych hodnét NPCR a UACI s inymi
algoritmami

Obrazové Sifrovacie algoritmy je moZné porovndvat z via-
cerych hl'adisk, napr. pomocou dosahovanych hodnot NPCR
a UACI. Ako uz bolo spomenuté, Riesenie 2 difizneho bloku
bolo aplikované v obrazovom Sifrovacom algoritme popisanom
v publikdcii [8]. Ziskané aritmetické priemery 100 opako-
vanych merani NPCR a UACI pre tento algoritmus a obraz
lena s rozliSenim 512x512 op a farebnou hibkou 8 bitov na
op z databazy USC-SIPI [13] ukazuje prvy stipec TABULKY IIL
Pri kazdom opakovanom merani bol pouZity iny ndhodne
generovany kI'i¢ a iné ndhodne vygenerované stradnice op
s pozmenenou intenzitou. V nasledujiicich stipcov sii uvedené
vysledky aj pre algoritmy C. Fua a kol. [14], Y. Zhanga [15]
a X. Chaia a kol. [16]. VSetky uvedené algoritmy pouZivali na
ziskanie hodn6t NPCR a UACI opisany obraz lena.

TABULKA III
POROVNANIE HODNOT NPCR A UACI S INYMI ALGORITMAMI

parameter alg. [8] alg. [14]  alg. [15] alg. [16]
NPCR [%] 99,61 99,62 99,6101 99,62
UACI [%] 334714 33,46 33,4679 33,45

Udaje uvedené v TABULKE Il poukazuji na skuto¢nost’,
Ze obrazovy Sifrovaci algoritmus [8] vyuZivajici RieSe-
nie 2 difizneho bloku dosahuje hodnoty NPCR a UACI
porovnatel'né s hodnotami ziskanymi inymi algoritmami. Pri
vynechani niektorého z blokov Riesenia 2 (vysledky prezen-
tované pre varianty 2 a 3 v TABULKE II) si hodnoty NPCR
a UACI vyrazne horsie.

V. ZAVER

Tento prispevok sa zaoberal struénym popisom dvoch
rieSeni difizneho bloku pre obrazové Sifrovacie algoritmy.
Zatial' ¢o RieSenie 1 je vyhodné z hl'adiska nizkej vypoctovej
ndro¢nosti, RieSenie 2 je univerzdlnejsie, kedZe je ho mozné
pouZit' aj v symetrickych obrazovych Sifrovacich algorit-
moch. Po zhodnoteni vlastnosti obidvoch rieSeni sa prispevok
d’alej venoval overeniu miery diftizie intenzit op spdsobenej
Riesenim 2, ktoré bolo pocas doktorandského Stidia pouZzivané
pri navrhu obrazovych Sifrovacich algoritmov Castejsie.

Miera difizie intenzit op bola vyhodnotend na zdklade
hodnét parametrov NPCR a UACI. Bolo zistené, Ze pri pouziti
RieSenia 2 v obrazovom Sifrovacom algoritme [8] su ziskané
hodnoty NPCR lepsie ako ocakdvané hodnoty, resp. ziskané
hodnoty UACI su v intervale o¢akdvanych hodndt [10]. Pri
snahe o zrychlenie Riesenia 2 vynechanim niektorého z blokov
v8ak nastdva neZiaduici pokles hodnét NPCR a UACI.

V budtcnosti je moZné uvaZovat' o d’alSom Stidiu operacii
pouZivanych v difiznych blokoch obrazovych Sifrovacich al-
goritmov. Rast vykonnosti hardvéru alebo lepSie prispdsobenie

softvérovych prostriedkov mdZe totiZz umoZnit pouZivanie
zlozitejSich operacii, ktorych vysledkom bude dosiahnutie este
lepsich hodnot NPCR a UACL.
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Abstract—The main objective of this paper is to present an
application of fuzzy cognitive maps for control of the intelligent
space based on a paradigm of the internet of things. The paper
provides a brief overview of various methods and tools
applicable to control complex systems. It introduces the
methodology of situational control aided with the means of
artificial intelligence focused on utilization of fuzzy cognitive
maps. Extensions to basic fuzzy cognitive maps are proposed and
implemented using a novel programming library with its
appropriate web-based application programming interface,
which is then used to prototype a specific model of situational
control of intelligent space for navigation of a mobile robot.

Keywords—fuzzy cognitive maps;robot navigation; situational
control;intelligent space

I. INTRODUCTION

A control of complex systems is currently a very active
topic, especially with regard to the rise of the internet of things,
intelligent spaces and ubiquitous robotics. In order to solve
problems in this area, it is possible to successfully utilize
various means of artificial intelligence, such as fuzzy cognitive
maps (FCM). The implementation strategies for control of
complex systems is possible by using several approaches,
including the situational control.

This paper provides a summary of the work as presented in
the dissertation[1]. The main goal of this work was an
application of fuzzy cognitive maps for control of the
intelligent space considered as complex system. We applied a
methodology of situational control in order to propose a
general model of control and also implemented a specific
control strategy for the situational frame of robot navigation.

In order to deal with this task, several additional goals had
been set. We considered it viable to modify the basic
conception of FCM in order to enable and simplify modeling
of complex systems. It was also necessary to create various
software tools, that made the implementation of control
strategies possible, therefore we proposed to create a novel
FCM library along with appropriate application programming
interface (API) and user interfaces. Using these tools, we
created a situational model for control of the intelligent space
and defined a control strategy for a situational frame of robot
navigation. The model was verified in a simulation.

The rest of this paper is organized accordingly to the
source [1]as follows: In section II we initiate the discussion
with an overview of control and modeling of complex systems,
where we introduce the methodology of situational control.

Jédn Vascak
Department of Cybernetics and Artificial Intelligence
Technical University of KoSice
Letna 9, 042 00 Kosice, Slovak Republic
jan.vascak@tuke.sk

In section III we provide an overview of several means and
tools of artificial intelligence applicable for control of complex
systems, specifically focusing on methods of computational
intelligence, such as artificial neural networks, fuzzy inference
systems and evolutionary optimization.

In section IV we introduce fuzzy cognitive maps (FCM) as
a selected method of computational intelligence, specifically
chosen to achieve established goals. We discuss various
aspects of FCM, including its applications, basic description,
formal definition and inference model.

Section Vis specifically focused towards applications
of FCM to system control. Several extensions to a basic FCM
design are proposed, including three-term and neural relations.
A goal of these extensions is to improve FCM applicability to
model and control complex systems. In addition to expert
oriented FCM design, we introduce additional possibilities for
automatic adaptation of FCMs using either methods from the
area of neural networks or evolutionary optimization.

In section VI we provide a brief introduction to the internet
of things (IoT) and intelligent spaces (IS). We further analyze
background technologies that make implementation of these
paradigms possible, including basics of modern network
communication and its associated computing models such as
cloud, fog and edge computing. In addition, we include a brief
description of a specific example of intelligent space and
discuss its specific application for control of service robots
using the paradigm of ubiquitous robotics. Finally,
wedemonstrateunambiguous confirmation of IS as a complex
system, hence arguing the possibility to utilize all the methods
applicable to control complex systems.

In section VII we compose the requirements for software
tools necessary to implement control structures in scope of IoT
and intelligent spaces. We propose and describe an
implementation of a novel FCM library along with a
corresponding API available via network HTTP protocol.

In section VIII we synthetize our ideas and offer a proposal
for situational control of intelligent space using a formatter
composed of various network services. In order to demonstrate
applicability of the proposed control structure, we show a
simulation which implements an exemplary model of control
strategy for the situational frame of robot navigation.

The final conclusion in section IX describes the main
contributions of the work[1] and propose further research and
development options.
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II. CONTROL AND MODELING OF COMPLEX SYSTEMS

An arbitrary system may be considered as “purposely
defined set of elements and links between them, which is
separated from other objects in space and time by a real or
virtual boundary”[2]. It is already clear from this definition
that a particular system and its characteristics may vary
considerably depending on the different baseline requirements.
For this reason, the concept of a complex system can be
attributed to a wide range of controlled objects and relevant
control subsystems.

For our purposes we will define a complex system as a
system consisting of the final number of elements (systems,
subsystems, elements) and their interconnections, which are
subject to the following characteristics [3]1[4][5][6][71[8]:

e There is a large number of elements that can be

readjusted (either added or removed).

Relationships between the elements defining the
structure of the system may change as well (including
the elements themselves).

Hierarchy of the organizational structure of the
components of the system (regardless of whether it is a
management or controlled system).

The right of autonomous decision-making of elements
(the organization of the system is often decentralized,
so that individual elements have large degree of
autonomy).

Change of space (dimension of space) in which the
system is located and in which it operates.

Change in the organizational structure of the system
(i.e. links and relations of elements may be changed
through organizational interventions in the course of
system control in order to fulfill the predetermined
global objectives).

Situational control is an important methodological practice
applicable to control of complex systems [2]. The starting
point for using the methodology is the assumption that the
controlled system can be found in infinitely large number of
states, while the amount of resources enabling its control is
usually limited [6]. When using the situational control, a
formal model is integrated into the control system, which
allows to anticipate the consequences of individual decisions
and to choose the most appropriate solution with regard to the
chosen control criteria[4]. In other words, for the
differentsituations in which the system may be located, we
assign pre-prepared decisions (control strategies), which count
is usually much smaller than the number of possible
situations [7].

The proposal for situational control of complex system is a
challenging process consisting of several steps. In principle,
these steps can be divided to the planning or design stage and
subsequently to the operational control stage [4]. The planning
stage begins with:

1) a description of the controlled complex system,

2) a definition of global control objectives,

3) and a proposal of situational classes (frames), which
can group several similar situations or states of the
system.

The relevant control strategies are then assigned to the
individual situational classes. Each situational class covers at
least one control strategy, but there may also be cases where
one class covers several strategies. In the event that one
specific strategy covers several different situational classes, it
is appropriate to consolidate these classes and, where

appropriate, to revise the proposal in general. To ensure
effective operation of the control system, the number of classes
and strategies should be minimized [6].

The operational control of the complex system then deals
with a parameterization of pre-prepared control strategies
according to the current state of the system and their use in
system control. The goal is to offset the deviations from the
required system state in real time [4]. The control process
contains three fundamental decision-making steps [4]:

1) The situational classification of the current state.
2) The choice of a corresponding control strategy.
3) The realization of particular control functions.

The implementation of these processes is related to the
nature of a specific complex system. It also depends on the
chosen methods which include conventional methods (e.g.
mathematical-statistical methods, multi-criterial decision-
making, group decision-making, etc.) or smarter approaches
including various methods of computational
intelligence [4][6], briefly described in the next section.

III. COMPUTATIONAL INTELLIGENCE FOR CONTROL AND
MODELING OF COMPLEX SYSTEMS

Artificial intelligence deals with creation of systems that
have the ability to deal with tasks that are expected to be
solved only by a person with knowledge of the problem
domain [9]. The basic features of intelligent technologies
include the following capabilities [9]:

e [earn from data and gain knowledge.

Store knowledge acquired in the past.
Use obtained knowledge in future problem-solving.

Modern approaches based on methods of computational
intelligence (also known as subsymbolic artificial intelligence
or soft computing) are characterized by a non-symbolic
representation of knowledge. They represent the “bottom-up”
approach, which is inspired mainly by low-level perception
processes, biological processes, evolutionary principles and
natural phenomena. The prevailing philosophy is
connectionism, which assumes that simple parts can be
combined to assemble sophisticated systems with high abstract
intelligence [10]. The most representative method of
computational intelligence are artificial neural networks, fuzzy
systems and evolutionary algorithms.

An artificial neural network (see Fig. 1) is a massive
parallel processor that can store knowledge of the solution to
the specific problem and use it to solve similar problems in the
future [11]. The basic structural and processing unit of the
network is an artificial neuron that influences other neurons
through one-way links, synapses. The strength of influence
between two neurons is directly proportional to the value of the
synaptic weight corresponding to the link. The values of
weights are the main parameters determining the function of
the network and therefore represent the stored knowledge[11].

The operation of an artificial neural network can be divided
into two phases. During the learning phase during which the
knowledge is stored in the network through a goal-oriented
adaptation of the synaptic weights. This process is often
performed by supervised learning, where the corresponding
output data is available for the input data. The results of
network propagation therefore can be compared with the
reference data and used to train the network. After the training,
during the life phase, the knowledge obtained in the learning
process is used to address a problem (e.g. classification,
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optimization, aggregation, etc.). In this phase, synaptic weights
are no longer changing [11].

Fig. 1. Multi-layer feed-forward neural network with two hidden layers [1].

Evolutionary algorithms represent a set of methods
applicable to optimizethe parameters of various systems [12].
The optimization is based on the evolution of the population of
individuals, where each individual represents particular
solution to the optimization problem. These solutions are
gradually changed by the algorithm using processes similar to
those applied in the natural selection, such as reproduction and
mutations. A general approach of the evolutionary algorithm is
shown on Fig. 2.

Population
v
| Evaluation of Individuals |

»]
>

Stopping
condition

TRUE

Parent Selection
v
Offspring generation |
v
Evaluation
v
Replacement

A

END

Fig. 2. General scheme of evolutionary algorithm [1].

Fuzzy logic is often used to control nonlinear systems. The
notion of fuzzy (unclear, blurry, vague) refers to the fact that
some logical expressions cannot be clearly defined as either
true or false, but rather than partially true or partially false. An
advantage of this approach is that the solution to the problem
can be expressed in a way easily understood by a human, so
that his experience can be wused to improve the
solution.Astarting term in this area is fuzzy set. Compared to a
conventional crisp set which defines membership of elements
either as true or false,the fuzzy set defines a probability of
membership for every element using a function in range from
0 to 1. Thisfunction hence represents the element's degree
ofmembership to the set.

Fuzzy sets are basic building blocks for creation of more
complex logical structures with broader applications. An
example of such a structure is a linguistic variable (see Fig. 3),
which is formally defined as the ordered tuple [13]:

LV = {N,T(N),U,G.M}, (1)

where N is a name of the linguistic variable (e.g. age), T(N) is a
set of linguistic terms (e.g. young, adult, senior), U is the
universal set, G are syntactic rules, which define the formation
of names and terms, and M are semantic rules, which assign an
appropriate fuzzy set to each linguistic term[1].

ui 4 SYNTACTIC LEVEL
small medium large
10 - l— = ]_\ ----------
SEMANTIC LEVEL
0.0 1 1 1 T kel

35 40 45 50 Age

Fig. 3. Fuzzy linguistic variable [1].

A particular useful application of linguistic variables is to
create fuzzy rules. Any traditional crisp production rule can be
fuzzified by using linguistic variables (e.g. age, height, weight)
and specific linguistic terms (small, medium, large) into a
fuzzy production rule such as[1]:

IF <age is low>&<weight is high>
THEN <life hazard is high>

Similar fuzzy rules can be used for design and
implementation of fuzzy inference systems (FIS) that are
applicable to control of various processes. There are two basic
types of FIS. The structure of a fuzzy rule which is displayed
above is used in Mamdani FIS, whichis among the oldest types
of FIS. It creates a whole new fuzzy set as its output. However,
other derived types of FIS are currently being used, e.g.Takagi-
Sugeno-Kang FIS [14], which produces its output not as a
fuzzy set, but rather an analytical function. Therefore,the rules
are defined as[1]:

IF <x1 is high>&<x2 is low>
THEN <y=f (x1,x2)>

In practice, FIS can be used to deal with various tasks, e.g.
development of expert systems, classifiers, predictors,
nonlinear approximation models, system models, etc. For the
purposes system control it is possible to use it in the design of
fuzzy controllers (see Fig. 4).
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Fig. 4. Structure of fuzzy controller [1].

IV. Fuzzy COGNITIVE MAPS

Fuzzy cognitive maps (FCM) can be considered as a
special type of a fuzzy inference system, whose structure and
method of inference is very similar to that of Takagi-Sugeno-
Kang model. The advantage of FCM is a simplification of
display of rules in a graphic form that is clear and transparent
also for a relatively large number of rules, as opposed to its
explicit expression. This feature is particularly important when
modelling systems with a large number of relations and
interactions between individual elements[1].

FCMs are widely used as an inference tool for modeling
both qualitative and quantitative complex relationships across
a broad range of various technical and non-technical systems
in a simple and comprehensible way. In the last decade, FCMs
has played an important role in applications in many areas of
research including social and political science, engineering,
information technology, robotics, expert systems, medicine,
education, prediction, environment and other [15]. An example
of FCM is depicted on Fig. 5.

Fig. 5. Example of fuzzy cognitive map [1]

There are several definitions of the FCM. For instance,
Chen [16]define it as a quadruple:

FCM = (C, W, a, p), 2

where C = {C}, C2,..., C,} is a finite set of cognitive units
(concepts), W = {w;;, Wiz,..., Wyp} 1s a finite set of oriented
connections between concepts, o — [0, 1] is a membership
function of a concept defining a grade of membership of real-
world values corresponding to this concept, and f — [-1, 1]
defines relations between individual concepts [1].

A general rule to evaluate the activation value of the
concept C; in every simulation step is to determine the
influence of other preceding concepts C; (where i = 1 ... m),
which are connected to the concept C; (see Fig. 6) [1].

Fig. 6. Activation of concept depends on values of preceding concepts [1].

V. SYSTEM CONTROL AND MODELING USING Fuzzy
COGNITIVE MAPS

FCMs are suitable to deal with two main problem types:
The first one deals with a creation of a regression model of the
system [17]. It is the most frequent task for which FCM is
used. Its goal is to use an FCM to create a corresponding real-
system model. Conventional FCMs are most commonly used
for modeling closed systems without external inputs. However,
after some modification of the structure and computation
process, it is also possible to model open
systems [18].The second type deals with encoding of the
attractor leading to specific goal state of the system. In this
case an FCM is used to control the system in order to converge
from any initial state into the desired target state. In this case,
we do not necessarily have to set all the FCM parameters
because the model of the controlled system can be pre-defined.
The goal is to determine only the parameters (weights) of the
selected controller concepts [17].

In order to utilize FCMs for control of complex systems,
we proposed Three-Term Relation Neuro-Fuzzy Cognitive
Map (TTR NFCM)[19] as a novel hybrid method designed
particularly to model complex systems. The proposed method
enhances the conventional FCMs by adding two new features.
The first one is an inclusion ofhistorical values or trends into
the concept update formula using the Three-Term Relations
(TTR), which are inspired by methods from the control
engineering, especially the Proportional-Integral-Derivative
controllers [1][19]. The TTR method evaluates activation
values of concepts in a similar manner to Fig. 6, however it
utilizes three weights per single relation. The concept update
formula is hence defined as[19]:

A,-(f+1)p(ZW;B(IHW;Vf(IHWI?D,U)] 3)
i=1

where A; is an activation value of subsequent concept C;, p is
activation function and , are relation weights
between concepts C; and C;. Three-Term components P;
(proportional), V; (moving-average) and D; (differential) are
derived from an activation value A; of preceding concept C;
and defined according to Fig. 7.

’
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Fig. 7. Three-Term Relation between two concepts [19].

While utilizing the TTR, the concepts will react to the last
state (or the last activation value of the concept) similarly to
the conventional FCM, thanks to the proportional
component P;. The additional moving average component
Vienables the concepts to react to the long-term trends. This
can mitigate short-lived disturbances, noise, or implicit
oscillations within the map. The concepts can also react to the
sudden changes faster than usual thanks to the derivative
component D;. Conveniently, there is only single tunable
parameter 7, which determines the number of previous states
considered within the moving average component V; [1].

Anadditional feature of TTR NFCM is the replacement of
simple linear weights between concepts by small feed-forward
artificial neural networks, which modifies the FCM into the
hybrid Neuro-Fuzzy Cognitive Map (NFCM) [1][19].

Fig. 8. Neuro-Fuzzy Cognitive Map displayed as an unwrapped graph[19].

In order to create a system model based on FCM, it is
necessary to parameterize the model using either expert design
or automated methods. Several automated methods are
available for learning of FCMs, most of which are based on
ideas from the field of artificial neural networks.Machine-
learning algorithms can train FCM, i.e. purposefully modify
the strength of interconnections (weights) between concepts,
similarly to synapses between neurons in neural networks [20].
These methods often use a backpropagation of least-mean-
square (LMS) error, hence we often refer to them as LMS
methods.

Another interesting approach to adaptation of system
parameters is to use interactive evolutionary optimization
(IEO), an example of which was demonstrated in [21], where
we applied IEO for adaptation of FCM controller of a mobile
robot driven on a simulated racing track. The results were
comparable totraditional non-interactive evolution (by self-
organizing migrating algorithm) that used analytic fitness
function. The relative comparison of results is shown in Tab. 1.
A simulator software is available at [22].

Tab.I.  RELATIVE COMPARISON OF FCM AND AN-FIS CONTROLLERS[21]
Controller C1 C2 a3 4 C5 C6
KM 1 0,756 0978 0982 0664 0871 1

RCM2 1 0937 1 1 0,601 0
RCM3 0825 1 0984 0816 0,713 1
FCM 4 0853 0961 0978 0,781 0,753 1
RCM5 0,783 0978 0974 0,743 0,771 0
AN-FIS 0553 0417 0974 0,585 1 0

Notes: The criterion C1 represents the average angle of the robot trajectory related to the center of the
track. The smaller the value is the more stable the solution is. The criterion C2 represents relative
average acceleration or deceleration. Again, lower value is better since control is smoother and more
stable. The criterion C3 represents the total length of the trajectory (lower is better). The criterion C4
represents the average speed (higher is better). The criterion C5 represents the time necessary to
complete the circuit (lower is better). The criterion C6 shows the number of collisions, which should be
prevented (lower is better). The best results are displayed in bold [21].

The main advantage of IEO is its application even in case
when it is impossible to express the fitness function in an exact
analytical form. However, there are also some drawbacks,
where the most obvious one is human fatigue. The evaluation
process during IEO is very time demanding for a human
evaluator, who may be subject to exhaustion and consequent
errors, which is obviously undesirable[1].

With this consideration, we proposed another novel
approach[23] which combines automatic heuristic optimization
with interactive optimization into hybrid semi-interactive
evolutionary optimization (S-IEO). The main advantage of the
method is the overall speed-up of the optimization process
along with a reduction of expert involvement and fatigue[1].

The S-IEO changes the typical IEO algorithm in several
areas. The human evaluator is provided with a complementary
heuristic function that can be used to help with evaluation, or
it may be used to let the evolution run automatically, without
intervention, provided that the current progress is considered
satisfactory. Human evaluator may intervene in evolution as
soon as it seems appropriate, or he may decide to intervene
regularly, ie. every 10" generation in order to remove
individuals which are considered unfit for further evolution[1].

According to preliminary results from our work-in-
progress [23], the overall program runtime of S-IEO was
decreased by 42 % compared to the non-interactive evolution
and by 14 % compared to the fully-interactive evolution. The
evolution time of both S-IEO and the fully-interactive version
is comparable but significantly lower (by approx. 60 %) to that
of the non-interactive version, since without human evaluator
it has to explore significantly higher portion of the search
space. Very promising are the results tied to human fatigue. It
is clear, that both the unused waiting time and also the
interaction time are lower by almost 70 % in favor of S-IEO

[1].

VI. INTELLIGENT SPACE AS COMPLEX SYSTEM

The Internet of Things (IoT) is a recent paradigm that aims
to cross barrier between the physical and digital world. The
main idea is to “integrate the state of the things that form the
world into software applications, making them benefit from the
world’s context information” [24]. IoT allows common
everyday objects in our environment to become active
participants in mutual communication with people, by sharing
information with other members of IoT network, and to be able
to recognize events, changes in their surroundings and respond
to them in an appropriate manner autonomously[1].

It is obvious, that computer networks may connect devices
with various hardware architectures and operating systems.
However, even in spite of variability of hardware and software,
the communication and data exchange between different
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devices can be established using recognized communication
protocols. Since the matters of inter-computer communication
are complex,a whole system of protocols has been established
by the International Organization for Standardization (ISO).
The proposed reference model was marked as Open Systems
Interconnection (ISO/OSI) [25]. It has separated network
communication in seven layers, including physical layer, data-
link layer, network layer, transport layer, session layer,
presentation layer and application layer [1].

Without any doubt, the most used internet service is a
World Wide Web (www), which applies the Hypertext
Transfer Protocol (HTTP) running on the top-most layers of
ISO/OSI. HTTP enables a connection between clients and
servers using a request-response communication. It uses
several methods, from which the most utilized are GET, which
is used to request data from a specific resource on a server, and
POST, which is used to send data to a server or upload a
resource. Since www-related services are so prevalent, the
HTTP protocol has started to be used in new, previously
unconsidered ways, especially with regards to the rise of IoT.
HTTP requests can be used to send commands to various IoT
devices, to receive information from sensors and to create
human-computer interfaces. HTTP is frequently used for
creation of Application Programming Interfaces (API), which
can be used with cloudcomputing services [1].

Current progress of IoT is related very tightly to the
advancement and application of cloud computing tools and
services. Cloud computing is characterized by on-demand
services provided as needed without requiring human
intervention, as well as broad network access, resource pooling
which serves multiple consumers at once, and rapid elasticity
where services scale according to the demand. Cloud services
are also often metered, providing transparency of utilized
resources to both the consumer and provider of the service[26].

However, the cloud solutions may not be suitable in all
cases, especially for transfer and processing of large amounts
of data. The solution to this issue can be found in application
of fog computing closer to the edge of the network. Fog
computing provides intermediary computation, storage, and
networking services located between end devices and
traditional cloud servers [27]. It’s a hybrid system-level
architecture paradigm where the possibilities of cloud
computing, distributed processing and analytics power are
brought closer to the edge of a network. It does so in a
different way than edge computing, which aims to bring the
intelligence, analytics, computing, communications etc.
directly into the devices at the edge[1].

An Intelligence Space (IS) is a specific manifestation of the
Internet of Things (IoT) in which “the actions of numerous
networked controllers controlling different aspects of a
common environment are orchestrated by pre-programmed
pre-emptive processes (e.g., intelligent software agents) in
such a way that it enhances experiences and capabilities of its
occupants,” either humans or machines [28]. The term often
describes a place with considerable distribution of sensors and
intelligent ~ devices which are interconnected via
communicating technologies often using the IoT paradigm.
Such spaces may include a room, a corridor, a street or even
entire city equipped with sensors and actuators. The goal of
sensors is to acquire data about actions in the surrounding
environment. Actuators use these data in order to interact with
inhabitants of the space, humans and robots [29].

As an example of IS we propose an implementation [30]at
the Center for Intelligent Technologies (CIT)[31]. The
implementation utilizes several types of sensors, including 16

IP Cameras with microphones, 6 Kinects and also other IoT
sensors, for acquisition of environment variables such as light
intensity, temperature, air quality, loudness, ultrasound,
infrared light, etc. In addition, we expect utilization of RFID
cards and readers, E-beacon technologies and more. As a basis
of the computing infrastructure, we assume the utilization of
two main fog-computing servers, six mini-PCs which process
the inputs from Kinect sensors and several other PCs serving
as dedicated micro-serversfor remote monitoring and control.
The robotic hardware includes Aldebaran Nao, SONY AIBO,
TheCorpora Qbo, Robotnik TurtleBot and other robots [30].
Fig. 9 displays an overview of the IS using the camera
monitoring web application [32]. A floor plan of thelS is
shown inFig. 10 [30].

Fig. 9. Monitoring system of IS at CIT [32].
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In order to calculate a projected data flow from sensors, we
estimated that IP cameras produce MJPEG streams of HD
video at rate of approximately 10 Mb/s for each camera.
Kinect sensors produce streams which are at least 1,6 times as
much (colored image + grayscale depth map + contour image).
With a total count of 16 cameras and 6 Kinects and estimated
data generation at a rate of 250 Mb/s, it is definitely not
feasible to perform its processing on cloud services, and
therefore it needs to be processed locally on fog computing
infrastructure. For audio and other data, we consider an option
to use cloud services directly, since these are not so bandwidth
demanding [30].

The proposal[30] assumes to use two local networks
bridged via fog computing servers (see Fig. 11). The first,
hidden network (LAN1) connects the bandwidth-demanding
cameras and Kinects directly to the servers via high capacity 1
Gb/s optical connection. The second, publicly open network
(LAN2) connects other devices, including low bandwidth
wireless IoT sensors, robots, users’ PCs and other clients. The
access to video sources (on LANI1) is possible via an

interfacing application deployed on the fog computing
servers [30].
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Fig. 11. Networking Proposal of IS at CIT [30].

Service robots are considered asa promising feature of
IS [32][33][34], even though fully autonomous control of
robots is still considered a challenging task, which necessarily
deals with various problems such as robot localization, object
tracking, path planning, navigation, movement control,
obstacle detection, avoidance etc. Since these problems are
difficult to be solved by a single autonomous unit, the attention
of researchers and businesses is being focused towards so-
called ubiquitous robotics [32][35], which consider a robot in
an intelligent space as an agent consisting of three separate
components [36]: real mobile robot, virtual robot model
(avatar), separated sensory system in a surrounding
environment. This combination of independent components
enables a robot to perform more complex tasks than a
traditional autonomous unit, thanks to the use of additional
sensors located within IS and additional computing capabilities
provided by either fog or cloud computing infrastructure.

Since we aim to apply a methodology of situational control
intended to be used for management and control of complex
systems, we would like to justify its application by an
unambiguous confirmation of the intelligent space as a
complex system. In general, a complex system can be
described as such a system, where there is a large number of
forming elements, which total quantity, mutual relations and
organization structure can be changed at any time. The
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elements form a hierarchical structure while retaining the right
of autonomousdecision-making [5]. In comparison, the internet
is probably the most complex system humans have ever
designed. It forms the hierarchical structure as the network of
networks, where each network utilizes similar globally
recognized technologies and protocols. Each network device
cooperates according to the ISO/OSI model, which is
hierarchical by its definition.Since the intelligent space is
based on paradigms of the global internet and IoT, it can be
assumed as complex system and therefore, all the management
and control methodologies (including situational control) may
be applied. A proper control of intelligent space naturally
requires appropriate software tools, powerful enough to fit
various use cases [1]. For this purpose, we propose a novel
fuzzy cognitive maps library and corresponding application
programming interface, described in the following sections.

VII. SOFTWARE TOOLS FOR CONTROL OF INTELLIGENT SPACE
USING Fuzzy COGNITIVE MAPS

Considering all of the relevant features and deficiencies of
existing FCM tools[37], we proposed a list of basic
requirements for a new FCM library applicable to modeling
and control of complex systems. According to the list, the
library needs to provide the following properties and
features[37]:

e Map design, including commands for definition of
concepts and commands for mutual connections of
concepts.

e Setup membership functions, i.e. define fuzzification
and defuzzification of concept values (transformation
from real-world values to fuzzy values and vice-versa).

e Definition of casual relations between concepts,
including nonlinear and dynamic relations.

e Concept initialization via commands capable to
manually setup concept activation values (in case of use
of input nodes with controllers and sensors[38]).

e Update of FCM during a runtime. The updated
activation values of map concepts need to be computed
in a reasonable time. Therefore, it is beneficial to
support parallelized and scalable algorithms.

e Automated FCM adjustment of relations using basic
learning methods. Other specialized methods should be
easily implemented via appropriate interface.

e Model import/export (i.e. file input/output), preferably
in standardized format compatible with other FCM
libraries and applications.

In addition to these basic features, the library should be
easily deployed on various platforms and operating systems. It
should use as few third-party dependencies as possible and be
independent from expensive or proprietary runtime
frameworks. Preferably, the library should use an open source
licensing in distribution to enable simple updates depending on
additional requirements of a specific application or a
user[1][37].

The final library proposal (see Fig. 12) is based on
definition of an FCM object, which is accessible via high-level
commands. In addition, we introduced a direct access to the
Concept object, which makes it possible to use auxiliary low-
level commands. For example, the setup of membership
functions for individual concepts is possible through a group of
a low-level commands available directly via the Concept
object. Similarly, the setup of relations is enabled through the
Concept object as well. With the final proposal, these basic
operations are available via the main FCMobject[1]:

e addition, removal, renaming and initialization
ofconcepts within the map,

e configuration of default relations and membership
functions for new concepts,

e connecting and disconnecting concepts,
import and export of FCM model,

e calculation of FCM updates during runtime.

Additionally, these low-level commands are available via
the Concept object[1]:

setup and evaluation of input MF,

setup and evaluation of output MF,

setup and interaction with concept relations including:

o attaching and detaching concepts from a relation,

o forward propagation of activations of preceding
concepts through the relation,

o backpropagation of error to preceding concepts,

o adaptation of relation according to the error.
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Fig. 12. System diagram of the final proposal for FCM library[1].

The proposal assumes support for supervised learning via
least-mean-square methods and error backpropagation directly
integrated into the implementation of each individual type of
relation. Each concept can have expected values set-up which
can be thereafter compared with calculated values and finally,
the error can be backpropagated, if the implementation of
selected  relation  supports it.  The  implemented
backpropagation functionality can be called via respective low-
level interaction commands. Additional types of relations can
be added to the library using predefined interface IRelation,
which expects implementation of the specific methods
including[1]:

get() — returns adaptable parameters of the relation (R),
set(params) — sets parameters of R to specified values,
attach(concept) — adds a new preceding concept to R,
detach(concept) — disconnects the concept from R,
propagate() — calculates a new value for the concept,
backprop(error) — backpropagates the error through R,
adapt(error, learning rate) — adapts R according to error.

A similar interface IFunction is also specified for
additionally defined membership functions. It requires the
implementation of these methods[1]:
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get() — returns adaptable parameters of the function (F),
set(params) — sets parameters of F to specified values,
getDerivative() — returns derivative of F (if possible),
evaluate(input) — calculates the output of the function.

Additional learning methods are not directly included
within the library, but are easily available via external scripts
which can adjust any of the FCM parameters using all of the
available commands. Examples of such scripts are available in
[39].

The final implementation of the FCM library, titled as a
Python Open Fuzzy Cognitive Maps Library(PyOpenFCM), is
based on the proposal and provided as a standalone Python
module consisting of the following main classes [1][40]:

e FCM — main class with methods to configure concepts
and to calculate FCM updates.

Concept — represents a single FCM concept.

Config — default configuration for functions & relations.
IFunction — interface for membership SISO (single
input, single output) function our=f(in).

o PiecewiseLinear — simple piecewise linear
function.

o Polynome — simple polynomial function.

o Sigmoid — simple sigmoid function.

o Predefined — function predefined by equation

string.
IRelation — interface for MISO relation (multiple input,
single output) between concepts.

o  RSimpleSigmoid — standard linear connection with
sigmoid thresholding function.

o R3Term - three-term weighted connection with
sigmoid thresholding function.

o RNeural — multilayer perceptron neural network.

The UML class diagram of the library is shown on Fig. 13.

Piecewise
Linear

RSimple
Sigmoid

IFunction <> IRelation

Polynome Concept

Predefined

Sigmoid

Fig. 13. Class diagram of the final PyOpenFCMimplementation [40].

In addition to being implemented as a Python module, the
library also provides a web application programming interface
(Web API) available through a complementary service
application. The application is created as a Web Server
Gateway Interface (WSGI) wusing a Flask Python
Microframework [41]. It can be used to create an FCM server
performing remote computations for network devices
including robots, sensors and actuators. The Web API enables
use of all of the library commands within HTTP requests. In
addition to these basic commands, there are additional
functionalities (see Fig. 14) [1]:

creation and storage of maps on the server,
listing of created maps,

deletion of created maps,

export and serialization of maps as JSON strings,
import of maps from JSON strings.

command line interface (CLI),

graphical user interface (GUI).

VIII. Fuzzy COGNITIVE MAPS FOR CONTROL OF
INTELLIGENT SPACE

All of the ideas presented in previous sections lead to a
synthesis that is an overall proposal for situational control of
intelligent space and an implementation of a specific control
strategyapplicable for a situational class of robot navigation.
The object of interest is the Intelligent Space (IS)[30]
described in section VI. As it was previously noted, the space
includes several types of sensors including cameras and
microphones, ambient sensors for various physical values, and
finally, several types of mobile robots. The goal objectives and
requirements for control of IS can be characterized in several
levels. First of all, the control should satisfy the needs of its
inhabitants being either humans or robots, while humans
should always have a priority in case of any conflict. Secondly,
the proposal should comply with current legislation and
internal organizational rules, if used to automatically generate
necessary documentation (including attendance books, visitor
lists, cleanup records, etc.). Finally, the system should
minimize energy and resource consumptions by employing
optimized control strategies and algorithms [1].

There is a large number of conditions or situations which
can determine the current state of the intelligent space.
According to the methodology of situational control, these
situations need to be categorized into classes, where each class
consists of several related and similar situations. The proposal
for this situational decomposition is shown in Fig. 15[1].

In order to control the IS, we propose to utilize the general
model of the situational control by formatter (see Fig. 16),
which is suitable to be applied with a range of distributed IoT
sensors, that can be linked to associated analyzers providing
information for the central database. For further control, we
propose a modern event-driven approach[42] which is
currently a default paradigm in software engineering. Event
logs stored in the database are evaluated by appropriate event
handlers with regard to a specific situational class. Further
actions are then initiated by an action dispatcher and executed
using a range of distributed software controllers (implemented
as network services either within fog or edge computing
layers) which control devices within the IS, including actuators
and robots[1].

With regard to the implementation of the proposal, we
haverealized only a set of particular control functions needed
for navigation of a mobile robot. This control strategy is
required in several situational frames including robot
performed cleanups, patrols and user requested assistance. In
order to control a robot on pre-planned, waypoint-based
trajectory, two separate control elements are necessary. A
navigator component is used for a proper selection of a current
waypoint, switching between waypoints based on their
distance and a calculation of an angular deviation from the
optimal trajectory. A controller component is used to directly
actuate various motors and other actuators of the robot in order
to keep it on a track towards its destination. The control actions
are based on the information from the navigator component
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(i.e. an angular deviation and a distance from the next
waypoint, acceleration, speed, etc.) [1].

In our implementation [1], the controller utilizes three-term
relations (see Fig. 17) in order to reduce a number of necessary
concepts to a minimum. Optimal values of relational weights
are found by a semi-interactive evolution applied within a
simulated model of IS. Localization of the robot is expected to
be determined externally, using camera detection. The location
analyzer converts a set of 2D coordinates of a robot, detected
within an image, into a respective set of 2D coordinates related
to the plan of the intelligent space. The conversion is
performed by an FCM withpre-trained neural relations (see
Fig. 18)[1].
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Fig. 14. Online FCM service provided by the library[1].
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Fig. 15. Proposal for situational decomposition of IS[1].
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The implementation [1]of a control strategy for the purpose
of robot navigation (see Fig. 19) requires several devices and
software programs in cooperation. The devices include a
mobile robot which operates within the IS and one or more
cameras that overview the entire operational area of the
robot.Required software programs include detection analyzers
that acquire robot coordinates within camera images, location
analyzers that provide a robot localization within the IS, a
navigator service that guides a robot on a pre-defined path and
a controller service that generates control signals for robot
motors. In addition, there are several superior services on a
higher level of control hierarchy, including path planner, action
dispatcher and other formatter modules (according toFig. 16).
The initiation and execution of the control strategy proceeds as
follows[1]:

1) A specific situation (i.e. user request) evokes the action
dispatcher that initiate the control strategy.

2) After a consideration of an initial position of the robot
and its destination, a path planner module generates a
waypoint-based route, which is sent to the navigator.
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3) A navigator component subscribes to necessary
services, including controller and localization FCM
services.

A communication between individual devices and
services is realized directly using a subscription-based
paradigm (via direct HTTP requests). Since all of the

4)

required modules establish a direct mutual
communication, extensive database lookups are
avoided, which mitigates a risk of possible

communication bottleneck through a database.

The control strategy proceeds until the robot reaches its
destination.

Finally, a navigator component generates a termination
event, unsubscribe from the linked services and
conclude the control strategy. The IS continues to
operate in normal working conditions.

5)

0)

In order to examine the proposed control strategy and
evaluate a feasibility of application of all of the implemented
FCM-based services, we have created a simplified model [39]
of IS. It employs eight standalone cameras situated in various
spots within the IS to provide localization of the robot. Each
camera is provided with its respective location analyzer service
based on FCM model. The robot control is performed by two
main components: a waypoint-based navigator and an FCM-
based controller. A visualization of the simulation is shown on
Fig. 67. A complete video recording is available at [43].
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Fig. 19. A navigation system for IS with FCM services in gray[1].

Our experiments with a simulation have concluded with
several findings. While it has proven the overall applicability
of the proposed control strategy for robot navigation, it is
important to admit, that an overall accuracy of robot movement
could be improved. However, this was in line with our
expectations, since the simulation was very demanding on
computing resources. We have executed a whole simulation on
a single computer processing several scripts running in
parallel. One of those was the simulated environment, second
was the FCM controller and additionally, there were eight
simulated cameras with complementary location analyzers.
This resulted in an average simulation step of 1 second. This
time can be theoretically improved to the order of
milliseconds, hence improving the overall precision of the
controller. Since all of the employed FCM based components
are implemented as network services using the Web API of the

PyOpenFCM library, every model can be potentially
implemented on a separate server, within either edge, fog or
cloud computing layer. This can effectively increase the
overall performance of the solution[1].

Fig. 20. A simulated model of IS. Cameras are shown in red, their respective
vision fields are shown in light green. A robot is displayed as a blue triangle.
Its path is defined by waypoints marked as dark green dots [39].

IX. CONCLUSION

The main contributions or our work[1] can be listed as
follows: The successful simulation of intelligent space has
confirmed the applicability of FCMs to model and control
complex systems.We have accomplished a significant
simplification of FCM design with help of a novel FCM
library supporting designs with a use of complex three-term
and neural relations between individual concepts.In addition,
we have demonstrated feasibility of automatic adaptation of
FCMs using either LMS error backpropagation or evolutionary
optimization.And finally, we have proven applicability of
FCMs as remote controllers available via network either in fog
or cloud computing layer[1].

The future work will consist of exploring the options to
further improve FCM adaptation focused on optimization of
speed of training and improving accuracy of created models. It
is also worth to focus on improving the efficiency of network
controllers, by optimizing the hierarchical structure of network
devices and services participating on formatter control, thus
reducing latency and amount of data transferred across the
network. Naturally, the ultimate goal should be to implement
all of the proposed algorithms in real conditions, and possibly
commercializing the ideas[1].
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Abstrakt - ¢lanok prezentuje problém modelovania pre
ucely prognézovania. Modelovanie procesov zahffia mnoho
dolezitych §tadii, ako je wurlenie potencidlneho suboru
premennych, vyber optimalneho stboru podla prijatého
kritéria, vyber matematickej formy modelu a vyhodnotenie
vysledkov ziskanych z modelu. Spravne rieSenie kazdého z
tychto stupriov umoziuje predpokladat’, Ze prognozy s pouZzitim
tohto modelu splnia prijaté predpoklady a splnia ofakavania,
najmd pokial ide o presnost a stabilitu modelu.

Krucové slova: elektrizacna ststava, energeticky trh,
energetickd burza, model, vyber premennych cien energif,
progndzovanie

Abstract - the article in the essential part, it presents
the problem of modeling for forecasting purposes. Modeling of
processes encompasses many important stages such as
determining the potential set of variables, selecting the optimal
set according to the adopted criterion, selecting the
mathematical form of the model, and assessment of results
obtained from the model. Proper resolution of each of these
stages allows one to presume that forecasts made using this
model will fulfill the adopted assumptions and meet
expectations, mainly concerning the model’s accuracy and
stability.

Key words: electric power system, energy market, energy
exchange, model, selection of energy price variables,
forecasting

PPE-Polish Power Exchange (Towarowa Gietda Energii - TGE)
NPS- National Power System
EU- European Union

l. INTRODUCTION

The creation of the energy market and its liberalization
are a consequence of the introduction of Directive 96/92/EC
and the act of 1997 - Energy law [1]. These steps contributed to
the creation of electricity exchanges, as well as to the search for
effective methods of analyzing, modeling and forecasting the
variability of both volume and prices [2], [3], [4]. The goal of
making forecasts is mainly determined by who the forecast is
intended for and what its horizon is. Long-term forecasts

Karolina Rusek

Department of Electrical Power Engineering
Technical University of KoSice
Kosice, Slovak Republic
karolina.rusek@tuke.sk

indicate the behavior of a certain process in future years and are
used to e.g. develop investment plans or plan actions in the
fields of social and economic policy. Short-term forecasts are
mainly used in operational activities, for example power load
forecasts in the National Power System and forecasts of
electricity prices on exchanges. Price forecasts of energy
carriers may concern different areas in the geographic sense.
Full integration of the European Market along with electricity
trading under Market Coupling will make forecasts on this
market very significant for all EU member states. Climate
change forecasts concern the entire global economy. The
electricity-related energy market has specific features that
clearly distinguish it from other markets. Here, one can mention
the lack of a possibility to store energy, limited capacity for
substitution, and the natural monopoly of the system’s
operators. The seasonality of energy consumption is distinct,
and is accompanied by large price fluctuations on the exchange
(5], [6].

Investigations of the influence of selected factors related to the
construction of prognostic models are the subject of this
doctoral dissertation. These factors are decomposition of time
series, choosing the appropriate procedure for the selection of
variables, and selection of the class of the model itself. The
cognitive goal is to investigate the significance of these factors
with respect to the model’s correctness, understood according
to the category of obtained accuracies of forecasted processes.
In many studies concerning the construction of prognostic
models, attention is generally paid to selection of model’s class
without deeper analysis of the process itself. The applicative
goal is to create forecasts of energy prices using real data from
exchanges. In the theoretical part, studies involve analysis of
time series of electricity prices on the Polish Power Exchange
(PPEE), and in the practical part, the results of these studies are
used to create real-life forecasts of these prices.

Research concerning forecasting of the variability of energy
prices on the Day-Ahead Market was undertaken as part of this
doctoral thesis. The National Power System (NPS) is
characterized through presentation of the structure of energy
production and consumption, the structure of energy
generation, and cross-border energy exchange. The
characteristics of PPE (Polish Power Exchange) are discussed
and existing markets are characterized. Selection of a specific
model is conditioned by the nature of the variability in the
studied process, the number of observations and availability of
the required data. Price fluctuations on PPE are processes of
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high variability and are often non-stationary over longer time-
periods, whereas some models require stationarity of the
modeled process. The legitimacy of selecting the topic of
modeling energy prices on PPE arises from expectations of
accurate and reliable forecasting of all branches and sectors of
the national economy. Research was focused on modeling the
process within a short-term horizon.

1. NATIONAL POWER SYSTEM IN POLAND

This section contains a synthetic picture of the most
important information about the National Power System (NPS).
The structure of the most important structures making up the
NPS are presented. To illustrate the NPS, power values over the
course of several years, volumes of production, consumption,
import and export of electricity are given, along with the
dynamic of changes. Poland’s full-fledged involvement in teh
European Multi Regional Coupling (MRC) market implies
electricity exchange with many countries, but with limitations
arising from the throughput of connections between the Polish
power system and power systems of other EU member states
[7]. The last part of this section contains information about the
activities and involvement of the Polish operator, which is PSE,
with regard to cross-border connections enabling the creation
of a unified electricity market and participation in it. A brief
characterization of the institutions taking part in creating the
MRC, mainly ENTSO-E.

The concept of the National Power System (NPS)
means the cooperation of units generating electricity, units
responsible for transmission and distribution, and the systems
controlling its operation. The electricity market is playing an
increasingly significant role in the functioning of the NPS [8].
The energy market has brought about the possibility of
competition between electricity generators, which they are
engaging in. Enterprises concerned with the transmission and
delivery of energy to end-users operate under conditions of a
natural monopoly. An important, dynamically growing segment
of the Energy Market is the Polish Power Exchange - PPE.

The NPS currently consists of four basic sectors. A
simplified organizational diagram of the energy sector is given

in Figure 1.

POWER POWER POWER
GENERATION TRANSMISSION DISTRIBUTION POWER TRADING|

Figure 1. Basic Sectors in the NPS

source: Original work

Operational management of NPS technical resources is
performed by dispatching services, in the following hierarchical
structure:

* National Power Dispatching Center (NPDC),
* Areal Power Dispatching Center (APDC)

* Plant Dispatching Centers (PDC),

* Regional Dispatching Centers (RDC).

The NPDC and five APDCs are the dispatching
services of the Transmission System Operator (TSO) while
PDCs and RDCs are the services of individual Distribution
System Operators (DSO). Their responsibilities and scopes of
duties, relationships with regard to cooperation, are regulated
by the Energy law act [9] and detailed regulations.

Power values in division into four categories in the
NPS, over the course of 4 years chosen as an example, are given
in Table 1 and illustrated in a chart - Figure 2.

Table 1. Structure of power in the NPS [MW]

Year
Powers [Mw] | 12/31/201 | 12317201 [ 121317201 | 121317201
3 4 5 6
Installed power 38671 39343 40362 41396
Mean annual
power 37743 38199 38892 40491
generating
capacity from
Mean available | g6, 26363 26763 28140
power
Mean annual 22155 22301 22529 22832
power demand

source: Original work based on data from ARE S.A.
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Figure 2. Structure of power in the NPS
source: original work

Chart Figure 2 shows that the installed power in the
National Power System in successive years fluctuates within
narrow limits due to shortages usually arising from shutdowns
of overexploited generating units and their replacement with
new investments commissioned for exploitation [8]. The case is
similar with regard to powers in other categories.

In 2016, throughout the entire country, energy
production amounted to 162,626 GWh, and a total of 166,100
GWh were consumed, 14,012 GWh were imported, and 12,911
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GWh were exported. Starting from 2013, both national
electricity production and consumption are at very similar
levels, as shown by the chart in Figure 3. During the period of
the last 17 years, electricity consumption has grown by 20%,
and production has increased by nearly 13% over the course of
this same period. This imbalance has been offset by reducing
losses at various stages, replacing old equipment with new,
much more energy-efficient equipment, and through import [8].

170000

160000 |
150000 -
140000 -
130000 -

120000 -

Figure 3. Gross national electricity production and consumption [GWh]

source: Original work based on data from PSE [14]

Numerical data concerning gross electricity production,
consumption and the dynamic of changes (calculated on a year-
to-year basis) in both production and consumption is given in

Table 2 and in chart.

Table 2. National energy consumption and energy production during the

years 2010-2016

production & consumption

Gross national National .
Dynamic .

Year energy energy of Dynamlc'of

production | consumption . consumption

[GWh] [GWh] production

2000 144,417 138,043
2001 144,574 137,843 100.1% 99.9%
2002 143,233 136,165 99.1% 98.8%
2003 150,751 140,590 105.2% 103.2%
2004 153,362 144,069 101.7% 102.5%
2005 156,024 144,838 101.7% 100.5%
2006 160,848 149,847 103.1% 103.5%
2007 159,528 154,170 99.2% 102.9%
2008 155,567 154,980 97.5% 100.5%
2009 150,923 148,718 97.0% 96.0%
2010 156,342 154,987 103.6% 104.2%
2011 163,153 157,909 104.4% 101.9%
2012 159,853 157,013 98.0% 99.4%
2013 164,580 160,059 103.0% 101.9%
2014 159,058 161,224 96.6% 100.7%
2015 164,944 164,610 103.7% 102.1%
2016 162,626 166,100 98.6% 100.9%

Mean dynamic 100.8% 101.2%

source: Original work based on source: PSE [14]

Table 3. Import and export of electricity during the years 2013-2016

Year
Energy [GWh] 2013 2014 2015 | 2016
Energy import 7801 13508 14459 14012
Energy export 12322 11342 14793 12911

source: Original work based on Source: PSE [14]

Table 3 and chart Figure 4 present the level of electricity export
and import for the last 4 years.
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Figure 4. Import and export of electricity

source: Original work based on data from PSE [14]

As can be seen, a large jump took place in 2013 with regard to
import. In the other 3 years, import fluctuates around a similar
level. Greater fluctuations are present in electricity export [8].

The National Power System is connected with many
power systems of neighboring countries. Connection of
Poland’s and Sweden’s systems with a direct current cable has
afforded Poland fully-fledged participation in the European
Multi Regional Coupling market. The new connection with
Lithuania also has an influence on increasing exchange.
Currently, Poland has power connections with the Czech
Republic, Slovakia, Lithuania, the Ukraine, Sweden, and
Germany [4]. Coupling of electricity markets is a complicated
process that is evolving for the ultimate purpose of bringing
about a unified, integrated European Market Coupling [10],
[11]. The total throughput of connections between the Polish
power system and systems of EU member states amounts to
2000-3000 MW (depending on the configuration of the
system’s operation) and is limited by the transmission
capacities within the national system. The current status of
cross-border connections is shown in Figure 5.

Chart Figure 6 shows how electricity exports and
imports have changed, along with the trend line. Up to 2013,
the growth rate of import is clearly higher. Starting from 2014,
equalization of energy export and import is observed.
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Figure 5. Status of cross-border connections, status in 2017

source: [15]

Currently, Poland has energy connections with the Czech
Republic, Slovakia, Lithuania, the Ukraine, Sweden and
Germany. Coupling of electricity markets is a complicated
process that is evolving for the purpose of ultimately bringing
about a unified, integrated European market.

Cross-border electricity exchange-physical flows
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Figure 6. Cross-border electricity exchange

source: original work based on data from PSE [14]

Delays in market coupling limit the full capabilities of
commercial exchange.

Table 4 contains a list of cross-border connections of the
national system.

ro¢nik 2, ¢.2, 2019
Table 4. Cross-border connections of the Polish power system
i | Maximum tolerable Maximum tolerable
Connection Voltag level [KV] power [MW] current loa[lj:]]g capacity
Kraimik - Vierraden 400 206 718
Milulowa - Hagenverder 400 1385 2000
Wielopole - Albrechtice 400 1385 2000
Wielopole - Nosovice 400 1385 2000
Buijakéw - Lickover 220 400 1050
Kopanina - Liskavec 220 400 1050
Stupsk - Stamo 450 (direct current)
Bialystok - Rod 220 231 608
Walks Dobrzvniska - Brzesd 110 120
Dobrotwér - Zamosé 220 251 660
Rzeszow - Chmielni 750 1300 1500
Krosno Iskrzynia - Lemééany 400 831 1200
Elk - Alyfus 400 300

source: Original work based on PSE [14]

The current throughput of cross-border connections meets the
goal set by the Council of Europe, which defines a minimum
10% transmission capacity of cross-border connections with
respect to installed power in the national power system [12]. It
is predicted that the development of cross-border connections
will enable exchange of 20% of domestically consumed energy
by 2020 amd pf 25% by 2030.

Il. ENTITY STRUCTURE OF THE WHOLESALE

ENERGY MARKET

Polska Grupa Energetyczna S.A. (PGE) noted the
greatest market share, of nearly 36%, in the subsector of
electricity generation in 2016. On the market of sales to end-
users, the leader is TAURON Polska Energia S.A., with a share
of 10.2%. The market share of the three largest entities in terms
of energy introduced into the network, including energy
supplied by generating entities directly to end-users, was nearly
55% in 2016. It shrank by2.5% compared to the year 2015. The
three largest generating entities, operating in the capital groups:
PGE Polska Grupa Energetyczna S.A., TAURON Polska
Energia S.A. and ENEA S.A. collectively hold slightly over
half of the installed power in the national power system, and
their total production of electricity nationwide was up to 60%.
%. The share of capital groups in electricity introduced into the
network is shown in 7 [12].
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Note! In 2016, the German energy concern RWE Polska S.A. changed its name to Innogy Polska S.A.

Figure 7. Share of capital groups in the volume of electricity introduced
into the network. (Status as of 31 December 2016)

source: [13]

The exchange makes public information concerning DAM
listings according to date of supply, including prices, trading
volume and index values. The IRDN, sIRDN, offIRDN,
IRDN24, IRDNS8.22, IRDN23.7 and PPe24 indexes are
determined  for hourly instruments (without block
instruments)[11], [12].

The PPe24 index is the base instrument for electricity
derivatives, i.e. futures contracts. The PPeBase index is
determine on the basis of both hourly and block instruments.
These two indexes are defined as follows:

PPe24 index determined as the arithmetic mean of prices
determined on the DAM for the given date of supply during the
first Fixing, i.e.:

J
M.
TGe24 = Z—.‘ (1)
i=1 J

Where:
j —number of hours on the day of supply,
Mi— fixing price for the j-th hour

PPeBase index determined as the arithmetic mean of hourly
prices determined on the DAM for the given day of supply. This
index is a comprehensive source of information about prices on
the DAM, accounting for all types of instruments and listing
systems on this market. The PPe24 and PPeBase indexes are
determined as follows:

J
M.
TGeBase = Z—l )
=/

Where:
j —number of hours on the day of supply (23 to 25),,

Mi— weighted average for the j-th hour, expressed by the
formula:

n

w$i) o

i=1

n —number of transactions in given hour,

Pi— price determined for i-th transaction,

Vi—trading volume in the i-th transaction for the given hour of
electricity supply,

Vj— trading volume for given hour of electricity supply.

Over the last several years, the trading volume of
electricity on all markets of the PPE increased over two-fold,
from slightly over 81 TWh in 2010 to nearly 187 TWh in 2014.
In 2010, electricity generation was at a level of approx. 160
TWh, meaning that approx. 50% of the volume of national
production was traded on the PPE. Six years later, this trading
volume fluctuated around nearly 120% of the volume of
national production [8]. This signifies dynamic growth of the
Polish market’s liquidity, making it one of the most liquid in the
region of Central and Eastern Europe [12]. Figure 8 shows
changes in electricity trading volume from 2010 on the PPE.

1632 152.9 1625
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Hational energy
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Figure 8. Electricity trading volume on the PPE.

source: [11]

Chart Figure 8 shows that the increase in electricity
trading volume concerned the futures market, the Intraday
Market and the Day-Ahead Market alike. The rate of trading
volume growth on PPE’s electricity futures market was similar
to the dynamic of changes occurring on the futures market of
the largest European electricity exchange, i.e. the German EEX.
Figure 9 shows the shares of markets in electricity trading
volumes on the PPE in 2015, while Figure 10 shows the
structure of electricity trading volume in the years 2015-2016
on the main markets managed by PPE S.A.
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Figure 9. Shares of Markets in trading volumes on the PPE in 2015
source: [11]
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Figure 10. Structure of electricity trading volume in the years 2015-2016
on markets managed by PPE S.A.

source: [13]

A small but varied price change is observed on the
wholesale electricity market. The average price of energy on the
DAM in 2015, weighted by volume, amounted to PLN
155.66/MWh and was nearly PLN 30/MWh lower — i.e. 16%
lower — compared to 2014, when the price was PLN
184.75/MWh. The situation was reversed in 2016, when a slight
increase was noted on the wholesale market in comparison to
2015. The average price on the Day-Ahead Market in 2016 was
PLN 159.22, PLN 2.27/MWh higher than in 2015. A similar
tendency was noted on the Balancing Market when, in 2016, the
price of CRO was PLN 164.19/MWh, which was higher by
PLN 6.88/MWh in comparison to the year 2015.

The main factor behind the slight increase in prices on
this market in 2016 was the growth of demand for power in the
NPS as well as the change in the structure of electricity
generation. In 2016, approx. 730 MW of new capacity was
created in wind power plants, however the entire RES sector did
not bring about the expected growth of production in this
subsector. Production from inexpensive power plants fired by
brown coal decreased substantially, by over 4%, in 2016. This
drop was compensated by greater production in more expensive
power plants fired by gas, the production of which increased

CFM witho
2458 17

significantly compared to 2015, by 37.8% to the level of 5.8
TWh [11].

The CFM noted a slight drop in prices. The average
weighted price in 2015 of the BASE_Y-16 contract was PLN
164.37/MWh and was PLN 4.88/MWh lower than the price in
2014. The case was similar in 2016, when the transactional
price of the BASE_Y-17 contract reached the level of PLN
159.26/MWh, meaning that it dropped by over 3% compared to
the BASE_Y-16 contract’s price. Prices and their changes as a
percentage are given in Table 9 for both the DAM and CFM
(for the Base_Y-15, Base_Y-16 and Base_Y-17 instruments).

Table 5. Dynamic of price changes on the DAM and CFM

DAM
2014 2015 2016 2015/2014 2016/2015
184752k | 155.66z | 159.22 7 84.25% 102.29%
CFM BASE_Y-RR contracts
169.25 7t l 164.37 zt | 159.26 zt I 97.12% 96.89%

source: original work
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Figure 11. Average monthly energy prices in 2016 on the SPOT and BM
markets as well as average monthly temperatures.

source: [11]

Figure 11 contains charts of average monthly electricity prices
on the SPOT and BM markets, along with average monthly
temperatures. They provide a certain perspective on how final
average annual prices were shaped.

V. DYNAMIC MULTIDIMENSIONAL
REGRESSION MODEL WITH SELECTION

OF PREDICTORS

The results of fitting models for every hour, expressed as
the measure of mean absolute percentage error (MAPE) and the
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results of validating forecasts are given in Table 6, Table 7.
Mean errors from each of the modeled 24 hours are given in the
last column of Table 7. To better illustrate the results, charts
Figure 12, Figure 13, Figure 14 show characteristic validation
forecasts for hours with min, max error and mean error.
Calculations were carried out for hourly models, and hourly
results made it possible to determine daily forecasts. The chart
presented in Figure 43 below illustrates the distribution of
hourly errors on the background of mean error for validation
forecasts. The chart shows that approx, 50% of hourly errors are
smaller than the mean error.

Table 6. Mean hourly errors of fit of models and validation forecasts

h1l | h2 | h3 | h4 I h5 I hé I h7 | h8 | h9 | h10 | hi1l | h12 I
MAPE% of model’s fit
3.25 | 3.11 | 3.29 | 3.32 | 3.60

3.74 | 4.62 | 4.77 | 4.58 | 4.88 | 4.51 | 4.68 |
MAPE% of validation forecast

315 | 287 [ 331 [ 327 | 204 | 336 [ 551 | 475 | 458 | 480 | 503 | 469 |
source: original work

Table 7. Mean hourly errors of fit of models and validation forecasts ctd.

h13 | hi4 | h15 | h16 | h17 | h18 | h19 | h20 | h21 | h22 | h23 | h24 | MAPE%_sre

MAPE% of model’s fit ‘

451 | 4.63 | 453 | 4.42 | 4.33

4.76 | 4.76 | 4.64 | 5.06 | 4.65 | 4.29 | 4.28 | 4.30

MAPE% of validation forecast |

5.02 | 4.22 | 4.35 | 4.38 | 451

4.05 | 4.68 | 4.55 | 461 | 4.06 | 3.80 | 4.62 | 421

source: original work

Cells in tables, with errors: min, mean and max for fitting and
for validation forecasts are distinguished by highlighting.

Real and modeled prices for hour with minimum mean hourly error
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Figure 12. Chart of hourly real and forecasted prices for minimum
MAPE%

source: original work
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Figure 13. Chart of hourly real and forecasted prices for mean MAPE%,

source: original work
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Figure 14. Chart of hourly real and forecasted prices for maximum
MAPE%,

source: original work

Distribution of hourly errors on the background of mean error, variant V1
6,00%

5,00% —~

4,00%

3,00%

2,00%

1,00%

0,00%

123 456 7 8 91011121314151617181952021222324

hours

MAPE%_hour = = — MAPE%_mean

Figure 15. Distribution of hourly errors on the background of mean error

source: original work

Knowing hourly forecasts, daily forecasts were also

determined. Mean daily errors for validation forecasts are given

in Table 8.
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Table 8. Mean daily errors of validation forecasts.

Charts of daily prices, real and from regression model, for day with

Date MAPE% Date MAPE% Date MAPE% mean error=4.14%
4/2/2017 | Sun | 5.38% | 4/21/2017 | Fri | 552% |5/10/2017 | Wed | 2.22% 200,00
4/3/2017 | Mon | 3.86% | 4/22/2017 | Sat | 6.76% |5/11/2017 | Thu | 5.77% 180,00 L
4/412017 | Tue | 2.87% | 4/23/2017 | Sun | 4.86% |5/12/2017 | Fri | 3.03% Z 160,00 /é'— Nw
4/5/2017 | Wed | 4.03% | 4/24/2017 | Mon | 167% |5/13/2017 | Sat | 4.56% %‘140,00 ~_ / _\\
4/6/2017 | Thu | 2.79% | 4/25/2017 | Tue | 3.82% |[5/14/2017 | Sun | 2.37% < 120,00 —_—
4/7/2017 | Fri | 1.86% | 4/26/2017 | Wed | 3.48% | 5/15/2017 | Mon | 2.69% 100,00
4/8/2017 | Sat | 4.66% |4/27/2017 | Thu | 3.65% |5/16/2017 | Tue | 5.65% 8000 T T T T T T T T T T T T T T T T T T T
4/9/2017 | Sun | 4.95% | 4/28/2017 | Fri | 1.96% |5/17/2017 | wed | 3.54% 1 3 5 7 958 1113 15 17 18 21 23
4/10/2017 | Mon | 3.62% | 4/29/2017 | Sat | 4.89% | 5/18/2017 | Thu | 4.03% hours
4/11/2017 | Tue | 10.27% | 4/30/2017 | Sun | 2.90% |5/19/2017 | Fri | 3.16% vz Y_pr
471212017 | Wed | 327% | S/1/2017 | Mon | 274% | 5/20/2007 ) Sat | 4.30% Figure 17. Chart of daily real and forecasted prices for day with mean
4/13/2017 | Thu | 5.89% | 5/2/2017 | Tue | 3.00% |5/21/2017 | Sun | 9.83% MAPE%
41472017 | Fri | 384% | 5/3/2017 |Wed | 244% |5/22/2017 | Mon | 396% | ooce original work
4/15/2017 | Sat | 7.74% | 5/4/2017 | Thu | 4.75% |5/23/2017 | Tue | 4.55%
4/16/2017 | Sun | 8.06% | 5/5/2017 | Fri | 353% |5/24/2017 | Wed | 3.47%
4/17/2017 | Mon | 3.63% | 5/6/2017 | Sat | 3.02% |5/25/2017 | Thu | 4.75% Charts of daily prices, real and from rezression model, for day with
4/18/2017 | Tue | 5.98% | 5/7/2017 | Sun | 2.39% | 5/26/2017 | Fri | 2.15% max error=10.27%
4/19/2017 | Wed | 341% | 5/8/2017 | Mon | 246% |5/27/2017 | Sat | 4.26% 200,00
180,00
4/20/2017 | Thu | 3.80% | 5/9/2017 | Tue | 2.83% |5/28/2017 | Sun | 4.23% < 16000 A~ AN\
Mean error 4.12% § 120,00 // N
< 100,00 }\""'7
source: original work 80,00
60,00 +——— 1T

Charts Figure 16, Figure 17, Figure 18 show 3 characteristic
days on which min, mean and max error occurred, respectively.
Chart Figure 19 shows daily errors on the background of mean
error from all days. Approx. 60% of daily errors are lower than
the mean error determined from all forecasted days.

Charts of daily prices, real and from regression model, for day with
min error=1.67%

e .
160 =
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Figure 16. Chart of daily real and forecasted prices for day with minimum
MAPE%.

source: original work
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Figure 18. Chart of daily real and forecasted prices for day with maximum
MAPE%

source: original work

Distribution of daily errors on the background of mean error, variant V1
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Figure 19. Distribution of daily errors on the background of mean error.

source: original work
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V. SUMMARY AND CONCLUSIONS

Advanced works on synchronization of the electricity
networks of Baltic States with the continental European
network are bringing the moment at which these systems will
be connected closer, albeit with difficulties and delays.
Collaboration between operators of multiple national systems
will improve the energy security of every participant in the
common market. According to assumptions, construction of
cross-border connections is to end in 2025. The realization of
these assumptions will surely accelerate the process of creating
the Market Coupling and thus increase interest in Fixing prices.
The growing significance of PPE, the running and expanding
common platform for electricity trading in the EU (Market
Coupling), naturally raises interest in the exchange on the part
of entities on the electricity market in various aspects. One of
the more important and obvious aspects is predicting energy
prices to the best possible extent, and this is a strong impulse in
the direction of creating prognostic models of prices on PPE,
particularly of energy prices on Fixing Il. Interest in forecasts
of prices on PPE is also growing in relation to the project of
introducing the obligation of 100% electricity sale on the
exchange. There are already energy groups, like PGE or
Tauron, who are directing their entire production to PPE,
recognizing that this has an influence on liquidity and
transparency of the market, to the benefit of both consumersand
suppliers.

Conducted analyses of price series in the context of
creating forecasts demonstrated that the best system of
variability after decomposition (filtering), along with
consideration of the size of the set, is the hour / successive day
of week system - filtered out from the source series. The system
with the lowest variance, which proved to be series divided into
day of the week, with division of every day into successive
hours, was not taken into account due to a small sample size of
data, since one of the models was a neural network, which
required sets with a very large number of observations.
Observations for one year, with listings in this system, enable
the creation of series with 52 observations. This sample size is
sufficient for many models, with the exception of network
models.

Forecasting of prices in general is considered to be
very difficult, mainly in the sense of required accuracies. Even
models that are very expanded and complicated in terms of the
algorithms applied, with a high number of input variables, do
not guarantee high accuracy. For example, ARE is working on
a model for price forecasting called TradeARE. The model has
been tested since the end of March 2017. For a certain period,
daily forecasts of electricity prices on the DAM (Fixing I) were
presented. There is currently no information about forecasts of
electricity prices on the DAM on ARE’s websites. THe model
of TradeARE, as indicated by its description, employs several
forecasting methods, and optimization, simulation and data
mining methods have been implemented in it. The model
requires many input variables, among which the most important
are:

1. Forecast of demand for electricity,

2. Available generating potential of CDUs, accounting for the
scope of planned and unplanned shutdowns and overhauls,

3. Generating potential of nCDUSs, accounting for the scope of
planned and unplanned shutdowns and the nature of their
operation, including wind power plants and other renewable
energy sources,

4. Capability and quantity of planned inter-system exchange,
5. Network limitations.

6. Generating costs in the power system, along with the costs of
CO2 emission allowances,

7. Operational Power Reserve (ORM) and Response Cold
Reserve (IRZ2),

8. Meteorological and hydrological conditions.

This simplified description of the model shows the
degree of complexity and multitude of required input data.
Knowledge of exchange and system data originating, among
other things, from PPE, PSE, foreign exchanges, and from
transmission network operators of neighboring countries, is
necessary on every forecasted day.

This work was supported by the Scientific Grant Agency of the
Ministry of Education of Slovak Republic and the Slovak
Academy of Sciences by the projects VEGA No. 1/0372/18.
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Modelovanie tém v textovych prudoch dat

Miroslav Smatana
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Abstrakt—V predloZenej praci sa venujeme problematike
modelovania tém zo vstupnej mnoZiny textovych dokumentov.
Modelovanie tém patri medzi Standardné metédy analyzy
textovych dat a svoju popularitu si ziskalo najmi v poslednych
rokoch s prichodom socidlnych médii a digitalizacii dokumentov.
Tieto texty cCastokrat obsahuji uZitoné informacie, pric¢om
modelovanie témy (ktoré sa snaZi odkryvat’ skryté tematické
vzt'ahy zo vstupnej mnoZiny dokumentov) nam ponika nové
moznosti ich prehPadavania, vyhPaddvania a sumarizicie.
Existuje niekol’ko metéd ktoré rieSia problém extrakcie tém,
avSiak bolo predstavenych len milo metéd schopnych
spracovavat’ prudy textov v realnom case, ktoré tvoria
v stasnosti drviva vidsinu textovych. Preto sme sa v tejto praci
rozhodli venovat’ problematike spracovania textovych pridov
dat. Praca popisuje navrhovani metédu na extrakciu tém z
pridov dat a taktiez platformy na spracovanie velkych dat, v
ramci ktorej je taito metéda implementovana.

Keywords—vel’ké ddta; modelovanie
neurdnové siete; autoenkodér

témy, prudy dat;

Abstract— In this paper, we are dealing with the problem of
topic modeling from an input text corpus. Topic modeling
represented a standard method for text analysis and grown its
popularity in recent years with alarge number of digital
documents, especially from social media. Those data usually
contain useful information, and topic modeling represents a new
way for their browsing, searching and summarizing. There exist
several topic modeling methods, but only a small part of them are
dealing with the processing of data streams in real-time. For that
reason, we aim our work to develop a method which will be able
to extract topics from data streams and its implementation using
a big data platform.

Keywords—big data; topic modeling; data streams; neural
networks; autoencoder

I. UvoD

Marketing stale zavisel na datach. Ich spravne pochopenie
a pouzitie mdze spolocnosti priniest konkuren¢ni vyhodu,
naopak ich ignorovanie moze stat’ firmu jej postavenie na trhu.
V kontexte marketingu su tieto data chapané ako informacie o
zakaznikoch, nazory na produkty, nazory na spolo¢nost’ a pod.

V minulosti boli tieto typy dat ziskavané pomocou
dotaznikov, rozhovorov, a na ich zaklade vytvarali spoloc¢nosti
rozhodnutia.

V shcasnosti s prichodom socidlnych médii, ktoré su
momentalne  vnimané ako jeden z  najsilnejSich
komunikaénych prostriedkov a zacinaji vytlacat Standardné

Peter Butka

Katedra kybernetiky a umelej inteligencie
Technicka univerzita v KoSiciach
Kosice, Slovensko
peter.butka@tuke.sk

komunikacné prostriedky ako telefonne hovory a SMS spravy,
sa v marketingu otvaraji nové moznosti ziskavania a analyzy
dat. Socidlne média st zdrojom enormného mnozstva
prispevkov. Tieto prispevky zvyCajne odrazaji nazory a
postoje pouzivatelov na udalosti vo svete, produkty, osoby,
organizacie a pod. Pri ich zbere a néslednej analyze sa
stretavame s niekol’kymi vyhodami [1]:

e nie je potrebna interakcia s pouzivatel'om;

e 70 socidlnych médii je mozné ziskat' ovela viac
dat ako pomocou klasickych metdd;

e ziskané data su Castokrat blizSie skutocnosti ako
pomocou klasickych metdd, kde si pouZzivatelia
davaju vacsi pozor na svoje odpovede.

Taktiez data ziskané touto formou maju niekol’ko nevyhod
[1]:

e v mnozstve ziskanych dat je cCasto zlozité a
Casovo narocné najst tie ktoré budd pre
spoloc¢nost’ uzito¢né;

e mnoho z prispevkov ziskanych takouto formou
obsahuje len odkaz na iné¢ webové stranky, videa,
obrazky, ¢o ich spracovanie robi naro¢nejSim.

Data zo socialnych médii mézu byt nasledne vyuzité na
niekol’ko typov analyz ako napriklad [1]:

e analyza krizovych situacii v Case - v pripade
vojnového konfliktu je mozné sledovat Casovy
vyvoj toho, ako l'udia reaguju a na zaklade toho
vykonat’ adekvatne kroky;

e zavedenie nového produktu na trh - sledovanie
pouzivatel'skych reakcii, ¢i sa im produkt paci
alebo aké ma nedostatky;

e cicleny marketing - napriklad sledovanie
jednotlivych Casti mesta a zistovanie ¢o v ktorych
Castiach Tudi zaujima a na zaklade toho im
ponukat’ produkty;

e ochrana reputacie - sledovanie prispevkov, ktoré
piSu o danej spolocnosti a ak su tieto prispevky
negativne snazit’ sa ¢o najskor reagovat’.

Ako je mozné vidiet, analyza prispevkov zo socialnych
médii moze hrat’ vyznamnu ulohu v marketingu. Jednou z
moznosti takejto analyzy je pouzitie metdéd modelovania tém,
ktoré nam ukazali nové moznosti pre prehladdvanie,
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vyhl'addvanie a sumariziciu velkého mnozstva textovych dat.
Cielom modelovania témy je vytvaranie skupin slov
(reprezentujucich tému), ktoré sa spolu Casto vyskytuju. Avsak
ak chceme data zo socialnych sieti vyuzit’ co najefektivnejsie,
potrebujeme ich analyzovat' vreadlnom ¢&ase, kde tieto
prispevky st vo forme pridov dat. Ich spracovaniu je v
stcasnosti prispdsobené len malé mnozstvo metodd. Preto sme
sa v tejto praci rozhodli zaoberat’ modelovanim témy a taktiez
navrhom platformy na spracovanie velkych dat, ktora by bola
schopna tieto textové data spracovat’ a vizualizovat.

Il. MODELOVANIE TEM

Modelovanie tém je jednou z moznosti automatickej
analyzy velkého mnozstva textovych dokumentov, ktoré sa
snazi hladat’ skryté tematické Struktiry v kolekcii vstupnych
dokumentov a vytvarat' skupiny slov (témy), ktoré sa spolu
vyskytuju dostatocne Casto. V dobrom modelovani témy tieto
skupiny slov davaji vyznam ako napriklad "lod’, kapitan,
pristav" a "farma, pole, dobytok". Vdaka tomu nam
modelovanie témy ponuka nové moznosti pre hl'adanie,
prehl'adavanie a sumarizaciu textovych dokumentov.

Jednou z moznosti ako rozmyslat nad procesom
modelovania témy je predstavit si, Ze mame niekol'ko
zvyraziiovacov roznych farieb a text z ktorého chceme
extrahovat’ témy. Nasledne prechadzame text a zvyraziiova¢mi
vyznacujeme kl'iCové slova tak, aby slova ktoré rozpravaju o
rovnakej téme boli zvyraznené rovnakou farbou. Potom su
tieto slova vybrané z textu a zoskupené podl'a farby [2].

Doposial’ bolo vyvinutych niekol’ko metdd a ich
modifikacii urenych na modelovanie tém. Ako jedna z
prvych metdéd moze byt vnimana metéda latentnej
sémantickej analyzy (LSA) [3], pretoZe sa snazi hl'adat’ skryté
sémantické Struktury v texte. Aj ked’ tato metdda nie je priamo
povazovana za metddu modelovania tém, jej rozSirenia sa stali
zakladom pre tieto metédy. Prikladom je pravdepodobnostna
latentna sémanticka analyza [4], ktora bola zakladom pre
metodu Latentnej Dirichletovej Alokacie (LDA) [5]. Neskor
vzniklo niekolko modifikicii LDA. Petterson a kol. [6] vo
svojej praci pouzivaju informacie o slove ako d’alsi atribut,
radsej ako urcité explicitné obmedzenie. Okrem LDA a jej
modifikacii vzniklo aj niekolko inych metdd ako napriklad
hierarchicky Dirichletov proces [7], modelovanie témy
zalozené na metéde MASVI (Moving Average Stochastic
Variation Inference) [8]. Prevazna viacSina tychto metdd
dosahuje kvalitné vysledky na rozsiahlych textoch, avsak na
analyzu kratkych textov ako prispevky zo socidlnych sieti nie
st vhodné. Pre tieto potreby vSak bolo vyvinutych niekolko
metdd ako napriklad Phan a kol. [9], Sridhar [10] , Quan a kol.
[11]. Tieto modely reprezentuju modely schopné spracovavat’
vstupné data v davkach, avSak v sucasnosti sa do popredia
dostavaju prady dat. Blei a Lafferty prezentovali metodu
nazvani Dynamic Topic Models (DTM) [12]Chyba! Nenasiel
sa ziaden zdroj odkazov., ktora patri medzi
pravdepodobnostné ¢asové modely. DTM je schopny pracovat
s diskrétnym priestorovym modelom. Wang a kol.
prezentovali Continuous Time Dynamic Topic Models
(cDTM) [13], ktory riesi problém diskretizacie klasického
DTM. Dal$ou z metéd schopnych extrakcie tém v &ase je
pristup prezentovany v [14], ktory je zalozeny na HDP.

V tejto praci sa budeme venovat’ modelu extrakcie tém
zalozenom na neurénovych sietach, ktoré si nachadzaju v
poslednych rokoch v oblasti modelovania tém Coraz vicsie
zastupenie. Salakhutdinov a Hinton [14] prezentovali vo
svojej praci model nazvany Replicated Softmax (RSM).
Larochelle and Lauly [16] prezentovali DocNADE, ktory
predstavuje neuralny autoregresivny model tém. Daldimi z
prac, ktoré sa venuji modelovaniu tém zaloZenom na
neurénovych sietach su: Neural Variational Inference Model
(NVDM) [17], Neural Topic Model NTM [18], k-
kompetitivny autoenkodér KATE [19], ProdLDA [20] alebo
model z oblasti extrakcie evolucie tém v Case popisaného v
praci [21].

I1l. NEURONOVE SIETE

Neuronova siett (NN) [22] je vypoltovy systém
inSpirovany prirodnymi biologickymi systémami (ako napr.
ludsky mozog). NN je zlozena z velkého mnozstva vysoko
prepojenych elementov nazyvanych neurény (pomenovanie po
neurénoch v Iludskom mozgu), ktorych ciefom je
spolupracovat’ na vyrieSeni Specifického problému. Tak ako
U ludi je pri NN snaha dosiahnut’ aby sa ucili z dostupnych
prikladov a vyuzit' ziskané vedomosti v budicnosti. Aby sme
boli schopny naucit NN potrebujeme trénovacie priklady
(x(i),y(0)), kde i € {1,..n}reprezentuje index i-tého
trénovacieho prikladu z mnoziny n prikladov. x reprezentuje
vstupné priznaky a y reprezentuje vystupné priznaky, ktoré
chceme pomocou NN predpovedat. Napriklad v medicine
mozu pacienti reprezentovat' trénovacie priklady, ich
symptomy reprezentuji  vstupné  priznaky a choroba
reprezentuje vystup ktory chceme predpovedat’.

Pre popis komplexnejsej NN, je potrebné najskor popisat
najjednoduchsiu NN, ktora pozostava z jedného neur6nu
(Struktura neurénu je zobrazena na Obr. 1). Neurén je
vypoctova jednotka do ktorej vstupuje vstup {x1, x2, ..., xn},
generuje vystup y a pozostava z nasledujicich Casti:

Synaptické vahy {w1, w2, ..., wn} — sliiziace na prepojenie
neurdénov a su nosite'mi informacii v NN.

e in—reprezentuje vstup do neurénu — a je funkciou
vstupov {x1, x2, ..., xn}. Vo vic§ine pripadov je
tato funkcia jednoduchou sumou vstupov a ich
synaptickych véh:

ini = ?I=1 Wi j Xj (1)

e f(in) — predstavuje aktivaénu funkciu. Existuje
niekol’ko typov aktivacnych funkcii, ale pre
potreby tejto prace sme sa rozhodli pouzit
sigmoidalnu aktivac¢nu funkciu:

flin) = ———— @)

1+exp(—in)

e out(x) — vystupna funckia, ktord je zvy€ajne
identickou funkciou - out(x) = x
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X1

X2

Obr. 1 Struktira neurénu

NN je Struktira, ktord spaja vel'ké mnozstvo neurénov tak,
ze vystup jedného neurénu je vstupom do inych neurdnov.
Priklad takejto komplexnejsej neuronovej siete so 4 neuronmi
je zobrazeny na Obr. 2, kde L1 reprezentuje vstupnd vrstvu,
L2 reprezentuje skryta vrstvu (vystupne hodnoty neurénov
tejto vrstvy nie s obsiahnuté v trénovacich prikladoch), L3
reprezentuje vystupnu vrstvu a a(i)j reprezentuje vystup j-tého
neurénu v i-tej vrstve. Podet vrstiev udava hibku NN a na
zaklade NN na Obr. 2 bude vystup NN vypocitany
nasledovne:

y =0 F@ @) ®

L1

L2 L3

Obr. 2 Priklad neurénovej siete S0 4 neurénmi

A. Autoenkodér

Autoenkodér (AE) je typ neurdnovej siete, ktord sa snazi
predikovat’ svoj vstup na vystupe. ZvycCajne sa tento typ NN
pouziva na redukciu dimenzii priznakového priestoru alebo
ucenie priznakov. AE je mozné chapat ako NN, ktora sa
sklada z dvoch ¢asti: funkcie enkodéra h = f(x) a funkcie
dekodéra r g(h). Enkodér sa pouziva na extrahovanie
redukovanych dimenzii alebo priznakov a dekodér sa pouziva
na rekonStrukciu origindlneho vstupu na zaklade tychto
redukovanych dimenzii. Priklad AE je zobrazeny na Obr. 3,
kde X R a Z je reprezentacia vstupu s redukovanou
dimenzionalitou.

IV. AUTOENKODER PRE POTREBY MODELOVANIA TEM

V tejto kapitole predstavime navrhovany autoenkodér
(TopicAE), ktorého cielom je modelovat spravanie
generativnych met6d na modelovanie tém, ¢o znamenad, ze na
skrytej vrstve sa aktivuje len malé mnozstvo neurénov (tém)
pre kazdy vstup (dokument) a kazdy z tychto neurénov (tém)
by mal byt aktivovany len pre niekol’ko dokumentov.

Pre dosiahnutie takéhoto sprdvania sme modifikovali
chybovu funkciu §tandardného autoenkodéra na skrytej vrstve
pridanim penalizécii pre témy:

]topic(t) = ](t) + ‘Q(t)v (4)
pricom Q(t) je definované takto:

Q1) = a X, KL(pllpi) + BXiZ; KL(sllsD) +

Y Xk KL(o||oD), &

kde a, B, y su vahy jednotlivych penalizécii t¢ém v chybovej
funkcii (zvyCajne nastavené na 1), m je pocet trénovacich
prikladov, h je pocet neurénov v skrytej vrstve. KL(p||p;)
predstavuje penalizaciu zalozeni na KL divergencii zvolenej
nasledovne:

®)

’ 1-
KL(pllpf) = p *log= + (1= p)log =
1 1

1

p; je priemernd hodnota aktivicie neurénov na skrytej
vrstve pre i-ty trénovaci priklad, ¢ je median aktivacii
neurdénov na skrytej vrstve pre i-ty trénovaci priklad, of je
priemernd hodnota aktivacii i-teho neurdénu na skrytej vrstve
pre mnozinu trénovacich prikladov a p, g, o st konstanty
(zvyCajne malé Cislo blizke 0 napr. 0,05) a pre dosiahnutie
podobnej distribucie tém ako pri klasickych metédach
modelovania tém by malo platit’ ¢ < p.

Témy z TopicAE je mozné ziskat zo skrytej vrstvy, kde
kazdy neurdn predstavuje jednu z tém. Pre najdenie slov, ktoré
popisuji dani tému je potrebné aktivovat’ (nastavit jeho
hodnotu na 1) dany neurén na skrytej vrstve (tému) a hodnoty
ostatnych nastavit na 0 a nasledne vypocitat’ aktivacie
neurébnov na vystupe, kde tieto neurdny reprezentuju
jednotlivé slova.

Aby bolo mozné vyuzit TopicAE na zobrazenie vyvoja
tém v Case staci ak vstupné data zoradime chronologicky a
preucame TopicAE po kazdom zédzname alebo v davkach.

Obr. 3 Priklad autoenkodéru
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A. Experimenty

Kvalitu modelovania tém v pradoch dat pomocou
navrhovaného pristupu sme overovali na datovej mnozine The
Reuters Dataset?, ktora obsahovala 10788 dokumentov. Na
porovnanie kvality navrhovaného pristupu s metdédami LDA a
LSI sme navrhli pristup vyhodnocovania kvality metod
modelovania tém pri ktorom sme pouzivali 2 kvalitativne
metriky: sudrznost s vyuzitim metriky UMass (na
ohodnotenie kvality ziskanych tém) [23], anormalizovana
vzajomn informaciu (Normalized Mutual Information - NMI)
[24], ktora sluzi na porovnanie rozdielnosti extrahovanych
tém.

Na Obr. 4 je mozné vidiet, ze nami navrhovany pristup
dosahoval lepsie vysledky stdrznosti tém pri aplikacii na
ulohu extrakcie tém v Case a taktiez je mozné vidiet, Ze
dosahuje stabilné hodnoty stidrznosti v jednotlivych ¢asoch. Z
Chyba! NenaSiel sa Ziaden zdroj odkazov. je vidiet, Ze aj
hodnoty NMI boli porovnatelné s ostatnymi metédami a
taktiez dosahovali stabilné hodnoty. Okrem kvality
extrahovanych tém sme sa taktiez zamerali na testovanie
Skalovatelnosti navrhovaného pristupu. V Tab. 1 si zobrazené
porovnania rychlosti extrahovania tém zo vstupnych dat
s dorazom na rdznorodost’ poétu tém a velkosti spracovavanej
davky dat. Ako je mozné vidiet' ¢as spracovania narastd tak
spoftom extrahovanych tém, ako aj s velkostou
spracovavanej davky.

-300
t1 t2 t3 t4 t5 t6 t7 t8 t9 t10
% 350
c
g
| DA eS| TopicAE

Obr. 4 Porovnanie priemernej sudrznosti pre LDA, LSI a TopicAE pre
prudy dat z Reuters datasetu (dataset bol rodzeleny na 10 ¢asovych usekov

t1...t10)
0,24
0,235 -_\VAM_
; 0,23
0,225 . N
0,22
t1 t2 t3 t4 t5 t6 t7 t8 t9 t10
s | DA e | S| TopicAE

Obr. 5 Porovnanie priemernej NMI pre LDA, LSI a TopicAE pre prady
dat z Reuters datasetu (dataset bol rozdeleny na 10 ¢asovych usekov tl...t10)

! https://martin-thoma.com/nlp-reuters/

V Tab. 2 je priklad vyvoja tém v Case pre vybranu tému
ziskanu pomocou TopicAE. V tabul’ke moézeme vidiet' ako sa
menia kl'uCové slova pre dani tému medzi jednotlivymi
davkami v 10 réznych ¢asoch.

Tab. 1 Porovnanie rychlosti extrakcie tém zo vstupnej mnoziny dokumentov
s ohl'adom na roéznu vel'kost’ davok dat a poctu tém (vSetky modely boli
spustané pri 50 iteraciach pre prvi davku a 10 iteraciach pre ostatne davky

dat).
Priemerny cas Priemerny cas
spracovania prvej spracovania davky dat
davky dat [s] [s]

davka =1079, 42 8.3
pocet tém = 50

davka =1079, 49.6 9
pocet tém = 100

davka =1079, 61.4 13.8
pocet tém =200

davka = 3000, 105 20.5
pocet tém = 50

davka = 3000, 135.6 27
pocet tém = 100

davka = 3000, 174.8 34
pocet tém =200

davka =100, 5 0.9
pocet tém = 50

davka =100, 6.2 11
pocet tém = 100

davka = 100, 8.2 1.6
pocet tém =200

V. PLATFORMA NA SPRACOVANIE VECKYCH PRUDOV

TEXTOVYCH DAT
Ako sme videli napriklad pri  experimentoch
skalovatelnosti TopicAE pre spracovanie pradov dat,

S narastajucim poctom spracovanych dat narastal aj cas ich
spracovania. Jednou z moznosti ako ich spracovavanie
urychlit’ je pouzit’ pristupy na spracovanie velkych dat. V tejto
praci sme navrhli jednoduchu, Skalovatelnu platformu
zobrazent na Obr. 7, ktora sa sklada z 4 hlavnych Casti:

e Integracia/orchestracia dat — pre potreby integracie dat je
pouzitd platforma spracovania pridov diat Confluent?,
ktora je kolekcia servisov, nastrojov a postupov uréenych
pre integraciu avymenu dat vredlnom c¢ase medzi
jednotlivymi Castami systému. Confluent predstavuje v
istom zmysle nervovy systém nasej platformy. Jednotlivé
Casti su zobrazené na Obr. 6. V naSej platforme
nevyuzivame vSetky casti platformy Confluent, ale
vyuzivame len 4 vybrané sluzby a nastroje [25]:

Apache Kafka - predstavuje systém odosielanie
sprav pracujuci v realnom Case, ktory je odolny
proti chybam a skalovatel'ny.

o

2 https://www.confluent.io/
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Obr. 6 Vizualizacia Confluent platformy a jej Casti [25]

REST Client - ponuka jednoduché
rieSenie pre pracu s Apache Kafka.
Umoziuje zasielanie a prijimanie sprav
cez Kafku pomocou RESTfull HTTP
sluzieb.

Schema Management - je uréené pre
serializaciu sprav posielanych v Kafke
do Avro formatu.

Certified External Connectors - su
nastroje  uréené pre  jednoduché
streamovanie dat medzi Kafkou a inymi
datovymi systémami (v naSom pripade
medzi Kafkou a ElasticSearch).

Modelovanie tém — v Casti modelovania tém su

streamované data  spracované  pomocou
frameworkov ~ Apache  Spark®,  Keras* a
TensorFlow®. Spark predstavuje analyticky

framework uréeny pre spracovanie velkych dat a
framework Keras a Tensorflow su pouzité pre
implementaciu TOpicAE.

Ukladanie dat Data st ukladané
distribuovanom tlozisku ElasticSearch®.

\

Vizualizacia dat — Poslednym krokom je vhodna
vizualizacia vysledkov analyzy koncovému
pouzivatelovi. V tejto Casti je mozné pouzit
vlastné riesenie alebo prepojit’ ElasticSearch s uz
existujicimi vizualizaénymi néstrojmi ako napr.
Kibana’.

Tab. 2 Priklad vyvoja tém v Case extrahovanych pomocou TopicAE

T1 T2 T3 T4 T5
Billion Billion Week Week Week
Week Dirs Billion Say Say
Barrel Week Dirs Dirs Money

Rose Rose Rose Barrel March
Bank Stock Barrel Money Dirs

Year Barrel Say Supply Supply
Stock Fell Fell Rose Ended
Crude Supply Supply Bond Growth

Fell Year Dollar Stock Barell

december money government billion Rose

T6 T7 T8 T9 T10
Week Week Week Week Week
March Ended Barrel barrel Say
Ended Barrel Distillate Distillate Barrel

Demand March Gasoline Gasoline Gasoline

Say Distillate Weekly Weekly Distillate

Crude Gasoline Demand Demand Stock
Economic Crude Stock Stock Weekly

Stock Stock Ended Ended Demand
Distillate Say Say Say Ended

supply petroleum crude crude crude

3 https://spark.apache.org/

4 https://keras.io/

5 https://www.tensorflow.org/

6 https://www.elastic.co/products/elasticsearch
7 https://www.elastic.co/products/kibana

Cela platforma je implementovana pomocou nastroja
Docker®, ktory slizi na virtualiziciu na trovni operaéného
systému. Vd’aka tomu je mozné tato platformu nasadit’ v

priebehu niekol’kych minut.

Pretoze pilotnda verzia nasej

platformy je nasadend na 3 serveroch rozhodli sme sa pouzit’

Docker Swarm?® Pahsie

platformy.

pre

manazovanie a Skalovanie

8 https://www.docker.com/
° https://docs.docker.com/engine/swarm/
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Zdroje dét

Keras + Tensorflow
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Datove uloZisko
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Obr. 7 Navrh Big Data platformy pre modelovanie tém
V1. ZAVER [9]1 X. Phan, L. Nguyen, S. Horiguchi, "Learning to classify short and sparse
' text & web with hidden topics from large-scale data collections,”
V predlozenej praci sme sa venovali metddam Proceedings of the 17th international conference on World Wide Web,

modelovania témy a problémom s tym spojenych. V praci bol
prezentovany pristup urceny pre extrakciu tém zo vstupnej
mnoziny dokumentov zalozeny na neuroénovych sietach.
Vyhodou navrhovaného pristupu je jeho schopnost’ pracovat
aj s prudy textovych dat aako bolo mozné vidiet
z experimentov  tak extrahovat’ kvalitnejSie témy ako
porovnavané metddy. V praci bol taktiez prezentovany navrh
platforma na spracovanie velkych priudov textovych dat.
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Ampacity of Overhead Power Lines
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Abstract— This paper deals with powerline ampacity systems,
specifically depending ambient conditions on transmission
capacity of power line. Ambient conditions vary on the hydro
meteorological impacts and local impacts. The hydro
meteorological impacts include ambient temperature, wind speed
and amount of sunlight radiation. Local impacts include location
management and level of environmental pollution. Current
capacity of conductors is defined as the maximum amount of
current that can flow without damaging the conductor. It
depends primarily on the electrical and mechanical properties of
the conductor, their ability to spread the heat generated and the
ambient conditions. The proposal of powerlines as each
electricity device are subject to the valid standards. Standard EN
50341 defines the environmental conditions for calculating the
maximum current capacity. In general, the environmental
conditions are not constant over time. Depend on the climatic
conditions of the country, area, that are different climatic nature.
This paper deals with the calculation of the maximum current
capacity of conductor of overhead transmission line based on
ambient climatic conditions according to the equations defined in
the IEEE Std 738-1993. The article describes average weather
conditions in Slovakia and its impact on the determination of the
maximum current capacity. Article compares the maximum
current capacity given by ambient conditions referred to a
standard and current capacity determined by average weather
conditions.

Keywords— current capacity; ambient conditions; overhead
lines; power lines; EN 50341; ACSR Conductor

l. INTRODUCTION

Power lines are technological devices that transfer electrical
power from primary sources or secondary sources to the point
of consumption or to the consumer.

Power lines can be realized as overhead lines or as isolated
lines. In terms of implementation, they are preferred overhead
lines. The main reasons are lower investment costs and lower
operating costs. Another reason is simple maintenance of
overhead lines.

We know these distributions systems in Slovak Republic:
e Low voltage system: 0,4kV

e  Medium voltage system: 6kV; 10kV; 22kV; 35kV

e High voltage system: 110kV

L. Bena
Katedra elektroenergetiky, Fakulta elektrotechniky
a informatiky , TUKE
Kosice, Slovensko
Lubomir.Bena@tuke.sk

e We know these transmissions systems in Slovak
Republic:

e High voltage system: 220kV
e Ultra-high voltage system: 400kV

Extensive development of renewable sources requires
expansion of transmission capacity of power lines. Despite the
fact that power lines are an integral part of the system but their
expansion is in seclusion interests.

For these reasons, it is necessary to seek other means of
safeguarding the power transmission system. One possibility is
operational methods which we monitor the temperature of the
electrical wire and ambient influences. These indicate the
current permissible current.

To determine the allowable current of the conductor is
necessary to determine all factors influencing temperature of
the conductor. Subsequent calculation can be determined at any
given time under the conditions of maximum load capacity.

This method uses the current power lines and investment
represents only the cost of computing software.

Il. THE CURRENT STATUS OF THE TRANSMISSION
CAPACITY OF ELECTRICAL LINES

Congestion problems of power lines appeared with massive
development of renewable sources of high output. We mean
solar and wind power plants if we talk about renewable sources
[1] [2]. They are often connected to one end of the power
system. Electric power that they supply is often necessary to
transfer over long distances. This leads to overload of local
power system [2].

The construction of new transmission lines has been in the
past and at present is due to timetable and also a commitment
to a huge problem.

»  The problem of financing the construction of new
lines

«  The massive construction of renewable energy
sources without respecting energy studies

. Contradiction environmental activists
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The problem of the low capacity transmission lines are
beginning to be observed not only in emergency situations but
also in the normal operation [3].

Size of the transmitted power is defined as follows:

S=U-1
Where:
S — Apparent power
U — RMS Voltage
I — RMS Current
Thus, the size of the transmitted power can be increased by
changing the size of the current, voltage, or both parameters
simultaneously.

@)

Methods for increasing the transmission capacity:
*  Increase ampacity

. Operational modalities

. Methods of increasing voltage

. Extensive solutions [3]

The author presents his main
formulations and their derivation.
accompanied by exact references.

ideas, mathematical
This part should be

I11. INCREASE AMPACITY

Ampacity is the maximum current that can flow through the
conductor, without the damage in the short or long term [4].

This current is primarily derived from the maximum
permissible temperature, the determination of which varies
depending on ambient conditions, particularly then at ambient
temperature and the speed and wind direction [4].

Ampacity is thus dependent on these factors:

. Electrical and mechanical properties of the conductor
material

»  Thermal insulation properties of the material in cables

. The thermal capacity and conductivity of the guide
body and its ability to transfer heat to the surroundings

. Environmental conditions

Conductor temperature also affects the size of the ampacity
because it prolongs the wires and bring them closer to the
ground and increase resistivity [5].

Since the sag depends on the temperature and is difficult to
measure, it focuses research on the possibility of detecting the
temperature of the conductors from which it then derives sag.

Due to the quadratic dependence of temperature on the size
of the amount of current flowing through you can make a
general idea about the differences Ampacity as shown in Fig. 1,
when the conductor 400 mm2 increase permissible operating
temperature of 10 °C means an increase Ampacity of about 50
to 100 A.

For most prevalent the conductors ACSR this temperature
increase means a change sag of 10-15 cm [5].

1400

up to 800A +

1200

1000

300A =

ACSR
Limit

AMPERES

Limit t‘>

80 80 100 120

TEMPERATURE RISE(C)

140 180 180 200

Fig. 1 The dependence of the capacity on the temperature

conductors [5]

A. The methods depend on the conductors

The first option to increase ampacity is provided
maintaining conductors. This method consists in increasing the
maximum permissible operating temperature. The most older
foreign power lines were rated for an operating temperature of
50°C. The maximum allowable operating temperature of the
conductor ACSR is 90-100°C. With this method it is necessary
to take into account the increase sag. Therefore, it is necessary
to exchange and shortening of the insulator [6].

§ Increase in
X &

Fig. 2 Replacement of insulators used to increase the height of wires
above ground

The second option is replacement conductors. This is an
option when the conductors are not adequately dimensioned
with respect to the standard. Where we have a reserve in the
load bearing structures for the conductors of larger cross
section. Despite the high prices occurs to extend the life of
power lines. When using a high temperature conductors
ampacity can be increased by up to 100%. Of course it is
necessary to reckon with the fact that with an increase in
temperature of aluminum, increases own resistivity. Among
other things, occurring also further the warming due to reactive
losses [7] [8] [9]-
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Fig. 3 Comparison of the structure the conductors ACSR and ACCC
[9]

IV. OPERATIONAL MODALITIES

This solution consists in the expression of the actual
temperature of the electrical conductor and the full exploitation
towards the real limits that vary depending on environmental
conditions. These are mainly on flow velocity of wind and
ambient temperature [10].

Proposal for a new power line is in accordance with
standards designed to be safe transmission of electricity even
under the worst operating conditions. For these reasons, the
management of such capacity is not used [10].
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Fig. 4 Static characteristics ampacity for a period of time [10]

A. Probabilistic methods

Their principle consists in applying probabilistic models
weather conditions in different periods and locations in
determining the load limit. The criterion is not the temperature
but the maximum allowable sag [11].

We know these probabilities methods:
*  The method of crossing the projected temperature
. Determining the absolute probability of failure

»  Simulation Methods estimated of security

B. Real-time monitoring

Measurement of various quantities related to the current
state of the conductors is carried out due to time optimization
of Ampacity under given ambient conditions, especially
temperature measurements or sag. With knowledge of the
current state of the line, operators can improve planning and
management during accidents and emergency situations [11].

That the measurement data used effectively must be
immediately after measuring analyze, safely and in time to
send to the control center and moreover operators interpret as
meaningful information for them, such as e.g. instantaneous
reserve.

C. The temperature measurement of conductors

Use direct measurement using the measurement systems
directly mounted on wire lines at selected locations (local) Fig.
5., or laying the optical fiber directly to the conductors (global)
Fig. 6., which allows you to monitor the temperature profile of
about every meter up to a distance of several dozen kilometers
[13].

\Nﬁm R
/ o [

‘ Photo Detector

Driver Staga

Fig. 6 VALCAP system [13]

D. Measurement of mechanical tension

The size of mechanical tension derives from the tension of
conductors between the poles and indirectly determines the sag
in that section. Sensors are placed between the grounded end of
the insulator and an anchor point on the pole [12].

V. METHODS OF INCREASING VOLTAGE

If the design of poles permits, it is very advantageous to
increase the line voltage, and thereby at the same transmit
power quadratically reduce losses [12].

With the transition to a higher voltage is beyond an
exchange of insulating elements and switching devices are
often connected also total replacement of conductors due to the
emergence of the corona [12].
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A further disadvantages may constitute line redundancy in
the voltage level and need long time for reconstruction. Also,
problems may arise with height above the ground, which
demands with a higher level of voltage is also rising [12].

VI. POWERLINE AMPACITY SYSTEM

Conductor ampacity is defined as the maximum permissible
load current, which can transmit the conductor without
compromising its function. This distortion is mainly caused by
exceeding the maximum permissible temperature.

The maximum current that can be transferred over the line,
is not a constant value as yet, but is determined for the
unsurpassable temperature conductors depending on ambient
conditions - particularly ambient temperature and wind flow.

The ampacity depends on:

. Electrical and mechanical properties of the conductor
material

. Thermal insulation properties (the cables)

«  Ability to dissipate within the conductor generated
and received from nearby heat

. Ambient weather conditions

It is therefore apparent that the ampacity is mainly
influenced by the thermal condition of the conductors, because
it determines the extension conductors and therefore sag power
line over the terrain.

In determining the maximum transmission capacity we use
a method that is based from thermal equilibrium between the
conductors and the environment.

At steady state, this equation can be expressed as equality
heat gain = heat loss [4].

The full form of the equation is:

P,+P,+P,+P=P.+P+R,

r

Where:

P; (W) - heat losses in the conductor,

Pwm (W) - magnetic heating of magnetic field variations AC,
Ps (W) - solar radiation,

Pi (W) - heating from the corona,

Pc (W) - cooling by heat convection — by radiation,

Pr (W) - radiant cooling,

Pw (W) - cooling from water evaporation.

Heating corona Pi, cooling by evaporation of water PW and
heating by changing the magnetic field of alternating current
PM in the equation is usually neglected, from which we get the
final equation [4].

P+P,=P.+P ®3)

In determining the maximum transmission capacity using
methods that based conductor of heat balance and its
surroundings. By entering the ambient temperature, the

geographic position line (to determine the solar radiation),
wind direction and velocity. The parameters for calculating the
predicted properties of the cables - ability to absorb sunlight
and heat transfer coefficient on the surface of the conductor [4].

At steady state must balance energy increases the
temperature of the conductor and the amount of energy to
dissipate heat from the conductor:

Js +RI*=q. +q, (4)
Where:
gs (W.m1) — energy from solar radiation,
gc (W.m) — energy heat transfer from the conductor to the
surroundings,
gr (W.m) — energy from heat radiation.

From the foregoing equation can be derived a formula for
calculating the current:

Q. +9, 0,
R

Where Rt is conductor resistance at known temperature.

I = ®)

A. Energy from solar radiation

Heat gain supplied by sunlight depends on the efficient
transfer surface conductor and the fact that corroded and dirty
conductor can absorb around 90% of radiation compared with a
perfectly black body than newly placed conductor on poles
whose absorption is between 20-30% [4].

We can determine heat gain supplied by sunlight as

follows:
g, = a.Q,.sin(®).A (6)

Where:
a (-) is the thermal coefficient of resistance of the conductor
material ,
Qs (W.m?) is solar heat,
A’ (m) is diameter of the conductor,
O is the angle of incidence of solar radiation.

B. Energy heat transfer from the conductor to the
surroundings

Cooling fluid flow is physically intricate plot depending on
the nature of hydrodynamic and thermal boundary layer, the
shape and the size is determined by the speed and the direction
of flow, formed in the close proximity to the heat transfer
surface and on mass quantities of fluid, such as density,
kinematic viscosity, thermal conductivity and isobaric specific
heat in the event that no change of state of the fluid [4].

Mathematical expression is thus very complicated and
without major simplification almost impossible. For ease of
calculation may be used to simplify the equation, it is not
necessary to find the appropriate criterion values in the tables,
but substituting direct measurements of wind flow to the
appropriate body — conductor [4].
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Where:

D (mm) is diameter of conductor

pr (Q.mm?) is density of air

Vw (m.s1) is wind speed

us(Pa.s) is dynamic viscosity of air

ki (W.mL.°C2) is the thermal conductivity of air
Kangte (<) is factor angle wind conditions

Tc (°C) is conductor temperature

Ta (°C) is ambient temperature

C. Energy from heat radiation

When a bare overhead conductor is heated above the
temperature of its surroundings, energy is transmitted by
radiation to the surroundings. The rate at which the energy is
radiated is dependent primarily on the difference in
temperature between the conductor and its surroundings, which
are assumed to be at ambient temperature. The surface
condition of the conductor, its emissivity, also affects the
radiative heat transfer. Radiation is described by the Stefan-
Boltzmann law, relating the radiative energy transmission to
the difference between the conductor surface temperature and
the surrounding temperature, expressed in absolute (Kelvin)
degrees to the fourth power. The constants in Equations (8)
include the Stefan —Boltzmann constant and conversion factors
to produce a result in the desired units [4].

(TC + 273)“
100
g, =0,0178.D.¢. .
_(Ta—213
100
VII. CLIMATIC DONDITION IN SLOVAKIA

Climatic conditions or the climate is understood as a long-
term weather conditions with all the peculiarities that may be in
that location or area show. In determining the climate and
weather conditions must be based on the geographical location
of the territory [4].

The Slovak Republic belongs to the northern temperate
climatic zone with regular alternation of the seasons with an
even distribution of rainfall during the year. The climate is
influenced by the prevailing westerly airflow that brings moist
oceanic air temperate latitudes. Moderates temperature
amplitude of day and year and brings atmospheric
precipitation. Continental air of mild latitudes bring warm,
sunny and less humid summers and cold winters with low
rainfall [4].

(8)

A. Solar radiation

Solar radiation consists of direct and diffuse radiation
incident on the surface. Most affected by the duration of

sunshine and cloud cover. The annual average values of solar
radiation in lowlands are in the range 1200 to 1300 kWh.m2.
The highest position is the 1100-1200 kwh.m2. The middle
mountain positions a mean value of the annual solar radiation
is 1050-1100 kwWh.m-2 [4].
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Fig. 7 The amount of incident solar radiation in Slovakia during the
year [4]

Table 1 The amount of incident solar radiation in Slovakia

Average amount of solar radiation
(W/m?)

1 134-140

140-146

146-151

151-157

157-163

163-168

168-174

Area

N[OOI~ lWwIN

B. Air temperature

The air temperature is on the one hand among the major
climatic factors, as well as among the main factors affecting the
actual current load of conductor [4].

In a long-term measurement of air temperature in the region
of Slovakia is warmest zone Danubian lowland with average
air temperature in January -1 to -2 °C, in the month of July 18
to 21 °C. The annual average of this area is in the range of 9-11
°C. The Eastern plains, the average temperature is slightly
lower. The basins and valleys of is average annual air
temperature 6-8 °C. In the upstream basins below 6°C. For the
an altitude of 1000 meters above sea level average value
reaches the interval 4-5°C, at a height of 2000 meters above sea
level around -1°C [4].

The average temperature during the months of June to
August is shown in the following figure.

The average temperature during the months of December to
February is shown in the following figure.
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Fig. 8 Average air temperature from June to August [4]
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Fig. 9 Average temperature from December to February [4]

C. Wind conditions

Wind conditions on the Slovak are considerable
complicated. The main impact has the variability of weather
during the year. In the lowland of western Slovakia, the annual
average speed is in the range 3-4 m/s. In Eastern Slovakia 2-3
m/s. In the basin is wind speed influenced by openness or
closeness to the flow. In the more open basins, the wind speed
is in the range 2-3 m/s. In closed basins is the average wind
speed of 1-2 m/s. In the mountains, depending on the altitude,
the average annual speed is in the interval 4-8 m/s [4].

Fig. 10 Map of wind areas in Slovakia [4]
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Fig. 11 Wind speed and direction of wind [4]

VIIl. DEFINING RESEARCH PROBLEMS

For the design of power lines is currently applicable
standard EN 50341 where are defined ambient conditions for
calculation of maximum allowable current value. This standard
recommended maximum operating temperature 70°C of
conductor [7].

Ambient conditions for calculation of maximum allowable
current value of conductor according to the standard are:

- The ambient temperature is 35 ° C,

- Wind speed is 0.5 m / s at 45 ° angle of impact,
- Global temperature of sunlight is 1000 W/m?,

- Absorption coefficient is 0.5,

- Emissivity coefficient of 0.5 [7].

It is necessary to say that conditions given by a standard are
the worst case of ambient conditions, which is rarely found.
Based on this hypothesis, we compare current value given by a
ambient conditions in Slovakia and current value determined
by a calculation given by a ambient conditions accordance a
standard EN 50341.

1) Construction of ultra high voltage power lines

In practical terms, for the line of 400 kV voltage level are used
trunked conductors where one phase consists of three conductors
each and electrically connected at a distance, thereby enhanced radius
of the conductor of one phase [8].

As conductors of transmission lines are used aluminum cables with
steel core. Their advantage is greater mechanical strength, which
allows its use for large distance. Among their other advantages
include greater flexibility, more uniform structure. When wires
material mistake can degrade the whole wire, but with ACSR ropes,
tearing of one wire not damage the whole conductor [8].

Parameters of the examined conductor are in the table below.

Table 2 Parameters of the examined conductor [8]

Parameters ACSR 680/73
Rope diameter (mm) 35,8
Rope cross-section (mm2) 761,69
Nominal weight (kg.km-
1) 2556,12
Specific gravity (MN.m- 0.03291
3) '
The maximum 93,072
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permissible stresses
(MPa)
Elastic modulus (MPa) 69447
The coefficient of thermal
expansion (1/°C) 19,46
Rated DC resistance
(Q/km) 0,0433
A. Impact of solar radiation to the current capacity of
conductor

Total solar radiation incident on the general plane is the
sum of direct radiation, diffuse radiation and reflected
radiation. With sufficient precision, it is possible to neglect
diffuse and reflected radiation as they affect 2% - 4% [9] [10]
[11].

As is apparent from equation above most influence
determines argument Is, which is variable in the time. Other
arguments are of constant character. Argument D is significant
for a design of new power lines, where can by choose a type of
used conductor [9] [10] [11].

For purpose of this article we examine contribution of the
solar radiation to the current capacity in Slovakia ambient
conditions. Input data of solar intensity radiation are from the
table above (Table 1).

Results from the calculation for ACSR conductor 680/73
with comparing current capacity given by a calculation
accordance a standard EN 50341 are on the figure bellow (Fig.
12

As is shown in the Figure 13, current capacity given by a
calculation accordance to the ambient conditions intended by a
standard is 632,02 A for the one conductor in three beam
connection.

Current capacity of ACSR conductor 680/73 for average
value of solar radiation in Slovakia in range from 134 to 174
W/m? does not achieve a significant change of current value.
Results current capacity for intensity of solar radiation 134
W/m? is 744,28 A, that is in comparing with capacity given by
a standard about 17,7% higher. On the other side, for intensity
of solar radiation 174 W/m? is current capacity 739,47 A, what
is decrease in current capacity for ACSR 680/73 only about
0,7%.
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Fig. 12 Comparing resulting current capacity based on the average
intensity of solar radiation

B. Impact of air flow to the current capacity of conductor

Airflow cooling is a physically complex process that
depends on the nature of the hydrodynamic and boundary
temperature layer, the shape and size of which is affected by
the velocity and the flow direction, which are formed near the
heat of the exchange surface and the material quantities of the
fluid [9] [10] [11].

As is clear from the equation most influence on the
magnitude of the thermal loss of the conductor has air velocity
w. A significant parameter is also ambient temperature, which
decreases the value of the thermal losses.

For purpose of our research are other parameters constant.
A magnitude Kol represent coefficient to respect the influence
of wind on the value of thermal loss.

To determine impact of air velocity to the maximum
allowable current capacity of conductor we use map of wind
areas in Slovakia.

Map of wind areas has defined for Slovakia territory points
with specific air velocity and direction of air flow.

To determine current capacity of conductor ACSR 680/73
we create an interval of average values of air velocity from
1,30 to 11,10 m/s.

Results from the calculation for ACSR conductor 680/73
with comparing current capacity given by a calculation
accordance a standard EN 50341 are on the figure bellow Fig.
13

As is shown on the figure, change of air velocity has
influence on the current value. For air velocity in the range
1,30 m/s to 6,0 m/s we experienced an exponential growth of
the current capacity. In the range 6,0 m/s to 11,10 m/s there
was an linear growth of the current capacity.

A difference by a current ampacity given by calculation
accordance a standard EN 50341 and current capacity of
conductor ACSR 680/73 obtained by a calculation for average
values of air velocity were as follows:
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e For air velocity 1,3 m/s is difference between
calculation accordance a standard and average value
31,90%. Current value in this point is equal 833,40 A.

Current value given by a calculation accordance a
standard is 632,02 A.

e For an exponential growth of current capacity of
conductor for air velocity 6,0 m/s there was an increase
towards a value 631,85 A 106,66%.

e  Forair velocity 11,10 m/s is growth in current capacity
equal to 147,39% of the capacity given by a ambient
conditions contained in the standard.

Based on these results, we can say that a minimal change of
air velocity leads to increase a current capacity of conductor.

The most pronounced increase is in the initial values in the
range of average air velocity in the Slovakia weather
conditions.
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Fig. 13 Comparing resulting current capacity based on the average
air velocity

C. Impact of natural radiation to the current capacity of

conductor

The radiation represents a mechanism of heat transfer,
which consists in the emission and absorption of the
electromagnetic radiation. An object with a non-zero
temperature emits electromagnetic radiation according to
Planck's law [9] [10] [11].

The total amount of energy emitted from the surface of the
object increases with surface temperature. Depending on the
temperature of the body surface, the emission spectrum
changes. By the increase of the temperature there is a change of
the spectrum to shorter wavelengths. Each object in addition to
its own radiation captures the photons radiated by nearby
objects. The resulting energy balance of the process is given by
the difference of radiated and received energy. As the amount
of radiated energy increases with temperature, resulting
radiation is the transfer of energy from warmer units to cooler
[9] [10] [11].

To determine impact of natural radiation to the maximum
allowable current capacity of conductor we average
temperature for summer season and winter season (To

determine the current capacity of conductor we choose a two
range for examining. First choses temperature range is for
summer season. It is from 8°C to 20°C. Second studying
temperature range for winter season is from -10°C to 0°C.

Results from the calculation are on the following figures
Fig. 14Fig. 15

As can be seen from the attached figures (, when ambient
temperature changes occur equally to change current capacity
for conductor ACSR 680/73. This change current capacity
occurs as a direct result of changes in the coefficient of heat
loss by natural radiation (Py), wherein in increasing the ambient
temperature leads to inversely proportional heat rejection to the
environment.In terms of size of current capacity in the summer
season, there is a decrease current value from 902,30 A to
795,50 A. For the winter season there was a decrease of current
capacity from 1038,08 A to 965,50A.

As we see from the Fig. 14, for ambient temperature 8°C is
current capacity value higher against the current capacity given
by a standard about 42,78%. Due to an increase of ambient
temperature to 20°C occur a change in difference between
current values in this point of temperature and current value
given by a standard to 25,90%.

As shown by the equation (6), magnitude of ambient
temperature has most influence on the value of current
capacity. This theoretical knowledge has been confirmed by a
Fig. 15. At a lower temperature occurred an increase of current
capacity. For average ambient temperature in Slovakia
conditions -20°C was current value equal to 1038,09 A what is
higher compared to the current value given by a calculation
with ambient conditions accordance a standard about 64,29%.

In the second point of examining range 0°C is current
capacity equal to 965,50 A, what is about 52,80% higher than
current value given by a calculation with ambient conditions
accordance a standard.

Current [A]

12
Ambient Temperature [°C]

14 16 20

Fig. 14 Comparing resulting current capacity based on the average
temperature in summer season
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Fig. 15 Comparing resulting current capacity based on the average
temperature in winter season

CONCLUSION

Power lines are the most important part of power systems.
Their role is not substitutable and their construction determines
the size of the current capacity. As every construction of
electricity facilities is subject to the standard, also construction
of power lines and design is subject of standard. Current
capacity of the conductors depends also on ambient conditions,
which are in standard EN 50341 described. This ambient
conditions are given for the worse case that can occur. As is
know this ambient conditions or their combination are very
rare in nature.

In this article are described method to determining the
current capacity for ACSR conductor 680/73 accordance
average ambient conditions in Slovakia, which are described.

As is clear from the results, ambient conditions have most
influence on the actual value of current capacity. If we can
accurately determine the ambient conditions in real time, we
can determine the current capacity under these terms and adapt
operation of power system or power lines.
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Hybridny systém na detekciu malvéru
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Abstrakt—Tato praca sa venuje analyze malvéru a spésobom
jeho detekcie. V zaliatku prace je definovany malvér a si
popisané rozne kategorizacie a druhy malvéru. Dalej st v praci
popisané jednotlivé metédy detekcie malvéru a ich evolicia.
V praci je ukazané, Ze moderny malvér sa neda detegovat’
jednoduchymi mechanizmami a casto na jeho detekciu treba
vyuzit’ kombinaciu viacerych technik, ktoré je potrebné ne-
ustale vyvijat’. V praktickej casti si popisané roézne sposoby
pomocou ktorych sa da vyhnit’ detekcii malvéru antivirusovymi
systémami. Nasledovne sii v praci urobené praktické pokusy a
ukazané metédy a sposoby, pomocou ktorych je mozné detegovat’
aj takto Specificky malvér, ktory sa snazi vyhnut' detekcii. Na
konci prace je popisané zhrnutie a nacrtnutd mozna praca do
budicnosti.

Kliicové slovi—Detekcia malvéru, emulacia, malvér, strojové
ucenie, virtualizacia.

Abstract—This work aims at malware analysis and possible
options for its detection. At the beginning of the work, the
malware is defined and is caregorized and divided. Next, various
methods for malware detection and antivirus software evolition
are described. It is proven at work that modern malware cannot
be detected by simple methods and usually it needs combination
of various techniques which needs to be constantly evolved. In
practical part of the work, some methods for bypassing malware
detection are described. Then, some methods and experiments
are described which are aimed towards this specific malware, in
order to make their detection possible. At the end of the work,
one can find conclusion along with the future work ideas.

Keywords—Malware detection, emulation, machine learning,
virtualization.

I. Uvop

V dnesnej dobe ma skoro kazdy clovek vo svojom PC
isty druh osobnych dat, ktoré si pre neho ddlezité (¢i sa uz
jednd o fotografie, dokumenty, alebo uloZené hesld). Tieto
data mdzu byt potencidlne zaujimavé pre tretiu stranu a
preto je potrebné sa patricne chranit’ pred réznymi ttokmi,
ktoré mdzu nastat’. Jednym z takychto ttokov je infekcia
Skodlivym softvérom, ktory je v dneSnej dobe vel mi roz§ireny.
KaZdym diiom vznikaji nové a sofistikovanejSie programy,
ktoré mdzu poskodit’ pocitace, pripadne zneuzit' data v nich.
Infekcia Skodlivym softvérom nastdva vicSinou stiahnutim
infikovaného stbor z internetu, ked’Ze v dneSnej dobe sa
najvacsi transfer dat vykondva prave pomocou pripojenia na
internet. Zriedkavd nie je ani ndkaza pomocou prenosnych
zariadeni, ktoré sa stidle vo vel'kom mnoZstve pouZivaji na
prenos dat. Ako prostriedok boja proti tymto $kodlivym prog-
ramom bol vyvinuty antivirusovy softvér, ktory by mal vediet

Liberios Vokorokos
Katedra pocitacov a informatiky
Fakulta elektrotechniky a informatiky
Technicka univerzita v KoSiciach
Kosice, Slovenska republika
Email: liberios.vokorokos @tuke.sk

tieto programy odhalit’ a eliminovat’. To nasStartovalo vyvoj
Skodlivého softvéru, ktory sa snazi uniknut’ detekcii s vyuzitim
roznych technik, za icelom zotrvania v napadnutom systéme.
Vel'ky zlom v detekcii Skodlivého softvéru nastal so zaciat-
kom vyuZivania virtudlnych systémov na analyzu sprdvania
tychto programov. Virtudlne systémy vSak nie si dokonalé
képie ich hostitel'skych systémov a Casto maji len zakladné
kniZnice a podporu, ¢o mnohé Skodlivé programy vyuZzivaji
ako prostriedok pre detekciu toho, Ze st analyzované a tym
pddom mdZu zmenit’ svoje spravanie, aby unikli detekcii. Tieto
venuje vytvoreniu hybridného systému pre detekciu malvéru,
ktory by netrpel tymito nedostatkami a tym padom by mal
vyS$Siu mieru detekcie Skodlivého softvéru.

V tejto praci budid rozobrané jednotlivé druhy malvéru,
sposoby infekcie a ich spravanie v osobitych pripadoch, za
ucelom pochopenia ich spravania sa podl'a réznych kritérii.
Nasledne budu rozobrané antivirusové systémy a ich met6dy,
ktoré pouzivaju. V priaci bude vysvetlené na Co jednotlivé
metddy sliZia a bude ukdzané vyuZitie danych metdd pre
detekciu konkrétnych druhov malvéru. Dalej bude v praci
vykonany experiment za uUcelom dokazat’, Ze antivirusové
systémy maju svoje chyby, ¢o dovol'uje malvéru nepozorovane
infikovat' systém. Na tychto poznatkoch a zisteniach bude
ndsledne zaloZeny ndvrh hybridného systému na detekciu
malvéru, z ktorého budi plynit’ hypotézy a ciele, ktoré budu
zékladom pre d’alSiu pricu v tejto oblasti.

Dalej sa praca bude zaoberat’ tvorbou programu na detekciu
malvéru, ktory deteguje redlnost’” operacného systému. V prici
budd popisané jednotlivé artefakty operacného systému ako
aj virtualizicia ako taka. Nasledovne budd v praci vykonané
pokusy za tcelom porovnat’ jednotlivé algoritmy strojového
uCenia aby sa zistilo, Ze ktory algoritmus je najvhodnejsi na
detekciu malvéru a tento algoritmus bude ndsledne implemen-
tovany do navrhovanej aplikdcie. Ugelom prace bude vyvinuit
aplikéciu, ktord by ul'ahcila skidmanie a detekciu Specifického
malvéru, ktory je zamerany na detekciu prostredia a teda je ho
obtiazne detegovat’ pomocou beznych metéd, ktoré vyuZivaji
antivirusové systémy.

II. SKODLIVY SOFTVER

Skodlivy softvér, alebo malvér (skratka z angl. malicious
software) je softvér, ktory mdze byt pouzity na zneuZitie
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funkcii PC, kradez dat, obidenie bezpecnostnych prvkov, alebo
na iné poSkodenie pocitaca [1], [2]. Malvér je Siroky pojem,
ktory zastresuje mnozstvo Skodlivych programov. Prvy Skod-
livy softvér boli jednoduché programy, ktoré boli vyvinuté za
ucelom srandy, alebo na spdsobenie minimdlnych §kdd. Tieto
programy boli 'ahko detegovatel'né a odstranitel'né [2], [3].
Dnesny malvér sa vel'mi t'azko deteguje, ked’Ze kaZzdym diiom
si vydavané nové virusy, ktoré Casto vyuzivaju pokrocilé
metédy zahmlievania kédu, enkrypcie a taktieZ polymorfie [3],

(4].
A. Trendy v oblasti ukryvania malvéru

V sucasnosti, mnozstvo tvorcov malvéru sa zaoberd najméi
spdsobmi ako uniknit’ detekcii malvéru, ked'Ze Sirenie mal-
véru je v dneSnej dobe vcelku primitivnou zdleZitost’ou vd’aka
internetu a Casto vd’aka neskdsenym pouZivatel om. Teda na
to aby bol malvér dspesny, potrebuje byt dostatocne dlho
skryty pred odhalenim AV softvérom aby dokazal infikovat’
¢o najviac strojov a zarovenl vykonat’ svoju Skodlivd ¢innost’.
Ked’'Ze v dneSnej dobe sa uz pouZivaji sofistikované metddy
detekcie malvéru, tvorcovia malvéru Casto vyuZivaji rozne
techniky ukryvania malvéru aby sa vyhli statickej detekcii,
¢im znacne predlZuji jeho Zivotnost’. AvSak metddou, ktord
dokdze v tedrii odhaliz ktorykol'vek malvér je dynamicka
detekcia malvéru, o je v podstate spust'anie malvéru v
bezpecnom prostredi a sledovanie jeho spravania. Tento spo-
sob detekcie malvéru vyuZiva vidcsSinou virtualiziciu, alebo
emuléciu systému, ¢o so sebou prindSa mnoZstvo vyhod, ale
aj nevyhody a obmedzenia, ktoré sa tvorcovia malvéru snazia
vyuzivat'. Medzi tieto nevyhody patri aj fakt, Ze emulovany
systém nie je dokonalou képiou redlneho operacného systému
a na zdklade tohto faktu sa Casto tvorcovia snaZia odhalit’
tieto nedokonalosti a zabranit® spusteniu Skodlivej Casti kddu
malvéru aby sa predislo jeho odhaleniu. Inym prikladom moézZe
byt zastavenie vykondvania Skodlivej Cinnosti za urcitych
podmienok (napriklad pri spusteni skenovania AV softvérom).
Sucasné trendy v ukryvani malvéru pred odhalenim by sa dali
zhrnit' do nasledovnych bodov:

Vyuzivanie rdéznych bezpecnostnych chyb opera¢ného
systému a softvéru (napr. zero-day utoky).

Pouzivanie rdznych technik obfuskécie, enkrypcie a ste-
ganografie za ucelom skrytia Skodlivého kédu aby ho
nebolo moZné odhalit’ statickymi metédami.

VyuZzivanie nedokonalosti emuldtorov AV systémov za
ucelom zabranenia spustenia Skodlivej Casti programu.
Sledovanie prostredia a zastavenie Skodlivej ¢innosti za
Specifickych podmienok, ktoré by mohli viest' k odhale-
niu malvéru.

Kradez certifikdtov aby malvér vyzeral ako legitimny
softvér.

Postupnd implementdcia umelej inteligencie, ktord do-
kaze menit' sprdvanie malvéru na zdklade podmienok
prostredia a jeho okolia a tym pddom predchddzat’ odha-
leniu. Tento spdsob je zatial' vel'mi zriedkavy, ale pred-
pokladd sa postupné zdokonal’ovanie umelej inteligencie
malvéru a jeho rozsirenie v budicnosti.

B. Enkrypcia

Tvorcovia virusov zistili, Ze najlepSim spdsobom ako spo-
malit’ alebo dplne sa vyhnit antivirusovym skenerom je zais-
tit'" aby virus nemal Ziaden konStantny ret’azec bajtov, ktory by
sa dal pouZit' ako podpis virusu [5], [7]. Enkrypcia pre tieto
ucely sa da klasifikovat' ako proces, pri ktorom virus zmeni
vizudlnu podobu svojho kédu natol'ko, Ze sa na seba vdbec
nebude podobat’, za ti¢elom porazenia antivirusovych skenerov
(vid’ obrazok 1). Virus sa spusti, rozsifruje sa, vykond ¢o ma
a nasledne sa zasa zaSifruje pred uloZzenim na disk. Popredni
autori virusov zacali skiimat’ a pouZzivat' profesiondlne Sifro-
vacie algoritmy. Na to aby virus dokazal vyuzivat’ enkrypciu,
musi byt schopny rozsifrovat’ svoj zaSifrovany kéd v redlnom

Case.

Skodlivy kod v necitatelnej podobe

Bez enkrypcie:

|

S enkrypciou:

Ako teda dokdZe antivirusovy program ziskat” dobry podpis
virusu? RieSenie zahffia hl’adanie dekryptovacieho algoritmu
(nazyvaného taktiez dekryptor), ktory sa musi nachddzat' na
zaCiatku virusu [6]. Tato funkcia sa stala dobrym podpisom
virusu. Tieto funkcie nesmud byt zaSifrované, ked’Ze na ich
spustenie musia byt' v ich Cistej podobe. Tvorcovia virusov
nédsledne zacali vyvijat' kratSie dekryptovacie funkcie, ked’Ze
tieto zvySuju Sancu, Ze antivirusovy skener bude produkovat
vel'a falo$nych pozitiv, kvoli kratkemu podpisu virusu. Na-
priek tomu vicSina antivirusovych programov dokéze identifi-

.....

Skodlivy kéd v &itatelnej podobe

|

Obr. 1.

Proces
dekryptovania

Priklad $ifrovaného virusu

virusov pouZiva Sifrovanie ako met6du skryvania sa pred anti-
virusovymi programami, niektoré virusy vyuZzivaju Sifrovanie
kvdli st’aZeniu procesu odstrdnenia pre antivirusové programy.
Pri infekcii zaSifruji bootovaciu oblast’, alebo stbor, ktory
prvy infikuja. V pripade potreby desifruji boot sektor, alebo
infikovany sibor, ale po pouZiti ich naspit’ zaSifruji. Po
odstraneni virusu sa moze stat’, Ze sdbor alebo bootovacia
oblast’ zostanu zaSifrované a teda nedostupné.

C. Zahmlievanie kodu

Zahmlievanie kédu (alebo taktieZ obfuskdcia) je technika,
ktord ma zmenit' zdrojovy kéd programu do vizuélne inej, pre
¢loveka necitatel'nej a nezrozumitel' nej formy bez zmeny spra-
vania sa obfuskovaného programu [11], [12]. Této technika sa
Casto pouZiva na bezpeCnostné ucely, na odvritenie Upravy
kédu druhou osobou, na znemozZnenie reverzného inZinierstva
alebo taktieZ ako metéda ukryvania virusov. Castymi pristupmi
obfuskacie, ktoré vyuzivaji najmd metamorfické virusy su
[12]:

o Obfuskacia toku riadenia — zmena toku riadenia
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o Obfuskacia toku dat — substitdcie inStrukcii, permuta-
cie inStrukcii, substiticie premennych, integracia kédu a
vkladanie takzvanych zbytocnych instrukcif, ktoré neovp-
lyviiuju spravanie sa programu

Obfuskicia rozloZenia — zdrojového kédu, alebo aj binar-
neho kédu (napr. zmena ndzvu funkcif)

Preventivna obfuskéicia — chrani pred dekompildtormi a
debugermi

Vyhody obfuskéacie [11]:

o Pomadha chranit’ intelektudlne vlastnictvo Ciastoénym ob-
medzenim alebo znemoZnenim reverzného inZinierstva a
Citania programu.

« ZmenSenie vel'kosti programu odstranenim bielych miest.

« Pomerne jednoduchd technolégia.

Nevyhody obfuskécie [11]:

o Vdaka obfuskécii je mozné ukryt v programe Skodlivy
kaod.

o Niektoré antivirusové programy hldsia obfuskované we-
bové stranky ako potencidlne $kodlivé, aj ked’ neobsahujui
ziaden Skodlivy kéd.

D. Polymorfizmus

Polymorfizmus je vlastne vysSia droven enkrypcie. Zopar
poprednych tvorcov virusov sa rozhodlo, Ze jedinym spdso-
bom ako dspes$ne zakryt’ zaSifrovany virus pred skenerom je
nahodne menit’ Sifrovaciu/desifrovaciu funkciu virusu [8]. Pri
kaZzdom Starte virusu mdze virus zmenit pouZivany ndhodny
generdtor Cisel, dizku pouZzivaného c¢isla (volaného kI'dg),
pocet enkryptovanych bajtov a miesto v subore, na ktorom
je uloZend Sifrovacia funkcia. Cely tento proces je nazyvany
polymorfizmus. Po predstaveni prvého polymorfického virusu
sa tato metoda zaCala vyuzivat' Coraz CastejSie, o spdsobilo
prvé vel'ké problémy pre antivirusovy priemysel, najmi pre
nedostatok konStantnych bajtov, ¢o zapricinilo vysoké riziko
falo$nych pozitiv a faloSnych negativ. Postupom casu sa vSak
ukdzalo, Ze aj ked’ polymorfné virusy menia svoj vyzor v
kazdej svojej iterdcii pomerne ndhodne, v pocitacovom svete
Uplnd ndhodnost’ neexistuje a spol’ahlivy podpis virusu sa da
vypocitat’ aj v ndhodne vyzerajicom kdde, len je to omnoho
ndrocnejSie [8], [9]. Spociatku niektoré antivirusové produkty
rieSili tento problém tym, Ze sa snaZili do svojej databdzy
zahrnit' vSetky mozné signatiry, ktoré sa dali vyprodukovat
z réznych képii virusu. Toto rieSenie sa vel'mi rychlo stalo
nepouzitel'nym, ked’Ze jeden virus dokaze vyprodukovat’ mi-
liardy rozdielnych képii seba samého. Vyskumné timy ziskali
lepSie vysledky, ked’ sa naucili ako funguje jednotlivé Sifro-
vanie virusov a ndsledne deSifrovali kazdy skimany sibor s
pouzitim reverzného inZinierstva Sifrovacieho algoritmu. Toto
vSak zaberalo vela Casu a skenery sa tak stdvali omnoho
pomalsimi, ked’Ze kazdy stbor potrebovali otestovat’ pomocou
vel'kého poctu Sifrovacich funkcii.

Najuspesnejsie skenery pouZivaju emuldtor, ktory docasne
nahra skenované sibory do chrdnenej oblasti v pamaiti, ktord
simuluje OS [10]. Virus si tym pddom mysli, Ze je spusteny
a dekryptuje sa, aj ked’ nema pristup k Ziadnej Casti pocitaca

mimo emulovaného prostredia. Dekédovany virus je potom
skenovany antivirusovym programom. NajvicSou vyhodou
tejto metddy je, Ze staci jeden podpis virusu na detekciu jeho
vsetkych moznych kopii. V dneSnej dobe existuje nespocetné
mnozstvo Sifrovacich polymorfickych mechanizmov, ale dobry
antivirusovy program by ich mal vediet' vSetky detegovat’.

E. Metamorfizmus

Metamorfické virusy sa dokdzu kompletne menit’ tym, Ze
sa §iria d’alej. Rozdiel oproti polymorfickym virusom je ten,
Ze metamorfické virusy nie sd nutne zdvislé na vyuZivani
Sifrovania a teda nemaji Ziadnu konStantnd Cast’ tela [8]-
[10]. Tieto virusy vyuZivaji najmé met6dy obfuskécie na svoju
transforméciu a po tprave svojho kédu sa znova skompiluju,
¢im vytvoria novi generdciu, ktord bude vyzerat' udplne inak
ako jej predchodca (vid® obrazok 2). Ilustridcia zmeny po-
doby metamorfického virusu sa nachddza na obrdzku niZSie.
Jednotlivé Casti metamorfického virusu sa moézu zvicSovat,
pripadne zmensSovat’ kvodli vyuzZivaniu metéd obfuskacie kédu.
Tato technika je nebezpecnejSia pre platformy ako napriklad
Linux, kde je kompildtor pre jazyk C beZne nainStalovany uz
v zdkladnom baliku OS, aj ked’ sa systém nepouZiva na vyvoj
aplikécii.

Variant 2 Variant 3

Variant 1

Obr. 2. Ndizornd ukdZka zmeny vzhl'adu metamorfického virusu

F. Stealth

Niektoré virusy obsahujui Specidlne naprogramované in-
Strukcie, ktoré maji zmiest’, pripadne odldkat’ pozornost’ anti-
virusovych expertov, pripadne ndstrojov. Jednou z najpouZziva-
nejSich metdd je odstrdnenie virusu zo siboru, ked’ je stibor
skenovany [10], [11]. Ak je virus ulozeny v pamiti, mdzZe
pracovat’ ako medzi¢lanok medzi pouzivatel' om a operaénym
systémom a teda skryt’ svoju pritomnost’ upravenim dotazu,
pripadne zmenou odpovedi od systému. Stealth technoldgia
pre systém DOS zaZila znovuzrodenie v podobe rootkitov pre
operacné systémy Windows.

III. DETEKCIA DYNAMICKYCH AV METOD

Medzi moderné metédy ukryvania malvéru pred detekciou
AV softvérom patria aj metddy, ktoré sa snazia vyuZivat
nedokonalosti, pripadne vlastnosti prostredi a prostriedkov na
detekciu malvéru. Tieto metddy sa snaZia odhalit’ pritomnost’
emuldtorov, alebo virtualizcie, ktord je bezne vyuZivand na
dynamickud detekciu malvéru. Tieto metédy, alebo néstroje sa
vicsinou snazia zamedzit' spusteniu malvéru v pripade, ak je
detekované ich spustenie pod virtudlnym systémom. Tymto
pristupom sa mdZe malvér vyhniit' automatickej detekcii, ale aj
znemoZnit’ analyzu malvéru vyskumnikmi, ktorf sa snaZia ana-
lyzovat’ $kodlivy kéd programu. Av§ak mnozstvo produkénych
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systémov v dne$nej dobe vyuZiva virtualizaciu, teda moderny
malvér sa nesnazi len odhalit’ pritomnost’ virtualizicie, ale
prostredi, alebo ide len o emuldtor, pripadne systém urceny na
analyzu malvéru [13].

A. Sposoby detekcie virtualizdcie

V dnesnej dobe existuje mnoZstvo nastrojov urcenych na
vytvorenie virtudlnych strojov zaloZenych na hardvérove;j vir-
tualizdcii na fyzickom zariadeni. NajzndmejSie ndstroje su
[10]:

e Microsoft Virtual PC,

e Oracle VM VirtualBox,

« Parallels Desktop,

o VMware.

Detekcia virtudlneho stroja Casto zdvisi na pouZitej im-
plementicii, ked’Ze kazdy z uvedenych ndstrojov ma svoje
Specifikd, ktorymi sa li§i od redlneho hardvérového stoja [10].
Teda detekciu virtudlnych strojov mozno rozdelit’ podla ich
vlastnosti, ktorymi sa odlisuji od fyzického stroja ¢o sa tyka
hardvéru aj softvéru.

Jednym zo spdsobov detekcie virtudlnych strojov, ktory sa
nedd zaradit’ medzi vysSie spomenuté oblasti, patri detekcia
na zdklade porovndvania Casov vykondvania rdznych tloh
v rdznych prostrediach. Téato detekcia funguje na fakte, Ze
fyzicky stroj bude stdle vykondvat' dlohy o kisok rychlejSie
ako virtudlny stroj, ked’Ze samotnd virtualizicia méd svoje
naklady. Malvéru teda staci porovnat’ ¢as vykondvania tlohy
na konkrétnom stroji oproti vykondvaniu na fyzickom zaria-
deni. Ako referen¢né zariadenie sa Casto vyuZiva externy zdroj
aby sa zabrdnilo moZznému poddvaniu falo$nych ¢asov behov
programu virtudlnym prostredim, ¢o je beZnou praxou pri
vyuzivani emuldtorov [14]. Ak si dané Casy vel'mi odli$né,
tak sa s vel'’kou pravdepodobnost’ou jednd o virtudlny stroj a
nie redlny stroj.

B. Detekcia na bdze hardvéru

Joanna Rutkowska v roku 2004 predstavila novy spOsob
detekcie virtualizacie na zdklade vykonania jedinej instrukcie,
ktory nazvala Red Pill [15]. Prikladom pre takito inStrukciu
mdZe byt nasledujici kéd:

bool RedPill () {
unsigned char x[2+4],

rpl] = i
* ((unsignedx*) &rp[3]) = (unsigned)x;
((void () ())&rp) ();

return (x[5]>0xd0) ? 1 0;

}

Tento kéd deteguje virtudlne prostredie na baze vyuZivania
SIDT inStrukcie, ktorej funkciou je ukladanie obsahu IDTR
registra. Vykondvanie tejto inStrukcie nie je podmienené pri-
vilegovanym moédom, no napriek tomu vracia obsah citlivého
registra vyuZivaného operacnym systémom interne. Fyzicky
stroj md iba jeden takyto register, na ktorom su spustené dva
operacné systémy. Kvoli tomu je nutné aby virtudlny stroj
presmeroval IDTR register host’ovského OS na ind adresu ako
je povodna adresa tohto registra. VysSie uvedeny fragment

kédu deteguje tito zmenu a preto je moZné pomocou neho
detegovat’ spustenie programu vo virtudlnom prostredi.

Na podobnom principe su zaloZené aj ostatné met6dy de-
tekcie virtulnych strojov. Dalsie moZné spdsoby detekcie vir-
tudlnych strojov na zdklade odchylok oproti fyzickym strojom
su napriklad [15]:

o Kontrola artefaktov OS,

¢ kontrola ovladacov,

« kontrola artefaktov pamiite,

« kontrola Specifickych zariadeni.

Jednym zo spdsobov odhal’ ovania virtudlnych strojov mal-
vérom je testovanie vykondvania Specifickej inStrukcie pre
konkrétne CPU, o ktorej je zndme, Ze jej vykondvanie je v
redlnom CPU chybné. Tieto informdcie su vicSinou verejne
dostupné, teda implementdcia takého testu nie je narocna,
ked’Ze staci len spravne identifikovatt CPU. V pripade ak sa
jedna o virtualizaciu, tak je dand inStrukcia vykonana spravne
a teda je jednoduché identifikovat’, Ze sa jedna o virtudlny
stroj.

Daliim sposobom identifikdcie virtudlnych strojov je iden-
tifikdcia Specifickych ovladacov pre konkrétny virtudlny stroj.
Ako bolo spomenuté, mnohé virtudlne stroje vyuZivaji Spe-
cifické ovladace na adapticiu virtudlneho stoja hostitel' skému
stroju. Tieto ovladace (pripadne ich ndzvy, sériové Cisla, ...)
sa nezvyknd menit’ v rdmci jednej implementacie virtudlneho
stroja, teda ich identifikdcia je pomerne jednoduchou zéleZi-
tost’ou.

VyuZivanie artefaktov pamite na odhalenie virtudlnych stro-

jov spociva najmé v zisteni rozdielov v adresovani pamét o-
o testovanie, ¢i sa Specifickd pamidtovd Struktira fyzicky
nachddza na rovnakom mieste ako by sa mala nachadzat
na fyzickom stroji. Prikladom na takéto zistenie virtualizicie
mdZe byt uZ spominand inStrukcia Red Pill. Existuje vel'a ta-
kychto nastrojov pre rdzne implementacie virtudlnych strojov,
pomocou ktorych sa da odhalit’ virtualizacia.
Specifické hardvérové zariadenia, ktoré zanechdvaji v operac-
nom systéme stopy. Moze ist' o Specifické ndzvy zariadeni
(napr. ovladace pre siet'ovy alebo graficky adaptér), Specifické
sériové Cisla, alebo adresy, ktoré su typické pre konkrétnu im-
plementéciu virtudlneho stroja. Malvér moze nasledne vyhl’a-
dat’ tieto Specifické hodnoty kI'icov v registroch a na ziklade
toho dokdze identifikovat’ pritomnost’ konkrétnej virtualizacie.
Rozne verzie a typy virtudlnych strojov mdZu obsahovat’ rdzne
takéto Specifické hodnoty. Samozrejme, existuje vel'a vol'ne
dostupnych metdd a ndstrojov na detekciu a identifikdciu
tychto Specifickych hodndt pre rézne virtualne stroje.

C. Detekcia na bdze softvéru

Detekcia na baze softvéru spociva vo vyhl'addvani Speci-
fickych softvérovych odtlackov, ktoré zanechdvaji konkrétne
virtudlne stroje. Prikladom takejto detekcie je prehl’addvanie
diskového priestoru alebo registrov za tc¢elom ndjdenia zndmej
lokality, ktord je vyuZivand virtualizacnym softvérom. Tieto
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lokality mdzu obsahovat’ zndme hodnoty, vd’aka ktorym je
mozné s istotou identifikovat’ virtudlny stroj.

Dalsim sposobom ako mozno identifikovat’ virtualiziciu je
prechadzanie spustenych sluZieb a procesov v opera¢nom sys-
téme. Virtudlne systémy vicsinou vyuZivaji pomocné sluzby
a procesy, ktoré zabezpecuju bezproblémovy chod v rdmci
host’ ovského operacného systému, pripadne komunikdciu s
host’ ovskym operacnym systémom. Tieto sluzby a procesy
sa daji pomerne jednoducho ndjst a identifikovat’. Uéinnym
sposobom ochrany vocli tomuto spdsobu je zmena nazvov
tychto sluzieb a procesov.

D. Detekcia emuldtorov

V pripade detekcie emulatorov sa Casto vyuZzivaji rozdiely
oproti redlnemu operanému systému. Pre malvér staci dete-
govat’ tieto rozdiely v spravani, pripadne detegovat’ absenciu
niektorych komponentov redlneho operacného systému (napri-
klad Specifické kniZnice, ktoré Casto nie st implementované v
emulovanych systémoch). Pre tplné systémové emuldtory by
vSak malo platit’, Ze ich sprdvanie by malo presne emulo-
vat’ spravanie redlneho opera¢ného systému (vcitane vSetkych
kniZnic, procesov, sluzieb, ...). Teda toto by malo znamenat’,
Ze vykonanie jedného stiboru instrukcii by malo vratit’ rovnaké
vysledky ako vykonanie toho istého siboru inStrukcii na
redlnom systéme. V principe st vSak emuldtory nedokonalé
a teda sa daju ndjst’ rozdiely medzi vykondvanim programu
pod emuldtorom a pod redlnym systémom a na zdklade toho
sa d4 detegovat’ pritomnost’ emuldtora [?].

Detekcia dplného systémového emuldtora je vel'mi podobna
detekcii virtudlneho systému. Jednym zo spdsobov detekcie je
vyuzivanie chyb CPU a teda posielanie modelovo-$pecifickych
inStrukci{ za ucelom odhalenia, ¢i je inStrukcia spracovand
spravne, alebo chybne ako by to malo byt na redlnom CPU
daného typu. Vicsina emuldtorov neimplementuje $pecifické
emuldcie CPU aj s ich chybami, teda preto je moZné pomerne
l'ahko tymto sposobom odhalit emuldciu, ked’Ze zoznam
tychto chyb je verejne pristupny. Tak isto sa daji vyuzit' aj
metddy pre detekciu registrov, pripadne Specifickych hardvé-
rovych komponentov.

Specifickou metédou na detekciu emuldtorov je detekcia
behu programu. Téato metéda je, na rozdiel od podobnej
metddy pri virtudlnych strojoch, zaloZena na fakte, Ze emuldcia
inStrukcie Casto nevykondva, ale len simuluje ich vykondvanie,
teda napriklad inStrukcia Sleep redlne nespomali vykondvanie
programu, emuldtor ju presko¢i. Moderné emuldtory tieto
inStrukcie sice emulujd, no redlne ich nevykondvajui (z dévodu
Setrenia Casu a prostriedkov). V pripade tejto instrukcie vracaji
len ¢as behu programu inkrementovany o Cas, ktory sa mala
tito inStrukcia vykondvat. Toto sa dd detegovat’ pomerne
jednoducho, ked’Ze staci porovnat’ ¢as behu programu z emu-
latora oproti redlnemu casu, ktory uplynul.

IV. EXPERIMENTY S ROZNYMI METODAMI PRE SKRYTIE
MALVERU

Hlavnou tlohou antivirusovych systémov je schopnost’ od-
halit malvér. S evoldciou antivirusovych systémov sa zacal

vyvijat’ aj Skodlivy softvér, ktory sa okrem infekcie a Skodlivej
¢innosti snazi taktieZ unikniit’ odhaleniu. S vyvojom statickych
analyzétorov prisli vyvojdri virusov na to, Ze idedlnym spdso-
bom ako sa skryt’ pred odhalenim antivirusovym skenerom
je znemozZnit’ tvorbu identifika¢nych ret'azcov z kédu virusu.
To dosahuji s pouzitim réznych metédd. Niektoré metddy
boli prelomené a bezpecnostni analytici dokazali z malvéru
vyprodukovat’ identifikacné ret’azce, ale malvér skryty inymi
metédami sa nepodarilo identifikovat’ s pouzitim statickej
analyzy.

Vtedy zacali popredni tvorcovia antivirusovych systémov
vyuzivat na identifikdciu aj dynamickd analyzu sprdvania
sa malvéru. Téato analyza sa ukdzala byt vel'mi tdspeSnd,
ked’Ze dokdZe odhalit’ vSetky Skodlivé programy. S implemen-
taciou tejto metddy do komercnych antivirusovych softvérov
sa zaCala novd éra tvorby virusov. Tie vyuZivaji metddy
na skrytie pred statickymi skenermi, ale zdroven sa snaZia
odhalit’ prebiehajicu dynamickd analyzu spravania a zmenit
svoje spravanie, ked’ sd analyzované. Identifikdcia toho, Ci je
malvér analyzovany je pomerne jednoducha zéleZitost’, ked’Ze
analyza je spust'and v bezpecnom, virtudlnom prostredi. To so
sebou nesie mnoZstvo obmedzeni oproti redlnemu operacnému
systému, ktoré sa daju vyuZit' na identifikdciu analyzy. Samoz-
rejme, nejde len o detekciu obycCajného virtudlneho systému,
ked’Ze vel'a serverov v dneSnej dobe funguje na baze virtu-
alnych systémov. Virtudlne systémy vyuzivané antivirusovym
softvérom su Casto riadne orezané verzie operacnych systé-
mov, ktoré maji len zdkladni podporu, ktord je nevyhnutnd
pre detekciu malvéru.

Ked’Ze tato praca sa venuje hybridnej analyze, bol vykonany
prakticky experiment na overenie tychto informacii. Expe-
riment ma dokdzat zranite'nost’ antivirusovych systémov,
ktord spociva vo vyhnutiu sa analyze sprdvania sa malvéru.
V ramci experimentu sa testovali rozne metddy, pri ktorych
bola vyhodnotend ich tspesnost’.

Ako referencny prostriedok na skenovanie antivirusmi bol
zvoleny portdl VirusTotal (https://www.virustotal.com), ktory
poskytuje moZnost’ overit’ podozrivy sibor s pomocou via-
cerych antivirusovych programov, v¢itane vSetkych dominant-
nych programov na trhu. Tento portdl je taktieZ zaujimavou
moznost'ou ako si overit' jednotlivé spdsoby obchddzania
antivirusového softvéru. Jednotlivé pokusy budd hodnotené
formou skére, ktoré znamend pocet jednotlivych antiviruso-
vych programov, ktoré detegovali Skodlivi zloZku programu z
celkového poctu antivirusovych programov, ktoré dany prog-
ram overovali.

Pre testovacie ucely bol potrebny kéd, ktory by bol povazo-
vany za malvér. Jednoduchou cestou bolo pouZit’ niloz z Me-
terpreteru z frameworku Metasploit. Tento kéd je povazovany
za Skodlivy, ked’'Ze ide o kod, ktory ma testovat’ zabezpecenie
systému [17].

Ako prvy test bol kéd jednoducho zaSifrovany a odoslany
na testovanie za tcelom zistit’, Ze kol’ko antivirusovych prog-
ramov vyuziva dynamickd analyzu. Hlavnd Cast’ programu
vyzerala nasledovne:

|| int main(void)
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{
decryptCode (); // Dekryptovanie kdédu
startShellCode(); // Zavolanie kdédu
Meterpreteru v dekryptovanom kode
return O;

}

Tato verzia kédu je detegovand antivirusovymi skenermi a ma
VirusTotal skére 12/55. Toto dokazuje, Ze novodobé antiviru-
sové programy sa stdle viac spoliehaju na dynamicku analyzu,
aj ked’ to eSte nie je vicSina z nich.

Daliim ciel'om bolo skisit' jednotlivé metédy, ktorymi by
sa dalo vyhnit detekcii $kodlivého kédu so 100% uspes-
nost'ou. Jednotlivé metddy a ich dspeSnost mozno vidiet' v
Tabul'ke 1.

Metéda Uspesnost’ detekcie
Alokovanie 100MB pamiite 0/55
100 miliénov inkrementicii 0/55
Pokus o otvorenie systémového procesu 11/55
Otvorenie neexistujicej URL 2/55
Vyuzitie informdcii o pouzivatel ovi 0/55
Pokus o pouzitie kniznice NUMA 0/55
Skontrolovanie paméte procesov 1/55
Skontrolovanie ndzvu suboru 0/55

Tabulka T
POKUSY S ROZNYMI METODAMI O SKRY VANIE SKODLIVEHO KODU

V. NAVRH RIESENIA

Ako bolo dokdzané praktickymi pokusmi, stile existuju
metddy, pomocou ktorych sa dd obfuskovat’ malvér aby nebol
odhalitel'ny statickymi metédami analyzy malvéru a taktiez
metddy, ktoré zabraiuji tspeSnej analyza spravania malvéru
v ramci sandboxov. Tieto nedostatky sa vyskytuji v rdmci AV
systémov na zdklade ich vstavanych obmedzeni aby necerpali
prilis vel'a systémovych prostriedkov pouZivatel'a a teda boli
¢o najmenej ruSivé. AvSak pre analyzu takto Specifického
malvéru je nutné vyuZivat' iné metddy, pripadne alokovat
viacero systémovych prostriedkov aby bola dosiahnutd vysSia
miera detekcie.

Zakladom pre navrhované rieSenie je vyuzivanie virtudlneho
systému, ked’Ze mnozstvo malvéru v dneSnej dobe nekon-
troluje pritomnost’ virtualizaénych ndstrojov z dovodu, Ze
mnoho serverov funguje na virtudlnych strojoch a méZzu byt
pre ttocnika perspektivnym ciel'om (¢i uz kvoli datam, ktoré
sa v nom vyskytuji, alebo vyuZivanim ako prostriedok na
Sirenie malvéru, spamu, alebo na vykondvanie inej Skodlivej
¢innosti). Samozrejme, virtudlny stroj musi byt dostatocne
obfuskovany aby sa tvdril ako redlne pouzivany systém a teda
nebol I'ahko detegovatel'ny malvérom (napr. kontrolou histérie
prehliadania, registrov, atd’.). Pre zndmy malvér je implemen-
tované rozhranie kontroly cez sluZzbu VirusTotal.com, ktora
poskytuje API pre rychlu kontrolu stiborov pomocou vicsiny
dostupnych AV systémov. Ak malvér nie je detegovany cez
API, je mozné pouZit’" pokrocilé metédy, pomocou ktorych sa
da potenciondlne Skodlivy stibor preskimat’ do detailu a zistit’
akékol'vek neZiadice sprdvanie. N&Crt rozdelenia navrhova-
ného riesenia je mozné vidiet' nizSie na obrazku 3.

Navrhovany systém
pre analyzu malvéru

c

Analyza pomocou
VirusTotal API

3

Interna analyza v
ramci obfuskovaného
systému

N

(

Analyza pomocou
automatizovaného
nastroja

S

Nastroje pre manualnu
analyzu malvéru

Obr. 3. Nacrt rozdelenia navrhovaného rieSenia

A. VirusTotal API

Sluzba VirusTotal poskyuje API pre kontrolu stiborov a
generovanie reportov pre vyuZivanie v aplikdcidch. Komuni-
kéacia prebieha pomocou HTTP protokolu a déta si posielané
v JSON formate. Pre pouZivanie API je potrebné ziskat API
kl'ag, ktory je zaslany pouZivatel'ovi po UspesSnej registracii.
Na testovanie je mozné odoslat’ stbor, alebo len hash stiboru
(md5/shal/sha256). Ak sa odo$le len hash sidboru, tak sa
zistuje, ¢i uz dany subor bol v minulosti kontrolovany a
ak sa ndjde zhoda, tak server odoSle report ako odpoved'.
Ak vSak dany sdbor nebol kontrolovany, tak v tom pripade
pride negativna odpoved’ zo servera a je nutné odoslat’ stibor
na skenovanie. Pri odosielani siboru na skenovanie je stibor
zaradeny do fronty na skenovanie, pricom ma nizku prioritu
(ked’Ze sa nejednd o volanie z portdlu VirusTotal.com). Je
mozné ziskat’ vysSiu prioritu aj kvétu na pocet skenovanych
suborov (zdkladnd kvéta su 4 sibory za 1 mintdtu) pomocou
zaslania odovodnenej Ziadosti na portdl VirusTotal. Vyhodou
posielania hashu stiboru je rychlost’ odpovede, ked'Ze spraco-
vanie poziadavky necakd vo fronte, ale zdroven nevyhodou je
negativna odpoved’ pre nezndme stbory. Navrhované rieSenie
je vyuZzit' kontrolu cez hash stboru a v pripade nezndmeho
suboru je stbor zaslany na kontrolu. Toto rieSenie zniZuje
zat'aZenie siete a zdroven urychl'uje zobrazenie vysledkov
kontroly v pripade zndmeho siboru. Nacrt vyuzitia VirusTotal
API mozno vidiet' na obrazku 4.

B. Internd analyza

Ako uZ bolo spomenuté, tvorcovia malvéru sa v sicasnosti
zameriavaju najmi na detekciu redlnosti prostredia a nie na
detekciu virtualizacie, ked’Ze td sa vel'mi Casto vyuZiva v
produkcnej sfére. Vicsinou sa takto Specificky malvér snazi
odhalit’, ¢i je spust’any v redlnom systéme, alebo je spust’any
v sandboxe, pripadne pod nedplnou, alebo Cerstvou inStaldciou
systému. Medzi beZné metddy zamerané na odhalenie redlnosti
prostredia patria:

« Testovanie, ¢i kurzor mysi nezostdva po cely Cas v strede
obrazovky - bezny jav pri sandboxoch.

o Testovanie pripojenia na internet - na zdklade odpovedi
pre existujice/neexistujice portaly.
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Obr. 4. Nacrt vyuZitia VirusTotal API

« Kontrola nizkeho poctu beZiacich procesov, historie, re-

gistrov, ...

MnoZstvo sandoxov sa vSak vd’aka tymto testom snaZi si-
mulovat’ spravanie redlneho pouZivatel’a. Kvoli tomu moderny
malvér vyuziva ovel'a efektivnejsi spdsob detekcie redlnosti
prostredia a to metédu vyuZivania artefaktov opotrebovania
systému. Tieto artefakty operacny systém nadobuda z hl’adiska
dlhodobého pouZivania systému. Miera UspeSnej detekcie redl-
neho prostredia dosahuje aZ 92,86%. Artefakty opotrebovania
systému sa daju rozdelit' do nasledujtcich skupin:

o Artefakty disku,

« artefakty siete,

« artefakty systémovych registrov,

o systémové artefakty.

Tieto artefakty sa nachddzaji v systéme Windows, ktory
bol vybrany na zaklade skutoCnosti, Ze sa jedna o najcastejSie
sa da detegovat’ redlnost’ systému je mozné vidiet' v tabul'ke
IL

Pri hibkovej analyze malvéru sa v systémoch na to uréenych
najviac dbd na nasledujice aspekty:

« Efektivnost’,

e podporu néstrojov,

o prisposobitel'nost’,

o transparentnost’.

Nazov
desktopFileCount
miniDumpCount
miniDumpSize
recycleBinCount
recycleBinSize
tempFilesCoint
tempFilesSize
thumbsFolderSize
ARPCacheEntries
certUtilEntries
dnsCacheEntries
tcpConnections
wirelessnetCount
autoRunCount
deviceClsCount
fireruleCount
MUICacheEntries
orphanedCount
regSize
shimCacheCount
total ActiveSetup
total AppPaths
totalMissingDlls
totalSharedDlls
USBStorCount
uninstallCount
usrassistCount
appdiffdays
appevt

appsrc
sysdiffdays
sysevt

Syssrc
totalProcesses
winupdt

Tabul'ka II: Prehl’ad artefaktov opotrebenia systému

Kategoéria

Artefakty disku

Artefakty siete

Artefakty sys. registrov

Systémové artefakty

Efektivnost’ je spojena s alokaciou zdrojov pre poziadavky
analyzy malvéru, teda napriklad poZiadavky na efektivnu
bisekciu a bindrny preklad kédu malvéru v prostredi.

Podpora nastrojov znamena jednoduchost’ pridania d’al-
Sich ndstrojov pre analyzu malvéru do existujiceho prostredia.
Toto moZe byt obzvlast’ problémom pri sandboxoch a uzav-
retych systémoch, kedy sa pouZivatel musi spoliehat’ len na
existujice ndstroje a reporty.

Prisposobitel'nost’ sa d4 vysvetlit' ako schopnost’ systému
zmenit' svoje sprdvanie a prisposobit’ analyzu konkrétnemu
druhu skimaného malvéru, ked’Ze malvér sa mdZe prezento-
vat’ rozne a Casto je potrebné sa zamerat’ na tzku Cast’ systému
pri analyze.

Transparentnost’ je vlastnost’ prostredia na analyzu mal-
véru, vd’aka ktorej by mal systém zostat’ pred malvérom
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skryty a nedetegovatel'ny, aby sa malvér nesnaZil zmarit’
uspesnost’ analyzy pri detekcii prostredia.

Na zdklade tychto skutoCnosti bude rieSenie zaloZené na
hardvérovej virtualizécii s redlnym operacnym systémom. Toto
rieSenie je najviac transparentné (okrem rieSenia bare-metal,
ktoré ma vSak mnoZstvo inych nevyhod) a zdroven je rychlej-
Sie oproti emulovanému hardvéru. Zaroven toto rieSenie po-
skytuje dobrd obnovite'nost’ do pdvodného stavu a moZnost’
pouZitia operacného systému bez limitovania ich funkcii. Tieto
skutoCnosti vyrazne ul’ahcuji analyzu malvéru zameraného na
detekciu redlnosti operacného systému. Hardvérova virtualiza-
cia je detegovate'nd malvérom, ale pocet malvéru, ktory je
zamerany na jej detekciu vyrazne klesd a je predpoklad, Ze
rieSeni obsahuje istd formu tejto virtualizcie (cloudy, servery,
vzdialené desktopy, atd’.).

Virtualizdcia ako takd prindSa mnozstvo vyhod pri analyze
malvéru a znaCne ul’ahCuje a urychl'uje tento proces. Sicasny
trend v oblasti tvorby malvéru je detekcia redlnosti prostredia,
teda navrhované rieSenie je zamerané na obfuskaciu prostredia
a jeho detekcie na zdklade opotrebenia systému. Ako bolo
spomenuté, rieSenie je zaloZené na hardvérovej virtualizicii,
s redlnym operaénym systémom s ¢o najmenSimi Upravami,
ked’Ze hardvérova virtualizdcia je znacne rychlejSia oproti
emulovanému hardvéru a prindSa mnoZzstvo vyhod. Hardvé-
rova virtualizicia taktieZ umoznuje pouzivat redlne operacné
systémy a umozZiuje vytvaranie snimok OS pre jednoduché
obnovenie systému do pdvodného stavu pred spustenim mal-
véru. Tieto skutoCnosti vyrazne ul’ahCuji analyzu malvéru.

Vdaka vyuZzivaniu redlneho operacného systému nie je
potrebné maskovat’ niektoré artefakty opotrebenia, ked’Ze
systém ako taky ich uZ implementuje. Dalou moZnostou
je vyuZzivat obraz uZ existujiceho systému, ktory eliminuje
nutnost’” obfuskdcie d’alSich artefaktov oproti Cistej inStaldcii
systému. Prikladom tychto artefaktov su:

o Artefakty disku:
— miniDumpCount
— miniDumpSize
o Systémové artefakty:
— appevt
appsrc
syssrc
totalProcesses
— winupdt

Ked'Ze systém Windows je robustny a vel'mi komplexny,
tato praca je zamerand na najdolezitejSie artefakty opotrebenia
systému, ktoré najviac vplyvaji na celkové hodnotenie redl-
nosti systému z hl'adiska vyuZzivania redlnym pouZzivatel om.
Konkrétne je aplikdcia zamerand na tieto artefakty:

o Artefakty disku:
desktopFileCount
recycleBinCount
recycleBinSize
tempFilesCount
tempFilesSize

— tempFolderSize

— thumbsFolderSize
Artefakty internetového prehliadaca:
browserNum
cookieDiffDays
totalCookies
total TypedURLSs
uniqueCookieDomains
uniqueURLs
urlDiffDays

o Artefakty systémovych registrov:

autoRunCount
MUICacheEntries
orphanedCount
regSize

total AppPaths
totalMissingDlls
totalSharedDlIs
uninstallCount
USBStorCount

Néstroj taktieZ obsahuje funkciu na zist'ovanie a zmenu
Casu a datumu inStalacie systému Windows, ked’Ze dany
datum je uzko spity s niektorymi artefaktmi a ak je dlhodobo
konStantny, mdZe to viest k naruseniu redlnosti systému.

Tento néstroj je vyvinuty v objektovo orientovanom progra-
movacom jazyku C#, ktory je priamo ureny na vyvoj aplikécii
pre prostredie Windows a obsahuje mnoZstvo kniZnic, ktoré
ul'ahcuju pristup k registrom a inym Castiam operacného sys-
tému za ti¢elom jeho zahmlievania. Aplikédcia bude rozdelend
do troch modulov, pricom kazdy z tychto modulov bude
reprezentovat’ jednu oblast’ artefaktov. Kazdy modul bude
reprezentovany statickou triedou, ked’Ze nie je nutné vytvarat’
objekty, ktoré by museli existovat’ v paméti dlhodobo, pri
zmendach, ktoré sa budd vykondvat’ v systéme. TaktieZ sa budu
vyuzivat’ prevazne statické metdédy na zahmlievanie jednotli-
vych artefaktov opotrebenia systému. Popri tom bude aplikécia
obsahovat’ aj pomocné triedy na zabezpecenie jednotlivych
funkcionalit.

C. Zahmlievanie artefaktov disku

Prvy implementovany modul sliZi na zahmlievanie artefak-
tov opotrebenia disku. Tento modul je zodpovedny za zahmlie-
vanie siborov koSa, pracovnej plochy, systému a systémovych
nihl’adov.

Docasné subory st perfektnym indikdtorom opotrebenia
systému, ked’Ze vznikajui pri beZnej praci pouZivatel’a so systé-
mom. Implementacia zahmlievania tychto artefaktov spociva v
generovani roznych docasnych stborov s variabilnou vel kos-
t'ou a obsahom. Tieto vygenerované stbory budi rdézneho typu
(textové stbory, obrazky, dokumenty MS Office, ...). Takto by
sa mali zahmliet' artefakty rempFilesCount, tempFilesSize a
tempFolderSize. Tieto doCasné suibory budd vygenerované v
priecinku:

$USERPROFILE$\AppData\Local\Temp
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Samozrejme, tieto vygenerované stbory budd mat’ varia-
bilnu vel'kost’, Cas vytvorenia, ¢as poslednej Upravy a pristupu,
aby sa €o najviac priblizovali redlnemu pouZivaniu systému.
Tieto Casy sa generuji s dérazom na Cas inStaldcie systému,
aby sa nestalo, Ze tento doCasny sibor bol vytvoreny pred
datumom inStaldcie systému. TaktieZ je nutné dodrZanie lo-
gickej nadviznosti ditumov vytvorenia, poslednej tpravy a
¢itania zo stiboru pri generovani tychto siborov. Tieto stbory
budi mat’ globalne univerzdlne jedinecné identifikdtory, v
tvare 128 bitovych &isel, ked’Ze mnoho aplikdcii vyuZiva pri
generovani doasnych siborov prave tieto ndzvy. Dal§im mo7-
nym spdsobom na generovanie ndzvov, ale aj obsahu tychto
docasnych stiborov je vyuzitie online slovnika anglickych slov,
z ktorého sa budi Cerpat’ ndhodné slova na tvorbu viet. Tymto
pristupom sa zvysi redlnost’ vygenerovanych stborov. V pri-
pade netispesného pripojenia ndstroja na internet bude vyuZity
interny generdtor ndhodnych slov, ktory vSak na rozdiel od
online slovnika nebude generovat’ zmysluplné slovd (hlavne
kvoli nutnosti implementécie databazy slov, ktord je vel'mi
rozsiahla).

Dalim beznym javom, z dlhodobého hl'adiska, pri prici s
pocitaom je pribudanie siborov na pracovnej ploche. Tieto
stibory sa budid zahmlievat podobne ako artefakty docasnych
suborov, avSak budd pozostdvat z obrazkov, dokumentov
kanceldrskych balikov a textovych stiborov. TaktieZ ich ndzvy
budi odlisné od docasnych siborov, ked’Ze pouZivatel' vic-
Sinou ddva tymto siborom zmysluplné ndzvy a nie ndhodne
vygenerované 128 bitové ret'azce pozostdvajice z pismen a
¢isel. Na generovanie ndzvov stborov sa teda vyuZije online
slovnik, ktory zabezpeci ich redlnost’. Rovnako ako pri genero-
vani do¢asnych stiborov, budi mat’ tieto sibory rozne vel' kosti
a datumy vytvorenia, Uprav a pristupu. Tieto ddtumy budu tak-
tieZ podliehat’ rovnakym logickym obmedzeniam ako docasné
stbory. Takto by sa mal zahmliet' artefakt deskropFileCount.

Pre zahmlievanie suborov, ktoré boli vymazané (stibory v
kosi) sa bude vyuzivat implementicia generovania stuborov
pracovnej plochy, ked'Ze tieto stibory by mali v redlnom pro-
stredi byt vytvorené pouZivatel’om a nésledne odstrdnené a re-
dlny pouzivatel' Casto neodstraiuje systémové, alebo docasné
stbory. Teda v tomto pripade sa stbory po ich vygenerovani
hned’ presunu do koSa, ¢o je jedinym rozdielom oproti imple-
mentacii popisanej vyssie. Tymto spdsobom sa vyrazne skrati
implementacny Cas tejto Casti. Pocet vygenerovanych stiborov
by mal koreSpondovat’ s priemernym poctom a vel'kost'ou
suborov v kosi bezného pouZivatel'a. Tymto pristupom by sa
mali zahmliet' artefakty recycleBinCount a recycleBinSize.

Dalim artefaktom opotrebenia systému sd stbory systé-
movych nahl'adov. Jedna sa prakticky o cache subory, ktoré
urychl’'uji nacitanie priecinkov po ich otvoreni pouZivatel' om.
Tieto stibory sa vytvarajd pri prvom otvoreni konkrétneho prie-
¢inka, teda prave preto sa jednd o jeden z doleZitych artefaktov
opotrebenia systému. Zahmlievanie tychto siborov sa bude
vykondvat’ generovanim suborov v prieCinku nahl’adov, ktory
sa nachadza v:

$LOCALAPPDATA%\Microsoft\Windows\Explorer\

Tieto sibory maji len dve moznosti pre ich ndzov a to
bud’ thumbcache_zzz.db, alebo iconcache_zzz.db, pricom zzz
je ret azec Cisel ur€eny na identifikdciu r6znych cache stborov.
Nazvy tychto vygenerovanych stiborov teda budi zloZené z
ndhodne vybranej moznosti s ndhodne vygenerovanym cislom.
Takto sa teda bude zahmlievat' artefakt thumbsFolderSize.

D. Zahmlievanie artefaktov internetového prehliadaca

Tento modul je zodpovedny za zahmlievanie artefaktov in-
ternetového prehliadaca. Vybrany prehliada¢ na zahmlievanie
je Mozilla Firefox, na zdklade osobnych preferencii, ked'Ze
vyber prehliadaca nemd Ziaden vplyv na vyhodnotenie redl-
nosti pouzivaného systému. TaktieZ je postacujice zahmlievat’
len jeden internetovy prehliadaC a nie je nutné tito funkciu
implementovat’ pre vSetky dostupné prehliadace, ked’Ze bezny
pouZivatel v redlnom prostredi pouZiva vicSinou len jeden
internetovy prehliada¢. Pre budicnost’ vSak je mozZné tito
funkciu rozsirit' na viacero inych prehliadacov, pre moZnost’
variability zahmlievania systému. Pre toto vyuZitie je tplne
postacujice zahmlievat’ cookies a histériu prehliadaca. Kon-
krétne prehliada¢ Mozilla Firefox mé uloZené sibory cookies
a histériu prehliadaca v databazovych SQLite stiboroch. Tieto
subory sa nachddzaji v prieCinku:

$APPDATA%\Mozilla\Firefox\Profiles\

V tomto prieinku sa nachddzajui stbory s ndzvami co-
okies.sqlite a places.sqlite, ktoré obsahuji zdznamy cookies
a histériu prehliadaca.

V tabul’ke cookies sa nachiddzajui informécie o doméne, na
ktord sad cookies viazané, ich hodnotu, cestu k nim, datum
posledného pristupu, vzniku a expirdcie, informécie o pdvode
jednotlivych cookies a iné bezpecnostné atribiity cookies. Ich
zahmlievanie bude prebiehat’ vkladanim falo$nych zdznamov
do databdzového stiboru. Nazvy jednotlivych cookies a domén
pdvodu cookies budid generované pomocou online slovnika a
ich hodnota bude ndhodny ret'azec znakov a C&isel. Datumy
vzniku, posledného pristupu a expirdcie cookies budi tiez
ndhodne generované s hl'adiskom na ditum inStaldcie systému
aby sa dodrzala logickd nadvéznost’. Takymto spdsobom sa
budd zahmlievat' artefakty cookieDiffDays, totalCookies a
uniqueCookieDomains.

V databdzovom subore places.sqlite sa nachéddzaji
rozne tabul'ky, z ktorych sa bude pracovat s tabul'kami
moz_historyvisits, moz_hosts a moz_places. V tabul'ke
moz_hosts sa nachddzaji informdcie o jedinecnych adresach,
ktoré dany pouZivatel' navstivil. Vkladanim zdznamov do
tejto tabul’ky sa budd zahmlievat artefakty trotalTypedURLs
a uniqueURLs. Této tabul'ka obsahuje informdicie o danych
navstivenych adresich, frekvencii ndavstev, prefixe adries
a taktieZ informdciu, ¢i adresa bola zadand pouZivatel om.
Zahmlievanie tejto cCasti bude vykondvané podobne ako
zahmlievanie cookies a to generovanim faloSnych adries
pomocou online slovnika. Prefixy adries budd ndhodne
zvolené zo zoznamu dostupnych prefixov a ostatné parametre
budd ndhodne zvolené.
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V tabul'’ke moz_places sa nachadzaji informacie o vSetkych
navstivenych URL adresich, ndzvoch domén, pocte a frek-
vencii ndvstev a podobne. Generovanie faloSnych zdznamov v
tejto tabul’ke bude prebiehat’ podobne ako v predoslej tabul'ke
s prihliadnutim na to, Ze kazdy zdznam v tejto tabul’ke musi
mat’ rodica v predoslej tabul'ke. Ostatné tidaje budu genero-
vané ndhodne, pripadne nazvy budi generované s vyuZitim
online slovnika. Datumy budd generované s prihliadnutim na
datum inStaldcie operacného systému a sicasny datum a Cas.

Zaznamy v tabul'ke moz_historyvisits obsahuju referenciu
na zdznamy v tabulke moz_places, ako je zobrazené na
obrazku 5. Konkrétne zdznamy obsahuji informdcie o tom,
z ktorej URL adresy bola strdnka navStivend, diatum a cas
navstevy a iné informdcie o navstivenej stranke. Tieto zdznamy
st ukladané vZzdy, ked’ pouZivatel' navStevuje nejaké stranky,
s vynimkou navS§tevy strdnok v inkognito mdéde. Zahmlieva-
nie tejto tabul'ky bude prebiehat’ stcasne so zahmlievanim
tabul’ky moz_places, ked’Ze medzi zdznamami existuji vizby
pomocou cudzich kI'i€ov. Toto zahmlievanie bude prebiehat’
podobne ako zahmlievanie predoslej tabul'ky a pomocou neho
sa d4 pokryt artefakty totalTypedURLs a urlDiffDays.

moz_input_histary [ Places.sglite Schema 1/30/09 ] moz annos
fik |place_id -
: id
input | 1 fic | place_id
moz_places_temp
use.count |: fk |anno_attribute _id
moz_places mime_type
id content
url flags
moz_favicons title expiration
id rev_host ] type
url visit_count dateAdded
data L hidden lastModified
mime_type typed
expiration Tk |favicon_id |
frecency

moz_historyvisits_temp

moz_bookmarks moz_anno_attributes
moz_historyvisits g id
id wpe name
from_visit fic | fic
i |place_id parent
visit_date pasition
visit_type title
Beson M fi | keyword_id
folder_type moz_items_annos
dateAdded _
lasiModified L
fk | item_id
fk |anno_attribute_id
mime_type
content
moz_bookmarks_roots moz_keywords flags
rool_name ] expiration
fi |folder_id keyword type
dateAdded
lastModified

Obr. 5. Schéma databdzového stboru places.sqlite

E. Zahmlievanie registrov operacného systému

Poslednym implementovanym modulom je modul urceny
na zahmlievanie systémovych registrov pre operacny systém
Windows. Esencidlnou ¢astou tohto modulu bude moZnost
zistenia a zmeny datumu inStal4cie opera¢ného systému Win-
dows, ked’ze ako bolo spomenuté v predoslych moduloch,
viaceré Casti obfuskdcie systému si viazané na tento ditum
a zdroven je to jeden z najpodstatnejSich artefaktov pri uréeni
opotrebenia systému. Preto je nutné aby bol tento ditum

vhodne zvoleny aby operacny systém nepdsobil prili§ mlado,
ale ani prili§ staro. Udaje o ddtume a Case instaldcie ope-
raéného systému su uloZené v systémovom registri. Cesta ku
kI'icu tohto registra je:

Tento kI'G¢ registra obsahuje Ciselnd hodnotu vo formate
unix timestamp, teda pocet sekind, ktoré ubehli od 1.1.1970
00:00:00. Zahmlievanie tejto hodnoty bude prebiehat’” zadanim
diatumu a ¢asu v normdlnom forméte a néslednej konverzii na
unixovu Casovu stopu, ktord sa zapiSe do daného registra.

Daliim artefaktom opotrebenia uréenym na zahmlievanie su
kl'ice registrov programov urenych na odinstalovanie soft-
véru. Vacsina softvéru si uklada cestu k tymto programom do
registrov operacného systému, z dévodu jednoduchsej spravy
nainsStalovanych programov. Tieto kl'i¢e sa nachddzaji v:

Tymto spdsobom sa budd zahmlievat' artefakty regSize a
uninstallCount. Zahmlievanie bude prebiehat vygenerovanim
a ndslednym vloZenim zdznamov do daného registra. Kon-
krétne zdznamy budud obsahovat’ informdcie o ndzve aplikécie,
vydavatel’ ovi, verzii, kontakte, ditume inStalacie, ceste k prog-
ramu ur¢enému na odinStalovanie aplikdcie a vel’kosti aplika-
cie. Slovné nazvy aplikdcie a vydavatel'a sa budd generovat
pomocou online slovnika, datum inStaldcie bude generovany
z prihliadnutim na ditum inStalacie operacného systému a
zvy$né atributy budd generované ndhodne.

Artefakt opotrebenia systému autoRunCount je d’alSim ar-
tefaktom opotrebenia, ktory bude potrebné zahmlievat’. Tento
artefakt urCuje pocet aplikicii, ktoré sa spust'aju pri Starte
systému a je zapisany v systémovom registri. Cesta k tomuto
registru je:

Tento register sa skladd zo zdznamov, ktoré obsahuji len
informacie o ndzve aplikdcie a ceste k spustitelnému bi-
narnemu suboru aplikdcie, pripadne aj s parametrami pre
spustenie aplikdcie. Zahmlievanie tohto registra bude prebie-
hat' generovanim zdznamov s faloSnym ndzvom aplikdcie a
cestou ku aplikdcii pomocou online slovnika. PoCet zdznamov
bude koreSpondovat’ s priemernym poctom zdznamov, ktoré sa
nachddzajd na priemerne opotrebovanom opera¢nom systéme.

Podobnym spdsobom sa bude zahmlievat' aj artefakt tita-
[AppPaths, ktory reprezentuje celkovy pocet aplikdcii a ciest
k nim. Obsahom tohto registra si zdznamy o zaregistrovanych
aplikdcidch v operatnom systéme, ktoré sa skladaji z ndzvov
tychto aplikécii, ciest k nim a nepovinnych informacii ako
napriklad URL adresy. Cesta k tomuto registru je:

Do tohto registra sa budd generovat’ zdznamy s faloSnymi
ndzvami a cestami k aplikdcidm, ktoré budd ndhodne zvolené
s vyuzitim online slovnika. Ich pocet bude, tak isto ako v

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\
CurrentVersion\InstallDate

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\Uninstall

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\Run

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\App Paths
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predoslom pripade, zvoleny aby bol priblizne totoZny s prie-
mernym poctom zdznamov, ktoré sa nachddzaji na priemerne
opotrebovanom operacnom systéme.

Daliim doleZitym artefaktom opotrebenia systému je fo-
talSharedSlls, ktory je reprezentovany registrom zdiel’anych
DLL kniZnic. Obsahom tohto registra si zdznamy s cestami
k jednotlivym zdiel'anym DLL kniZniciam. Tento register sa
nachédza v:

Zahmlievanie tohto registra bude prebiehat’” vytvorenim fa-
loSnych DLL kniznic a nédslednym ukladanim ciest k tymto
kniZniciam do daného registra. Nazvy kniznic budd genero-
vané s vyuzitim online slovnika a samotné kniZnice budud
ulozené do prieCinka v systéme Windows, ktory je na to
uréeny. Tento prieCinok sa nachddza na adrese:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\
CurrentVersion\SharedDLLs

|| C:\Windows\SysWOW64\

Dal§imi artefaktmi, ktoré sa budd zahmlievat' si orpha-
nedCount a totalMissingDlls. Artefakt orphanedCount repre-
zentuje poclet zdznamov, ktoré sa nachadzaji v registroch
aj napriek tomu, Ze aplikdcia ku ktorej sa vzt'ahuji bola
odinStalovana. Artefakt toralMissingDlls reprezentuje pocet
zdznamov v systéme ktoré odkazuji na DLL kniZnice, ktoré
vSak v systéme neexistuju. Oba tieto artefakty staci zahmlie-
vat’ vytvorenim falo$nych zdznamov v registroch opera¢ného
systému.

Nasledujicim artefaktom uréenym na zahmlievanie je MU-
ICacheEntries. Tento artefakt reprezentuje udaje, ktoré sa
vytvaraji v Case ked’ pouZivatel' po prvy krit pouZije nejakd
aplikdciu. Cesta k registru s tymito udajmi je:

Tento register sa bude zahmlievat' generovanim falo$nych
zdznamov, ktoré budi obsahovat’ falo$nu cestu k aplikdcii,
ktora bude generovand s vyuZitim online slovnika.

Poslednym artefaktom opotrebenia systému, ktory je uréeny
na zahmlievanie je USBStorCount. Tento artefakt reprezentuje
pocet zdznamov v registroch OS, ktoré obsahuji informécie
o pripojenych USB diskovych tloZiskéach k pocitacu. Register
USBSTOR, ktory sa bude zahmlievat’, sa nachddza v:

Zahmlievanie tohto artefaktu bude prebiehat vytvorenim
falosnych zdznamov, ktoré budi obsahovat’ data o pripojenych
USB kl'ticoch. Tieto dita sa skladaji z ndzvu zariadenia,
ovladaca, hardvérového identifikdtora, ndzvu vyrobcu, popisu
zariadenia, pamit’ ovej adresy a réznych inych parametrov. Pre
generovanie nazvov zariadenia, vyrobcu a popisu sa vyuZije
znova online slovnik. Ostatné atribiity sa budi generovat’ ako
ndhodné ret'azce, ked’Ze pri zahmlievani tohto artefaktu nie
je podstatnd redlnost’ jednotlivych zdznamov o USB zaria-
deniach, ale podstatny je pocet tychto zdznamov, ktoré maju
vyplnené vSetky povinné udaje.

HKEY_CURRENT_USER\SOFTWARE\Classes\Local Settings\
Software\Microsoft\Windows\Shell\MuiCache

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\
USBSTOR\

F. Zahmlievanie virtualizdcie

Aj ked” mnozstvo malvéru v dneSnej dobe nedeteguje
pritomnost’ virtualizicie, ale skdr sa zameriava na redlnost’
operacného systému, stdle je dostatok malvéru v obehu, ktory
testuje aj pritomnost’ virtualizdcie. Na zdklade tejto skutoc-
nosti je potrebné oSetrit’ aj odhalenie samotnej virtualizécie.
Na zniZenie pravdepodobnosti detekcie virtudlneho stroja,
ktory bezi pod hypervizorom WMware sa da vyuzit' Specidlna
konfiguricia a zahmlievanie istych vlastnosti a atribitov, ktoré
su pre tato virtualizaciu Specifické.

Konfigura¢ny subor, v ktorom sa budid vykondvat’" zmeny
sa nachadza v subore:

$PROGRAMDATA%\VMware\VMware Workstation\config.ini

Na ochranu voci odhaleniu virtualizdcie pomocou rézneho
Skodlivého softvéru (napr. Jerry.c) sa do konfiguratného su-
boru pridali nasledujice ret azce:

isolation.tools
isolation
isolation

isolation

.getPtrLocation.disable
.tools.getVersion.disable
.tools.setPtrLocation.disable
.tools.setVersion.disable

Daliou moZnost ou detekcie virtudlneho systému je metéda,
ktord vyuZiva napriklad technika Red Pill. Detekcia touto
technikou, pripadne Skodlivym softvérom s ndzvom Scoopy
sa dd zamedzit’" pomocou pridania nasledujtcich ret'azcov do
konfiguracného stboru:

monitor_control
monitor_control
monitor_control
monitor_control
monitor_control
monitor_control
monitor_control
monitor_control
monitor_control

.disable_btinout
.disable_btmemspace
.disable_btpriv
.disable_brseg

.disable_chksimd
.disable_directexec
.disable_ntreloc
.disable_reloc
.disable_selfmod

Pridanim tychto ret’azcov do konfigurdcie sa zmeni nasta-
venie bindrneho prekladu virtualizaéného néastroja WMware a
taktieZ sa zamedzi detekcii virtudlneho stroja na baze rozdielov
v adresovani paméit’ ovych buniek, ktory bol popisany v druhej
kapitole.

Dalsim opatrenim voci odhaleniu virtualizicie je zakdzanie
vyuzivania WMware Tools. Jedna sa o stibor ndstrojov tohto
virtualizacného softvéru, ktory sliZi na ul’ahlenie price s
virtudlnym strojom. Tento subor ndstrojov vSak zanechdva v
systéme vel'ké mnozZstvo artefaktov (napr. procesy, pripadne
zdznamy v registroch OS), ktoré prispievaju k ul'ahCeniu
detekcie virtudlneho stroja malvérom.

G. Testovanie prostredia

Daliim logickym ktorom po implementicii zahmlievania
systému je testovanie tohto prostredia. Toto testovanie bude
prebiehat’ v dvoch krokoch:

o Testovanie pomocou automatizovaného nastroja,

¢ testovanie pomocou spustenia Specifického malvéru a

sledovania jeho sprdvania.

Testovanie pomocou automatizovaného néstroja prebiehalo
v dvoch etapdch. V prvej faze sa testovalo zniZenie de-
tekcie virtualizdcie samotnej, ktord bezala na hypervizore
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WMware. Toto testovanie prebiehalo pomocou néstroja WM-
Detection.exe, ktory bol vytvoreny na konferencii BlackHat
v roku 2012. Tento ndstroj je implementovany vo forme
konzolovej aplikdcie a je napisany v programovacom jazyku
C++. Obsahom tohto ndstroja je 6 moZznych technik, ktoré
dokdZu detegovat’ hypervizor WMware. Konkrétne sa jednd
o metédy vyuZivanie inStrukcie SIDT, SLDT, SMSW, STR,
techniku testovanie verzie a techniku testovania pamite. Kazdy
z tychto testov bol spistany osobitne a zo vSetkych testov sa
podarilo detegovat’ virtualiziciu jedine testu s pamit ou. Teda
aj napriek faktu, Ze trendy malvéru smeruju k detekcii redlnosti
prostredia a nie k detekcii virtualizdcie, osobitnou konfigura-
ciou sa da dosiahnut’ rapidne zniZenie detekcie virtualizicie a
teda prispiet’ k dspeSnému odhaleniu malvéru.

Dalfou fizou testovania pomocou automatizovaného na-
stroja bolo testovanie redlnosti systému s vyuZitim ndstroja na
testovanie opotrebenia systému. Tento nédstroj bol implemento-
vany timom I'udi, ktori publikovali Stidiu o artefaktoch opot-
rebenia OS. Testovanie prebiehalo v 30 rdznych inStancidch a
kazdé spustenie ndstroja prebiehalo v Cerstvej verzii prostre-
dia v ktorom bol predtym spusteny ndstroj na zahmlievanie
artefaktov opotrebenia operacného systému. Proces testovania
mozno vidno na obrazku 6.
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virtudlnom prostredi
N

Virtualne
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Obr. 6. Nacrt procesu testovania opotrebenia systému

Pri kazdom spusteni nédstroja na zahmlievanie artefaktov
opotrebenia systému boli zadané rézne vstupné parametre, teda
boli generované rozne pocty stborov, histérie prehliadania,
cookies a registrov. Z tychto pokusov bolo tdspesnych 24.
Pri tychto pokusoch bolo podmienkou vygenerovat’ dostatocné
mnozstvo falosnych zdznamov aby systém vyzeral opotrebo-
vane. Pri neuspe$nych pokusoch, ktorych bolo 6, sa jednalo
o nedostatocne obfuskovany systém. To znamend, Ze systém
obsahoval madlo potrebnych zdznamov na to aby vyzeral
opotrebovane, pripadne mal zahmlenych len Cast’ artefaktov
opotrebenia systému. Ulelom tychto nedspeinych pokusov
bolo ukdzat’, ze ak si v systéme niektoré artefakty nedos-
tatone zahmlené, pripadne vObec nie si zahmlené, je moZné
detegovat’, Ze sa nejednd o redlny systém aj napriek tomu, Ze

su ostatné artefakty opotrebenia systému dostatocne zahmlené.
Pri dspe$nych pokusoch sa jednalo o dostatoéné mnoZstvo
vygenerovanych artefaktov opotrebenia systému aj napriek
tomu, Ze oproti skutocnému vyuZzivaniu systému pouzivatel’om
mohli byt v nepomernom mnoZstve. Testy v ktorych sa
pomer jednotlivych vygenerovanych artefaktov nezhodoval so
Statistickymi tdajmi o artefaktoch opotrebenia systému mohli
byt udspesné prave kvoli tomu, Ze aj v redlnych systémoch
sa tieto ddta nemusia zhodovat' so Statistickymi z dovodu,
7e kazdy pouZivatel mdze vyuZivat systém primdrne na iné
jednotlivych zdznamov, neZ na ich pomery. Teda vysledkom
tychto testov sa dd predpokladat’, Ze pri sprdvnom pouZivani
nastroja je mozné systém dostatocne zahmliet’ aby vyzeral
ako redlny operacny systém a teda bol vhodnym pre analyzu
Specifického malvéru zameraného na detekciu prostredia.

Na testovanie pomocou spustenia $pecifického malvéru bolo
potrebné najprv zaobstarat’ takyto malvér. VacSina vzoriek
bola ziskand z internetu z réznych diskusnych fér zaobe-
rajucimi sa detekciou, pripadne tvorbou malvéru. Pre tieto
potreby bol taktieZ vytvoreny malvér, ktory by sa mal snaZit’
posudit’ redlnost’ systému. Celkovo bolo na analyzu pouZitych
23 vzoriek rézneho malvéru. Nacrt spravania sa tohto druhu
malvéru mozno vidiet' na obrdzku 7.

Spustenie malvéru

Ukoncgenie
programu

Wkonanie $kodlivej
ginnosti

Obr. 7. Nacrt spravania sa malvéru detekujiceho prostredie

Na analyzu tohto malvéru bol pouZity sibor ndstrojov
Flare VM, ktory obsahuje najCastejSie vyuZivané ndstroje na
detekciu, debugging a skimanie malvéru. Pred jednotlivym
spust’anim vzoriek bolo potrebné pripravit’ prostredie na ana-
Iyzu. Tato priprava spocivala v obfuskdcii prostredia Cerstvej
inStaldcie a ndsledné spustenie potrebnych ndstrojov na sle-
dovanie systému za tucelom odhalenia maléru. Odhal’ovanie
malvéru v tomto pripade prebiehalo manudlne pomocou da-
nych néstrojov. Pri kaZzdom spusteni malvéru sa sledovalo jeho
spravanie a najmi to, ¢i malvér spusti Skodlivi Cast’” svojho
kédu, alebo nie. Pri kazdej vzorke bolo vopred zndme jej
spravanie, ¢o ul’ahcilo sledovanie tohto malvéru pri spusteni.
Vysledky jednotlivych testov a porovnanie s vysledkami z
VirusTotal mozno vidiet' na obrazku 8.
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Obr. 8. Porovnanie tspesnosti testov s VirusTotal

Pri manudlnej detekcii malvéru sa podarilo detegovat’ 21 z
23 vzoriek, ked’Ze dve vzorky detegovali, Ze st spdst’ané v pri-
vilegovanom moéde. Zvysné vzorky vyhodnotili, Ze prostredie
je dostatoCne redlne a teda spustili $kodlivi ¢ast” svojho kédu.
Je nutné podotknit’, Ze tieto testy boli vykondvané s redlnym
pristupom na internet. V pripade vyuZivania emulovaného
pripojenia na internet klesla miera detekcie na 20 z 23, ked’Ze
jedna vzorka vyuZivala aj metédu detekcie redlneho pripojenia
na internet z dovodu, Ze sa jednalo o downloader.

Co sa tyka detekcie pomocou sluzby VirusTotal.com, prie-
mernd miera detekcie pri detegovanych vzorkach bola 29,34%.
Celkovd miera detekcie bola 7 z 23 vzoriek. Vzorky boli
viacsinou odhalené pomocou heuristickej analyzy.

V1. ZHRNUTIE

Ako bolo dokdzané réznymi pokusmi a testovanim, je
mozné dostatocne zahmliet’ virtudlny operacny systém aby
bol detegovany malvérom ako redlny, s vyuZitim vyvinu-
tého nastroja. Pre vysSiu mieru detekcie je moZné pouZit' aj
virtualizovany redlne opotrebovany systém namiesto Cerstvej
inStal4cie operacného systému, avSak tento systém je potrebné
predtym ocistit’ od vSetkych osobnych ddajov. Z dlhodobého
hl'adiska je to vSak neefektivne rieSenie, teda ovel'a viac
efektivnejSim rieSenim je rozsirit' ndstroj na zahmlievanie
artefaktov opotrebenia systému o d’alSie artefakty. Oproti
emulovanym systémom ma toto rieSenie mnozstvo vyhod,
najmé zvySenie jeho redlnosti za tcelom detekcie malvéru.
Nevyhodou sd vSak ovel'a vysSie naroky na zdroje a taktiez
beh jednotlivej detekcie je znacne dehavy oproti emuldtorom,
ktoré bezne vyuzivaji rozne antivirusové skenery.
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Abstrakt—Tento ¢lanok je zamerany na vybrané aspekty
analyzy dat v medicinskej doméne s ciePom identifikovat’
kl'i¢ové symptéomy a biomarkery pre véasni a tspesSnu
medicinsku diagnostiku Parkinsonovej choroby, ¢o predstavuje
zloZity proces, ktory naviac c¢asto Celi znaénému mnoZstvu
vstupnych atribiutov. V jeho prvej casti sa venujeme
teoretickému popisu réznych technik, ktoré pouzivame vo faze
predspracovania dat na vyber vhodnej podmnoZiny atribitov pre
samotné modelovanie. Hlavna ¢ast’” ¢lanku je zamerania na
analyzu viacerych datovych vzoriek od pacientov s
Parkinsonovou chorobu, kde sa zameriavame na ich re¢, chédzu
a pamit’ a experimentujeme aj s vyberom podmnoZin atributov
pomocou réznych metéd. Nevenujeme sa len diagnostikovaniu
toho, ¢i pacient ma alebo nema toto ochorenie, ale aj posideniu
zavaznosti pomocou urcenia spravneho Stadia. Dosiahnuté
vysledky st vyhodnotené ukazovatel’'mi, ako presnost’, senzitivita
a Specificita.

Krucéové slovi—dolovanie v datach;
Parkinsonova choroba; reé¢; chéodza; pamir’

vyber  atribiitov,

Abstract—This article focuses on selected aspects of data
analysis in the medical domain in order to identify key symptoms
and biomarkers for early and successful medical diagnosis of
Parkinson's disease. This complex process often faces a
significant amount of input attributes. In the first part, we devote
a theoretical description of the various techniques which we use
in the pre-processing phase to select a suitable subset of
attributes for modeling itself. The main part of the article is
focused on the analysis of multiple data samples from patients
with Parkinson’s disease, where we focus on speech, walking and
memory, and we also experiment with selecting subset of
attributes using different methods. We do not only want to
diagnose whether the patient has a disease but also to assess the
severity by determining the correct stage. The obtained results
are evaluated by indicators such as accuracy, sensitivity and
specificity.

Keywords—data mining, attribute Parkinson’s
disease, speech, walking, memory

selection,

I. UvoDp

Medicinska diagnostika vaznych ochoreni predstavuje
niekedy zdlhavy a komplexny proces vychadzajici &asto z
heterogénnych zdrojov dat a na prvy pohlad tazko
rozpoznatelnych stvislosti, ktoré mézu vo velkej miere
posobit’ na koneény vysledok a nasledné stanovenie vhodnej
liecby. Dostupnost’ datovej vzorky v elektronickom forméte
ndm zjednodusi problém spracovania a naslednej analyzy

Jan Parali¢

Katedra kybernetiky a umelej inteligencie
Technicka univerzita v KoSiciach
Kosice, Slovensko
jan.paralic@tuke.sk

pomocou vhodnych metdd dolovania v datach, ktoré dokazu
cely proces urychlit’ a v kone¢nom dosledku posluzit’ lekarom
ako efektivna podpora pri rozhodovani v zlozitych situaciach.
Prave preto sa za ucelom zberu medicinskych dat zacali mnohé
nemocnice vybavovat réznymi monitorovacimi zariadeniami,
ktoré predstavuji pomerne jednoduchy a lacny spdsob pre
prvotny zber a nasledne zhromazd’ovanie ziskanych udajov.
Tento trend spdsobuje neustaly narast objemu medicinskych
dat, o robi samotny proces ziskavania novych uzitocnych
znalosti zlozitej$im. Okrem toho sa medicinske data vyznacuju
vysSou pocetnostou vstupnych atributov, faktorov alebo
biomarkerov, ktoré datovy analytik musi pochopit’ a spravne
vyuzit’ pri generovani analytickych modelov. V tomto pripade
je dolezita spolupraca s expertom v danej doméne — lekarom,
ktory moéze pomdct’ aj so samotnym vyberom najddlezitejSich
atributov. To si vyZzaduje spolo¢ny slovnik a spravnu formu
vysledkov, ktoré budu jednoducho interpretovatelné a
pochopitel'né aj zo strany experta. Po vhodnom predspracovani
je mozné¢ pomocou rdznych metéd dolovania v datach
vygenerovat’ prediktivne modely, napriklad vo forme pravidiel,
ktoré ako vstup umoziuji zadat' jednotlivé Udaje daného
pacienta. Na zaklade tychto ziskanych pravidiel je mozné
diagnostikovat’ dané ochorenie, jeho zavaznost’ alebo stanovit
vhodnt liecbu, ¢o v kone¢nom désledku ulahéi pracu hlavne
lekarom. To ndm umozni postupne budovat bazu znalosti,
ktora  budeme kontinudlne vyhodnocovat, verifikovat,
aktualizovat’, dopiﬁat’ alebo modifikovat’.

V tejto praci sa chceme zamerat na podporu procesu
medicinskej diagnostiky prostrednictvom vhodnych metdd a
modelov, ktoré umoznia identifikdciu a verifikdciu novych
faktorov, zavislosti alebo suvislosti aj pomocou znalosti
experta. Okrem toho sa taktieZz zameriame na spominany
problém vyberu atributov, ¢i uz pomocou experta alebo
metodami, ktoré nie st typicke pre fazu predspracovania dat.

Ked’ze kazdym dnom rastie rozsah vyprodukovanych dat aj
v oblasti mediciny, pred samotnym modelovanim je potrebné
sa zamerat’ aj na vyber atribitov (dimenzii). Tuto fazu mézeme
podl'a metodologie CRISP-DM zaradit’ do fazy pripravy dat
[1]. Pri pouziti vSetkych dostupnych atributov Casto nastava
velky problém s irelevantnymi, nadbytoénymi alebo
redundantnymi  informaciami, ktoré nakoniec spdsobuju
zniZenie vykonnosti niektorych metéd dolovania v datach [2].
Vyber vhodnych atributov je proces vyberu minimalneho poctu
dimenzii v datach, ktoré v kone¢nom dosledku najviac

VYBER ATRIBUTOV
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vplyvaju na vysledni Kklasifikdciu, resp. su skutocne
nevyhnutné pre tvorbu modelov. Okrem toho, d’alSou velkou
vyhodou je to, Zze na vypocet a vytvorenie novych modelov
potrebujeme ovela menej Casu a su taktiez pochopitel'nejsie a
lahie interpretovatel'né [3]. Niektoré algoritmy dolovania v
datach by mali obsahovat’ aj krok pre vyber atributov, ktoré
dokazu predikovat’ cielové triedy s ¢o najvacsou presnostou.
Aktudlne vyskumy v tejto oblasti vSak preukazali, ze
irelevantné, nadbytocné a nepotrebné atributy vyskytujlce sa v
trénovacej mnozine, nepriaznivo vplyvaji na bezné algoritmy
strojového ucenia [4]. Preto je potrebné tento krok nepodcenit’
a pri samotnej analyze vybranej datovej vzorky uskutocnit’ aj
vyber pre danu ulohu najrelevantnejSich atributov pre dant
ulohu aj pomocou pristupov, ktoré sme popisali v nasich
publikaciach [5][6].

Ak pri analyze vybranej datovej vzorky spolupracujeme s
expertmi v danej oblasti (lekarmi), mdzeme ponechat’ vyber
alebo odstranenie atribiitov aj na nich. Z medicinskeho
hladiska vedia najlepsie vyhodnotit’, ktoré atributy st od seba
navzajom odvodené, podavaju  duplicitné informacie
(redundantné) alebo nie st potrebné a zaujimavé do d’alSich
analyz. Niekedy sa lekari zameraju aj na vyber viacerych
podmnozin atributov z dat, na ktorych nasledne datovi analytici
vytvoria klasifikacné alebo predikéné modely pouzitim
roznych metdd a nakoniec ich vyhodnotia vhodnymi
ukazovatelmi. Tieto vysledky st potom vyhodnotené z
pohladu toho, aké skupiny atributov z medicinskeho hladiska
dokazu najviac prispiet’ k vytvoreniu najlep$ich modelov, ktoré
mozu slazit' ako podpora diagnostiky danej choroby. Ak pri
analyze dat nespolupracujeme s expertmi v danej doméne, vo
faze predspracovania dat mézeme pre vyber alebo odstranenie
atributov vyuzit’ existujuce pristupy, ako napriklad odstranenie
kolinearity v datach, vyber na zaklade $tatistickych testov atd’.
Odstranit’ nepotrebné atributy je mozné aj pomocou metod, ako
Backward/Forward Stepwise Selection alebo LASSO [7],
avsak tieto metody su typické uz pre fazu modelovania, pretoze
vygeneruju regresné modeli len s podstatnymi atribitmi,
popripade hodnoty niektorych regresnych koeficientov zmensia
na nulu a tym padom sa dany atribut vo findlnom modeli uz
nenachadza. My sme sa vSak rozhodli tieto metody aplikovat’
uz v samotnom predspracovani dat a podmnozinu vybranych
atributov sme nasledne pouzili eSte na vytvorenie modelov
pomocou rozhodovacich stromov.

A. Multikolinearita

Ak nastane v datach situdcia, ze 2 alebo viaceré premenné
si medzi sebou tuzko prepojené (zavislé), hovorime o
kolinearite [7]. Jej pritomnost v datach moéze spdsobit’
skreslenie dosiahnutych vysledkov, pretoze meni vplyv
jednotlivych kolinearnych premennych na cielovy atribut,
ktory sledujeme. Pri regresii sa to prejavuje napriklad znizenou
presnostou odhadovanych regresnych koeficientov v modeli,
¢o spOsobuje aj zvysenie Standardnych chyb hodnét bi. Medzi
najjednoduchsie sposoby ako zistit' problém s kolinearitou v
datach je vytvorit’ korelac¢nti maticu zo vs$etkych numerickych
atributov a zamerat' sa v nej na vysoké absolutne hodnoty
medzi jednotlivymi dvojicami. AvSak niekedy vytvorenie
korelaCnej matice nestaci, pretoze aj ked medzi vybranymi
dvojicami atributov neexistuje vysoka zavislost’, kolinearita

moze eXistovat’ medzi troma a viacerymi premennymi. Vtedy
hovorime o multikolinearite. Na jej postdenie sa nestaci
pozriet’ iba na korela¢nu maticu, ale lepsi spdsob je vypocitat’
Inflaény faktor rozptylu (VIF) pre kazdy numericky atribt.
O uplnej nepritomnosti kolinearity hovorime vtedy, ak je VIF
na hodnote 1. V praxi v8ak aj malé mnozstvo kolinearity v
datach nespdsobuje ziadne problémy, pretoze mensie vztahy
medzi dvoma a viacerymi atributmi sa stale vyskytna [8]. Preto
ako pravidlo plati, Ze ak hodnota VIF presiahne hodnotu 5
alebo 10, vtedy uz zaciname hovorit o problematickom
mnozstvo kolinearity.

B. Statistické testy

Statistické testy [9] pozname rdzne, pricom ich vyber
zalezi v prvom rade od cielovej tlohy a povahe S$tudie.
Poskytuji metoédu na tvorbu kvantitativnych rozhodnuti na
vybranej datovej vzorke, kde testuji hypotézy o vyznamnosti
sledovanych parametrov vzorky. Statistické testy priamo
stvisia so §tatistickym zaverom ziskanym na zaklade dékazov
a odovodnenia. Kl'a€ovt ulohu pri tychto zaveroch zohrava
testovanie hypotéz. V oblasti mediciny a zdravotnej
starostlivosti je potrebné davat’ velky pozor pri pouzivani
tychto testov. Klinické Stadie velmi casto porovnavaju
napriklad u¢inok nového lieku s ucinnostou uz existujuceho
lieku, popripade placeba. Ak sa vyskumnik dopusti chyby pri
vypoctoch, tak zaverom testu moze byt napriklad nespravne
oznacenie ucinnej vzorky liekov a naopak. KedZe aj na
zaklade Statistickych testov je mozné ovplyviovat vyber
lieckov alebo davok pre jednotlivych pacientov, pri dopusteni
sa chyby moézu nastat’ obrovské komplikacie pri nastaveni
vhodnej lieCby a d’alSom zivote l'udi.

Ak mame polozenu otdzku zameranu na porovnanie dvoch
alebo viacerych sledovanych skupin, vtedy mozeme vykonat
Statisticky test. Musime si teda najprv stanovit nulovu
hypotézu a uréit vhodny testovaci atribut. Napriklad, ak
chceme sledovat’ vplyv daného lieku na hladinu krvného tlaku
(testovaci atribat), tak vypocitame rozdiel medzi priemerom
krvného tlaku lieGenych pacientov sledovanym lickom a
pacientov, ktori brali iba placebo. Stanovime si teda
nasledujuce hypotézy [10]:

e Ho: Medzi sledovanym liekom a placebom nie je
ziadny rozdiel v stvislosti s hodnotami krvného tlaku
(G¢inok lieku je nulovy) — zavislost medzi vyskou
krvného tlaku a sledovanym liekom neexistuje.

e Hi: Medzi sledovanym lickom a placebom je rozdiel

v hodnotach krvného tlaku (aéinok liekov ma vplyv)
zavislost medzi vySkou krvného tlaku a
sledovanym lickom existuje.

Statisticky test potom poéita pravdepodobnost’ ziskania
pozorovanych udajov. Ak je p-hodnota velmi nizka, tak
vypocitana pravdepodobnost’ je zanedbate'nd. Na zaklade
nami stanovenej hladiny vyznamnosti o bud’ zamietame, alebo
nezamietame nulova hypotézu. Ak je p-hodnota < o, tak
zamietame Hp a tym padom prijimame H; a naopak, ak je p-
hodnota > a, tak nezamietame Ho, ¢iZe stanovena hypotéza Ho
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plati. Keby v naSom vzorovom priklade vysla p-hodnota pod
uroviiou hladiny vyznamnosti o, zamietli by sme Ho, prijali H1
a mohli by sme tvrdit’, Ze medzi vzorkou pacientov lieCenych
sledovanym lieckom a vzorkou pacientov, ktori brali iba
placebo, existuje signifikantny rozdiel v hodnotach krvného
tlaku. Tymto tvrdenim by sme nasledne mohli povedat, Ze
dany liek ma vplyv na vysku krvného tlaku.

Ked'Zze v skutocnom zivote nie vSetci pacienti reaguju na
podavany liek rovnako, méze dojst’ k chybe pri prijati alebo
odmietnuti nulovej hypotézy. Jej nespravne zamietnutie
nazyvame chybou I typu, pricom  maximalna
pravdepodobnost’” vyskytu tejto chyby je na trovni hladiny
vyznamnosti o, ktory sa najcastejSie voli na hodnote 5% (o =
0,05) [11]. Tento typ chyby teda vedie k zaveru, zZe
predpokladany vztah alebo ucinok sledovaného lieku existuje,
aj ked’ v skuto&nosti to nie je pravda. Dalsi priklad pre vyskyt
chyby typu I. méze byt, ak test ukdze ze pacient ma dané
ochorenie, ale v skuto¢nosti je zdravy. Chyba II. typu nastava
v situdcii, ak neodmietneme nepravdivii nulovil hypotézu.
Prikladom tejto chyby moze byt nepotvrdenie pouZitelnosti
danej liecby, ak lieCba naozaj funguje alebo ked krvny test
uréeny na zistenie choroby ju v skuto¢nosti nepotvrdi, pricom
pacient dané ochorenie naozaj ma [12].

Pri naSich analyzach sme vicsinou tieto Statistické testy
pouzivali vo faze pochopenia dat pre najdenie vztahov medzi
atribitmi, popripade medzi vstupnymi parametrami a cielovou
diagnozou vyjadrenou v binarnom tvare (1 — pacient trpi
ochorenim, 0 — pacient je zdravy). Avsak stanovenim hladiny
vyznamnosti (napr. a = 0,05) je mozné na zaklade vyslednej p-
hodnoty Statistického testu vybrat’ pre d’alSie analyzy len tu
podmnozinu atributov, ktora Statisticky najviac vplyva na
sledovany atribut (diagnostiku). Vyber $tatistického testu [13]
zavisi hlavne od datového typu vstupného a cielového
atributu. Pri praci s numerickymi hodnotami musime najprv
pomocou Shapiro-Wilkovho testu sledovat’ to, ¢i dany
atribit ma alebo nema normalne rozdelenie. Ak je cielovy
atribut v binarnej forme (pacient ma/nema ochorenie) a
vstupny numericky atribut ma normalne rozdelenie, tak
pouzijeme Welchov test. V rovnakom pripade, ak numericky
atribGt nema normalne rozdelenie, aplikujeme Wilcoxonov
test. Pri sledovani zavislosti medzi vstupnymi a cielovymi
atributmi v binarnom, popripade nominalnom tvare sa pouziva
Chi-kvadrat test alebo Fisherov test. Medzi hlavné vyhody
Fisherovho testu patri to, Ze je presny bez ohl'adu na velkost
datovej vzorky, avsak je ovela zloZitejsi a zdihavejsi na
vypocet. Pri analyze mensej datovej vzorky v prostredi
RStudio a zvoleni Chi-kvadrat testu Vas program moze
upozornit, Ze vysledok nemusi byt spravny. V takomto
pripade je lepSie pouzit’ Fisherov test. V medicinskej doméne
mozeme mat cielovy atribit vyjadreny aj v nomindlnom
tvare, napriklad ak vyjadruje stadium urcitého ochorenia. V
takomto pripade pri sledovani jeho zavislosti ku vstupnému
numerickému atribitu pouzivame ANOVA testy, ktoré sa
zameriavajli na porovnavanie troch a viac skupin.

C. Forward a Backward Stepwise Selection

Forward a Backward Stepwise Selection patria medzi
regresné metody, pomocou ktorych vytvorime model len s
podmnozinu délezitych prediktorov [7]. Forward Stepwise
Selection (FSS) sa ¢asto pouziva aj v situdciach, ak sa v
analyzovanych datach predpoklada problémovy vyskyt
multikolinearity [14]. Metéda FSS [15] je vel'mi jednoducha,
na uvod zaCiname s modelom, ktory obsahuje 0 prediktorov
(atributov). Nasledne vytvorime p jednoduchych modelov (pre
kazdy jeden prediktor) obsahujucich len jednu premennu a
hladdme medzi vSetkymi modelmi ten, ktory je najlepsi z
hladiska najnizSej hodnoty RSS — rezidualny sucet §tvorcov.
Vybrany prediktor potom ponechame v modeli a znova
pokra¢ujeme v hl'adani d’alSieho prediktora, avsak uz iba z p-1
premennych. Opidt’ sa zameriavame na to, ktord premenna by
mala byt pridand do modelu, aby sa ¢o najviac zlepsila
hodnota RSS. Tento postup opakujeme dovtedy, kym zvy$né
premenné dosahuju vysSiu p-hodnotu ako je nami zvolena
hranica. Napriek tomu Ze metéda FSS je Casto vyuzitelna v
praxi, nie je vzdy zarucené, ze vybrana podmnozina atribaitov
bude najlepsia pre tvorbu finalneho modelu [7]. Vezmime si
napriklad datovi mnozinu s 3 atributmi, kde najlepsi model s
1 prediktorom pozostava z premennej Xi a najlepsi mozny
model s 2 prediktormi obsahuje premenné X, a X3. Na zaklade
postupu metdédy BSS by nebolo mozné vybrat’ najlepsi model
s dvoma atribitmi, pretoze po prvom kroku by uz model
musel obsahovat’ premennt Xi. V dalsom kroku by ku
premennej X1 bol zvoleny jeden z dvojice X» alebo Xa.

Metoda Backward Stepwise Selection (BSS) [14] zacina
s modelom, ktory obsahuje vSetky dostupné premenné, a preto
je casto oznaCovana za menej popularnu ako FSS. Ked'ze
metoda funguje spdsobom postupného odoberania atributov,
tak ukazovatel’ RSS sa stale pohybuje na vyssich hodnotach.
Rovnako ako pri FSS pripadd do uvahy, Ze vysledna
podmnozina atributov bude obsahovat’ aj premenné, ktoré nie
st potrebné [7]. Ako sme uZ spominali, cely postup metddy
BSS zagina so vSetkymi atribitmi, priCom odstranime ten,
ktory nadobuda najvys$§iu p-hodnotu. Jedna sa teda o
Statisticky najmenej vyznamny atribut. Nova podmnozina tak
po prvom kroku obsahuje uz iba p-1 prediktorov. Ako pri FSS
opakujeme tento postup dovtedy, pokial v podmnoZzine
atributov nezostanu uz iba atributy s p-hodnotou pod nami
zvolenou hranicou.

Vysledky ziskané metodami FSS a BSS vedu k
vytvoreniu viacerych modelov s rdéznymi mnozinami
atributov, pricom kazdy jeden model obsahuje urcity pocet
prediktorov. Aby sme mohli tieto vysledky vhodnym
sposobom vyhodnotit, potrebujeme urcit, ktory z tychto
modelov je najlepsi a ktoré atribity v sebe zahfiia. Model

[N

chyby dosiahnutej pri trénovani. Je potrebné sa zamerat' na
model, ktory nadobudne najmenSiu chybu na testovacej
mnozine. Pre najdenie toho najlepSicho modelu s urcitym
poctom atribiitov musime chybu dosiahnuta pri testovani
odhadnut’. Existuju na to 2 spdsoby [7]:
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e Priamy odhad testovacej chyby tradicnym rozdelenim
dat na trénovaciu a testovaciu mnoZinu, pripadne
pomocou napr. 10-nasobnej krizovej validacie,

e Nepriamy odhad testovacej chyby vykonanim tpravy
trénovacej chyby tak, Ze zohl'adnime pri tom aj sklon
k preuceniu.

Techniky pre upravu trénovacej chyby s ohladom na
preucenie, priCom sa berie do uvahy aj velkost modelu,
pozname tieto:

e Mallow’s Cp — pouziva sa na urcenie vhodnosti
modelu, ktory bol vytvoreny pomocou metody
najmensich $tvorcov. Aplikuje sa pri vybere modelu,
ked mame dostupnych niekol’ko vstupnych
premennych na predikovanie ur€it¢tho vysledku
(sledovany atribat) a nasim cielom je najst model,
ktory obsahuje len podmnozinu atributov [16]. Cim
mensia hodnota Cp, tym je zvoleny model presnejsi.

e BIC (Bayesovské informa¢né Kkritérium)
zameriava sa na vyber jedného modelu z celej

hodnota BIC [17]. Suvisi taktiez s informaénym
kritériom Akaike (AIC) [18] a podstata tohto kritéria
sCasti vychadza =z funkcie pravdepodobnosti.
Pridavanim atribtov do modelu dokazeme zvysit
jeho presnost’ a uspesnost’, avsak musime prihliadat’
aj na mozny problém preucenia (ak sa model pokusa
spravne klasifikovat’ aj Sum, pretoze sa uci privela
detailov). Prave BIC a AIC sa snazia rieSit' tento
problém pomocou sankcii, ktoré sa udeluji na
zaklade pocCtu atributov v modeli. Pre porovnanie,
vyssie sankcie su v kritériu BIC ako pri kritériu AIC.

e Korigovany R? (Adjusted R?) — oproti tradi¢nému
R? sa odliSuje tym, Ze berie do uvahy pri vypocte
jeho hodnoty aj pocet odhadovanych parametrov
modelu a tieZ pocet zaznamov n na kazdi premennt
[19]. Rovnako ako predchadzajuce kritérid, pouziva
sa na vyber vhodného modelu, ak ich mame k
dispozicii viacero.

Pre lepSie znazornenie sme si zobrazili na Obr. 1 vystup v
podobe grafov ziskanych v prostredi RStudio, kde sme z
celkového poctu 61 atributov chceli vybrat len tie
najdolezitejsie.
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Obr. 1 Vyber atributov metodou Forward Stepwise Selection

Ciel'ovy atriblt bol v bindrnom tvare a podaval informaciu o
tom, ¢i pacient ma alebo nema dané ochorenie. Na Obr. 1 st
zobrazené dosiahnuté vysledky pomocou metédy Forward
Stepwise Selection. Na x-ovej osi je pocet atribtitov (0 az 61) a
y-ova popisuje hodnoty jednotlivych kritérii a ukazovatel'ov
(Cp — Mallow’s Cp, BIC — Bayesovské informa¢né kritérium).
Optimalne hodnoty jednotlivych ukazovatel'ov su v grafoch
vyznacené ¢ervenou bodkou.

D. LASSO

Pre prisposobenie modelu zostrojeného z podmnoziny
prediktorov pouZzivaju pristupy FSS a BSS metddu najmensich
$tvorcov. Dal$im spdsobom ako zredukovat’ poet atribitov je
vytvorit’ model zo vSetkych p prediktorov a zmensit’ odhad ich
koeficientov na hodnotu blizku nule alebo presne na nulu, ¢o
moéze v koneCnom désledku znizit' ich rozptyl. Medzi
najznamejsiu metddu zmensovania regresnych koeficient patri
LASSO (Least Absolute Shrinkage and Selection Operator)
[7]. Tato metoda vyuziva penalizaciu, ktorej vplyv a miera je
vyjadrena pomocou penalizaéného koeficientu A. So
zvySovanim jej hodnoty sa rovnako zvySuje aj pocet
regresnych koeficientov priblizujtcich sa k alebo rovnych nule.
Nastavenie najlepsSej hodnoty A je mozné na zéklade urCenia
najmensej chybovosti modelu, ktora zistime napriklad
pouzitim 10-nasobnej krizovej validacie. Metéda LASSO
zmensuje odhady regresnych koeficientov k nule, pri¢om ak je
penalizaény koeficient A dostatoéne vel’ky, tak niektoré odhady
sa aj rovnaji nule. Vo vSeobecnosti je LASSO [20] vhodné
pouzivat’ v pripadoch, kedy ocakdvame vacsi pocet prediktorov
s nizkou popripade nulovou hodnotou regresného koeficientu a
zaroven menSie mnoZzstvo podstatnych prediktorov s vacsimi
koeficientami.

Na Obr. 2 si mdzeme vSimnuat, ako sa jednotlivé hodnoty
regresnych  koeficientov ~ zmenSovali so  stipajicou
logaritmickou hodnotou penalizaéného koeficientu A. Na y-ovej
osi st vyjadrené hodnoty regresnych koeficientov a na osi X v
spodnej Casti vidime logaritmické hodnoty A. Na vrchnej Casti
si zas mdzeme vSimnut' zastavajuci pocet prediktorov. Kazdy
jeden atribut je v grafe zobrazeny pomocou vlastnej krivky a
farby, priom pri vdc¢Som pocte atributov je to samozrejme uz
tazsie Citatel'né.
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Obr. 2 Vyber atributov pomocou LASSO
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I1l. ANALYZA RECI

Pri tejto ulohe sme pracovali s datami zaznamenavajucimi
re¢  pacientov  Parkinsonovej  choroby, ktord  bola
transformovana do jednotlivych atributov. V publikacii [21]
sme sa zamerali na uréenie jedného zo 7 réznych $tadii tohto
ochorenia podl'a Hoehn & Yahr $kaly. Datova mnozina je
volI'ne dostupnd na internete v databdza UCI Machine Learning
Repository, priCom jednotlivé atributy popisuju viacero
biomedicinskych hlasovych merani. Tieto data vytvoril a
zozbieral Max Little z Univerzity v Oxforde, ktory
spolupracoval s Narodnym centrom pre hlas a re¢ sidliacim v
Denvery v Colorade. Kompletna datova mnozina pozostavala
zo zdznamov od 32 pacientov, kde 24 z nich trpelo
Parkinsonovou chorobou. Od vacsSiny subjektov sme mali k
dispozicii 6 zaznamov a od 3 subjektov 7 zdznamov bezného
hovoreného slova, ¢o spolu predstavovalo 195 riadkov. Viaceré
zdznamy od jedného pacienta boli v datach brané nezavisle od
seba. Okrem mena subjektu, pohlavia, veku, rokov od
diagnostikovania Parkinsonovej choroby a jeho $tadia sa vo
vzorke nachadzalo dalSich 22 atribatov, ktoré boli
transformované z re¢i. Ked’ze sme sa chceli v prvom zamerat
na re¢ pacientov, pred samotnou analyzou sme nebrali do
uvahy pocet rokov od diagnostikovania tohto ochorenia, ale
taktiez meno subjektu, na zaklade ktorého bolo mozné presne
ur¢it’ §tadium. Po vSetkych upravach sme nakoniec pracovali so
189 zaznamami a 25 atribitmi.

A. Zavislost

Pre lepsie pochopenie dat sme sa v prvom rade zamerali na
sledovanie zavislosti vstupnych numerickych atributov ku
cielovému Vv nominalnom tvare, ktory vyjadruje Stadium
ochorenia. Pre tento typ tlohy je vhodné pouzit ANOVA test
(Analysis of Variance) [22], kde je opidt’ potrebné sledovat’ p-
hodnotu, ktora ak je mensia ako hladina vyznamnosti (napr. o
= 0,05), tak zamietame Ho (prijimame Hi) a tvrdime, Ze
existuji rozdiely v priemernych hodnotach sledovaného
numerického atributu rozdeleného podl'a nominalneho atribatu
véacsou doverou, bola dosiahnutd pri MDVP.APQ (p-hodnota =
2,519407e-29), MDVP.Shimmer.db (p-hodnota = 4.454684e-
23) a MDVP.PPQ (p-hodnota = 5.885382e-23). Podla
ziskanych p-hodn6t mdézeme vidiet', Ze sa jedna o naozaj silné
z4vislosti medzi danymi numerickymi atribitmi a cielovym
atributom Stage. Na Obr. 3 sme si znazornili graf zobrazujuci
najsilnejsiu zavislost’ medzi cielovym atriblitom a numerickym
atributom MDVP.APQ.

Zavislost medzi Stadiom PCH a atribitom MDVP.APQ
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Obr. 3 Zavislost’ medzi $tddiom a MDVP.APQ

V tomto obrazku si mdézeme vSimnat, ze rastom Stadia
Parkinsonovej choroby vécsinou rasti aj priemerné hodnoty
atributu MDVP.APQ (hruba ¢iara v boxplote), jedina vynimka
je pri Stadiu 1.5, kde nastane vyraznejSi narast hodnét oproti
stadiu 1, dokonca vyssi ako pri $tadiu 2 a 2.5. Preto mézeme
predpokladat’, ze pri klasifikovani pacientov do jednotlivych
stadii sa moézu vytvorené modely najviac mylit' prave pri
priradeni pacientov do $tadii tesne za 1.5 [23].

B. Vyber atributov a modelovanie

Pre samotné generovanie klasifika¢nych modelov sme si
zvolili rézne algoritmy rozhodovacich stromov — C4.5, C5,0 a
CART. Experimentalne sme skusali pouzit’ aj d’alSie algoritmy,
av8ak dosahovali niz$ie presnosti, preto sme vybrali 3
najlepSie. Na odhad presnosti vytvorenych rozhodovacich
stromov sme vyuzili 10-ndsobnti krizova validaciu (10-CV),
ale taktieZz aj metodu Leave-one-out (LOO), kde sa model
trénuje na n-1 zaznamoch z celkového poctu n zaznamov, na
zvy$nom jednom zézname sa testuje a cely proces sa opakuje
n-krat. Klasifikacné modely sme vytvarali najprv na celej
datovej mnozine a potom aj na datach, v ktorych sme odstranili
kolinearitu medzi numerickymi atributmi. Kolinearitu pre
kazdy atribit sme sledovali pomocou ukazovatela s nazvom
Inflacny faktor rozptylu (VIF). V nasom pripade sme odstranili
tie atributy, ktoré nadobudali hodnotu VIF > 5 [7]. V Tab. 1 si
moézeme vSimnut’ zoznam ponechanych numerickych atribatov,
ktory je usporiadany zostupne od najvécsej hodnoty VIF.

Tab. 1 Usporiadané atributy s VIF <5

Poradie Atribit VIF
1. MDVP.APQ 3,716
2. Spreadl 3,685
3. MDVP.Fo. Hz 3,649
4. RPDE 2,537
5. NHR 2,426
6. DFA 2,363
7. Spread2 2,351
8. D2 2,248
9. MDVP.Flo. Hz 2,026
10. Age 1,811
11. MDVP.Fhi. Hz 1,372

KedZze pri generovani rozhodovacich stromov sme opét
nebrali do Givahy meno subjektu, po ponechani nominalnych
atributov Pohlavie a Stadium (Stage) sa nam celkovy podet
stipcov zmensil z 25 na 13. V Tab. 2 a Tab. 3 st porovnané
presnosti spolu so smerodajnou odchylkou jednotlivych
klasifikacnych modelov pouzitim algoritmov rozhodovacich
stromov, ako C4.5, C5.0 a CART pri pouziti celej datovej
mnoziny (24 atributov) a pri vybere len 13 atributov (11 s
hodnotou VIF < 5 spolu s Pohlavim a Stiadiom). Presnosti
vytvorenych modelov sme odhadovali pomocou 10-CV a
LOO.

Tab. 2 Vysledky pri 10-CV

Vyber atribitov CART 10(;:3;/ C5.0

§ L 6971%+  79,88%+ 8354% =
VSetky atribity 13,49% 8,55% 7,02%
VIE <5 67,66% =  8515%  86,2% <

12,56% +6,95% 6,34%
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Tab. 3 Vysledky pri LOO-CV

) o 10-CV
Vyber atribiitov CART Ca5 50
} o 71.96% = 8042%+  81,48% =
Vsetky atribity 450400 39780  38,95%
VIF <5 T247% = 80,95% &  82,01% =+
4478%  3937%  3851%

Uz na prvy pohlad si mézeme vSimnut, ze odstranit
kolinearitu v datach je spravny krok, pretoze skoro vo vSetkych
pripadoch, az na jednu vynimku, doSlo k zvySeniu
dosiahnutych presnosti. Pokles nastal iba pri algoritme CART
(10-CV) o priblizne 2%, avsak tento algoritmus dosahoval o
dost’ niZsie presnosti ako lepSie algoritmy C4.5 a C5.0. Pri
porovnani metéd na odhad presnosti vyslednych modelov
pouzitim 10-CV alebo LOO-CV je viditel'né, Ze pri najslabSom
algoritme CART nastal mierny narast presnosti a naopak pri
najlepsom algoritme C5.0 doslo naopak k zmenS$eniu presnosti.
Rozdiel medzi najlepSim a najslab$im algoritmom sa teda
zmen$il. Samozrejme smerodajna odchylka pri presnosti
jednotlivych modelov bola o dost’ vyssia pri LOO-CV, pretoze
pri testovani modelu len na jednom zdzname moZe nastat’ len
100% alebo 0% presnost,, preto tato hodnota viac kolisala ako
v pripade 10-CV. Celkovo najvyssia presnost’ na urovni 86,2%
sme dosiahli pouzitim algoritmu C5.0 na datach ocistenych od
kolinearity odhadujtc presnost’ podl'a metody 10-CV.

Pre pokus o zlepSenie vysledkov sme pouzili
sofistikovanejsie metédy pre generovanie modelov, ktoré
pouzivaju jednotlivé rozhodovacie stromy ako stavebné bloky.
Jedna sa o metody RandomForest, Bagging a Boosting [24],
pri ktorych je potrebné ako vstup zadat’ pocet vygenerovanych
stromov. V publikacii [25] porovnavali autori na 29 datovych
mnozinach dosiahnutd presnost’ pri vytvoreni 128, 512, 1024,
2048 a 4096 stromov, kde podla vysledkov dospeli k zaveru,
7e v ich pripade od hranice 128 vygenerovanych stromov sa
presnost’ zvySila uz len minimalne, avSak rapidne rastie
vypoctova zlozitost. V tomto experimente sme sa pre
porovnanie rozhodli vygenerovat' 50, 100 a 150 stromov pri
pouziti metdéd RandomForest, Bagging a Boosting, pricom
testovanie prebiehalo pomocou 10-CV.

Podrla vysledkov v Tab. 4 si méZeme v§imnut', Ze metdda
Boosting pri vytvoreni 150 stromov dosiahla jednoznacne
najlepSiu presnost na urovni 95,77%. Pri rasticom pocte
vygenerovanych stromov uz presnost pri jednotlivych
metodach az tak rapidne nerastla, naopak metoda
RandomForest dosiahla nizSiu presnost. V porovnani s
predchadzajicimi vysledkami dokonca algoritmus C5.0 (10-
CV) pri vygenerovani jedného rozhodovacieho stromu ziskal
vysSiu presnost’ ako metdda Bagging a pomerne porovnatelné s
vysledkami pri metode RandomForest.

Tab. 4 Dosiahnuté presnosti metod RandomForest, Bagging a Boosting

Pocet . .
stromov RandomForest Bagging Boosting
m=50  87,25% +8,37% 77,78% + 9,25% 93,65% + 6,51%
m=100 86,73% =+ 8,52% 77,78% + 9,25% 95,24% + 5,01%
m=150 86,73% + 8,52% 78,31% +9,12% 95,77% + 4,95%

Tab. 5 Kontingen¢na tabulka metody Boosting
Observed Class

Predicted Class 0 1 1.5 2 2.5 3 4
0 47 0 0 2 1 0 0
1 015 0 0 o0 1 0
1.5 0 0 19 0 0 0 O
2 11 028 0 0 0
2.5 02 0 0 42 0 0
3 00 0 0 023 0
4 00 00 007

Pre metédu s najvySSou presnostou Boosting sme si
vykreslili aj kontingenénu tabul’ku, v ktorej stipce zobrazuju
predikované hodnoty a riadky naopak redlne hodnoty z
testovacej mnoziny. V Tab. 5 je mozné vidiet aj to, kde
najcastejSie sa model mylil a dochadzalo tak k chybe.
Testovanie vytvorenych modelov prebiehalo pomocou metody
10-CV, vdaka ¢omu sme vlastne ziskali 10 kontingenénych
tabuliek. V tejto findlnej je kazdy prvok vypocitany ako sucet
prvkov na rovnakom mieste zo zvysnych kontingenénych
tabuliek. NajvysSia presnost’ je dosiahnuta vtedy, ak dosiahnu
maximalne hodnoty prvoky na hlavnej diagonale, pretoze vtedy
model predpovedal pacientovi uréité Stadium Parkinsonovej
choroby, ktoré nakoniec aj mal. Celkova presnost je teda
vypocitana tak, ze zo 189 prikladov vedel vygenerovany model
predpovedat’ spravne $tadium az v 181 pripadoch (95,77%).
Rovnako si vypocitame aj presnost modelu pre kazdé jedno
stadium, ktoré sme mali dostupné v datach, pricom v zatvorke
je uvedeny pomer spravne klasifikovanych prikladov ku celej
mnozine prikladov pre vybrané S$tadium Parkinsonovej
choroby): 0 (47/48) — 97,92%, 1 (15/18) = 83,33%, Stadium 1.5
(19/19) = 100%, stadium 2 (28/30) = 93,33%, $tadium 2.5
(42/43) = 97,67%, stadium 3 (23/24) = 95,83%, stadium 4 (7/7)
=100%.

C. Vyhodnotenie

Z tychto vysledkov je viditelné, ze model vytvoreny
metédou Boosting dokazal 100% klasifikovat' pacientov so
stadiami 1.5, a 4. Naopak, najhorSie vysledky s presnost'ou
83,33% boli dosiahnuté pri §tadiu 1, kde nam model pri dvoch
prikladoch predpovedal $tadium 2,5 a v jednom priklade
stadium 2. Pri Obr. 3 sme poznamenali, Ze vytvorené modely
sa mézu najviac mylit' pri predikovani Stadii tesne za 1.5,
pretoze hodnoty atributu s najsilnejSou  zavislostou
MDVP.APQ boli pri stadiu 1.5 vyssie ako pri Stadiach 2, 2.5 a
3. Tento neocakavany narast mohol preto spdsobit’ chyby prave
pri predikovani tychto d’alich Stadii Parkinsonovej choroby.
Pri celkovom pohlade na ziskané presnosti jednotlivych stadii
moézeme povedat, ze az na vynimku jedného vedel model
predpovedat’ kazdé $tadium tohto ochorenia s presnostou nad
93%. Pri bindrnej klasifikdcii na rovnakych datach sme v
naSich predchadzajicich publikdciach [26][27] dosiahli
najlepsi vysledok s presnostou iba 91,43% pri vyuziti
algoritmu C4.5. Tentokrat i§lo o naro¢nejsiu klasifika¢na
ulohu, pretoze nas model musel zaradit’ pacientov do jedného
zo 7 stadii a napriek tomu sme vhodnym ocistenim dat od
kolinearity a vyuzitim sofistikovanejsich metdd dokazali zvysit’
celkovi presnost’ az na trovenl 95,77% (metdédou Boosting a
vygenerovani 150 rozhodovacich stromov).




QuoVadis Research @ FEI

ro¢nik 2, ¢.2, 2019

1V. APLIKACIA MPOWER

Mobilna aplikacia mPower sa zameriava na sledovanie
hlavnych faktorov  pre spravne diagnostikovanie
Parkinsonovej choroby pomocou dat ziskanych z mobilnych
zariadeni napriklad prostrednictvom jeho senzorov alebo
vykonanim rdznych hier. Cela $tudia a tato aplikacia vznikla
so zamerom spravne pochopit’ r6znorodost’ symptomov a ich
zdroje u tychto pacientov [28]. mPower sa skladala zo 7 Casti
[29]:

e Demograficky prieskum — ucastnici odpovedali na
zakladne demografické otazky, napriklad vek,
zamestnanie, rasa, rodinny stav, rok diagnostikovania

ochorenia a mnozstvo d’alSich,

Chédza — pre splnenie ulohy bolo potrebné prejst’
najprv rovno 20 krokov a po otoeni ostat’ stat’ na
mieste 30 sekund,

Pamit’ — tato kognitivna vlastnost’ bola sledovana na
zdklade hry s kvetmi, ktoré boli vysvecované v
Tubovol'nom poradi, ktoré si mal ucastnik zapamatat’,

Hlas — po dobu 10 sekind musel G¢astnik vyslovovat’
,,Aaah“ trvalo, ak to teda bolo mozné,

Klikanie — aktivita zamerana na opakujuce striedavé
klikanie na Tava a pravu stranu displeja po dobu 20
sekund, pri¢om islo hlavne o rychlost’ a zruénost,

MDS-UPDRS - vyplnenie vybranych poloziek a
otazok z tohto dotaznika zamerané prevazne na
hybnost’,

PDQ8 — vyplnenie poloziek a otazok z tohto
dotaznika so zameranim na psychicky stav pacienta,
jeho kazdodenné aktivity a taktiez vplyv na osobny a
spolocensky zivot.

Memory Voice Walking

Tapping

Gait and Balance
Test

Spatial Memory Test

Tapping Interval Test

Say “Aaaaah” into
the microphone for
as long as you can

b ||

Obr. 4 Aktivity pre pamat’, klikanie, hlas a chodzu

/’

V pripade parkinsonikov, jednotlivé aktivity (pamait,
klikanie, hlas a chodza) mali vykonat v T'ubovolnom Ccase
pocas dna, ale aj pred a po uzivani liekov. Pri zdravych I'ud’och
bolo mozné tieto aktivity vykonat’ hocikedy pocas dna, avSak
testovanie sa odporucalo vykonat® taktieZ aspoii 3 krat za dei.
Nakoniec az 9520 pouzivatelov dalo sthlas pre zdielanie
udajov pre vedcov po celom svete, kde 6805 vyplnilo vietkych
7 Casti a 8320 asponi jednu z nich. Z pohl'adu ochorenia malo
Parkinsonovu chorobu diagnostikovanu 1087 ucastnikov, 5581
bolo zdravych l'udi a 137 na tuto otazku neodpovedalo.

Kazd4 jedna zo 7 casti v aplikécii obsahuje jedinecny
identifikator kazdého dobrovolnika v studii (healthCode) a
taktiez kazdého jedného zaznamu pri l'ubovolnej cCinnosti
(recordld). Tieto atributy sa samozrejme nachadzaji vo
vsetkych aktivitach (tabul’kach), o nam umoziuje ich spajat’ a
vykonat tak rozsiahlejsie analyzy. Okrem toho, kazda tabul'ka
obsahuje aj informacie o datume ziskania zaznamu
(createdOn), verzie aplikacie mPower (appVersion) a type
mobilného telefonu (phonelnfo). Tieto atributy vsak pre nase
analyzy nebudu potrebné, ked’ze sa v prvom rade zameriame
na vplyv vybranych aktivit (chddza a pamit’) pre diagnostiku
Parkinsonovej choroby, na ¢o tieto informacie ur¢ite vplyv mat’
nebudu. Pri aktivitich chédza a pamit sme pracovali aj s
demografickymi udajmi, Co zabezpeCi v&cS§iu variabilitu
vysledkov aj pre rozne skupiny obyvatefov. Cisto
demografické udaje o velkosti 26 atributov teda informovali o
veku, rase, vzdelani, zamestnani, pohlavi, rodinnom stave,
dalsich ochoreniach, priebehu Parkinsonovej choroby, uzivani
liekov, pouzivani smartfonu, fajéent, atd’.

V. ANALYZA CHODZE

Aktivita zamerana na chodzu ucastnikov pozostavala z
troch uloh, ktoré boli samostatne zaznamenavané v JSON
subore. Prvou ulohou bolo potrebné prejst’ po rovnej Ciare (20
krokov), nasledne druha uloha bola zamerana na statie na
mieste (30 sekund) a poslednou tlohou bolo potrebné prejst’
naspat na poCiatoény bod prvej ulohy (20 krokov). Pri
vykondvani tychto loh mali jednotlivi Gcastnici svoj smartfon
uloZeny v zadnom vrecku alebo v malej taske pri sebe. Kvoli
velkému mnozstvu dat ziskanych uz len z jedného typu
vykonanych tloh sme sa v publikacii [30] zamerali len na ta
prva, ¢ize prvotni chddzu po rovnej Ciare pri 20 krokoch. Az
3101 ucastnikov prispelo k ziskaniu dat z tychto troch
pohybovych aktivit, pricom celkovo vyprodukovali 35410
zaznamov, kedze napriklad v pripade pacientov s
Parkinsonovou chorobou bolo potrebné tieto aktivity vykonat
3 krat za dent (v Fubovolnom ¢ase, pred a po uziti liekov).
Zdravi ucastnici mohli vykonat’ jednotlivé aktivity tiez viackrat
za den, priGom odportcanie bolo rovnako tri krat za den [28].

Spracovanie a extrahovanie jednotlivych atributov z
rozsiahlych JSON suborov trvalo vel'mi dlho, pricom chédza z
vybranej tlohy bola zosumarizovana do jednotlivych
statistickych premennych. Pre kazdd os (X,Y,Z), priemerné
zrychlenie a priemerné trhnutie bolo k dispozicii 22
premennych, napriklad: priemer, smerodajna odchylka, modus,
median, Sikmost,, $picatost, 1. a 3. kvartil, medzi-kvartilovy
rozsah, rozptyl a mnoho d’alsich. Celkovy pocet exportovanych
atributov len z aktivity chddze a jednej ulohy bolo 113. Po
spojeni demografickej tabulky s udajmi o chodzi pacientov
sme eSte pripojili atribut, ktory obsahoval dobu vykonania
danej aktivity (v 'ubovolnom ¢&ase alebo pred/po uziti liekov).
Bolo to z toho d6vodu, Ze napriklad po uziti lickov sa méze
pacientom s Parkinsonovou chorobu mierne zlepsit' chodza, a
preto by nami ziskané modely nemuseli byt tak presné.
Rovnako sme odstranili nepotrebné atributy pre diagnostiku
tohto ochorenia, ktoré informovali napriklad o rdznych
technickych veciach (udaje o mobilnom telefone, pouzivani
internetu), d’alej od ktorych bolo mozné odvodit, ¢i pacient ma
alebo nema Parkinsonovu chorobu (rok diagnostikovania a
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prepuknutia  symptémov) a samozrejme jednoznacne
identifikatory pacientov a aktivit alebo datumy nahratia dat do
databazy. Celkovo nam vsak stale ostalo 166 atributov, co
predstavuje velkii mnozinu tdajov, ktori sme sa rozhodli
zredukovat’ pomocou metdéd zameranych na vyber atributov
(Statistické  testy, odstranenie multikolinearity), ale gj
regresnych metdéd typickych uz pre fazu modelovania
(Backward/Forward Stepwise selection a LASSO).

A. Vyber atributov

Pri pouziti Statistickych testov sme sledovali zavislost
jednotlivych vstupnych atribitov ku cielovému atribitu v
binarnej forme, ktory podaval informaciu o tom, ¢i pacient ma
alebo nema diagnostikovani Parkinsonovu chorobu. Ked’ze
sme chceeli vybrat’ ¢o najmensiu podmnozinu, nastavili sme aj
prisnej$iu  hladinu vyznamnosti na tGrovni o 0,01. Pri
vstupnych numerickych atributoch sme najprv testovali ich
normalne rozdelenie (Shapiro-Wilkov test) a nasledne na
zaklade vysledkov pouzili Welchov t-test (normalne
rozdelenie) alebo Wilcoxonov test (nemd normalne
rozdelenie). V pripade vstupnych nominalnych atribatoch bol
pouzity Chi-kvadrat test, popripade Fisherov test. Vysledky
Statistickych testov nam preukazali, ze k cielovému atributu sa
prejavila zavislost u 98 numerickych a 17 nomindlnych
atributov. Na odstranenie vysokej kolinearity medzi
vstupnymi numerickymi atribitmi sme zvolili pre ukazovatel’
VIF (Infla¢ny faktor rozptylu) hraniény bod na hodnote 5. V
nasom pripade dosiahlo 44 atributov hodnotu VIF > 5, preto
boli odstranené, a tak sa nam po odstraneni multikolinearity
zredukoval pocet zo 166 na 122 atribitov. Pri pouziti metod
ako Backward a Forward Stepwise Selection (BSS a FSS) sme

oboch pripadoch obsahoval najmensi pocet atribitov. Pri FSS
nasa kone¢na mnozina obsahovala 67 a pri BSS 80 atributov.
Poslednou metddou bola LASSO, ¢o je regularizacna regresna
metéoda s cielom zmensit niektoré hodnoty regresnych
koeficientov az na nulu, vd’aka ¢omu tento atribut moZzeme
nasledne odstranit. Pri  vypoditani optimalnej hodnoty
regulariza¢ného koeficientu A = 0,000169 pomocou 10-
nasobnej krizovej validacie sa ndm zredukoval pocet na 119
atributov. Vo faze pripravy dat a vyberu podmnoziny atribitov
nam teda ostalo k dispozicii 5 podmnozin atribatov ziskanych
roznymi metédami ich vyberu. Okrem kolinearity bol vyber
realizovany na zdklade vztahu ku diagnostikovani
Parkinsonovej choroby, preto ku celkovému poctu vybranych
atributov danou metédou je potrebné pripocitat’ aj cielovy
atribut. Pri spominanej kolinearite doSlo len k odstraneniu
vstupnych navzajom zavislych numerickych atributov, ktoré
pravdepodobne boli nositelmi redundantnych informadcii, a
preto k odstraneniu cielového atribiitu v binarnej forme
nedoslo. V koneénom doésledku sme teda dostali tychto 5
podmnozin:

1. Podmnozina (vyber na zaklade Statistickych testov) —
116 atributov,
2. Podmnozina  (odstranenie = multikolinearity U

numerickych atributov) — 122 atributov,

3. Podmnozina (vyber na zaklade metéody FSS) — 68
atributov,

4. Podmnozina (vyber na zaklade metody BSS) — 81
atributov,

5. Podmnozina (vyber na zaklade metédy LASSO) —
120 atributov.

Vo vSetkych piatich podmnozinach sa napriklad z

demografickych udajov vyskytovali atributy, ako zamestnanie,
rodinny stav, vzdelanie, pohlavie a ochorenia (infekcia mocu,
mftvica, infarkt). V pripade udajov z chodze ucastnikov sa
prevazne vyskytovali sthrnné ukazovatele ziskané z osi Z
(frekvencia s maximalnym vrcholom periodogramu Lomb-
Scargle, Sikmost, autokoreldcia, priemer a variacny
koeficient).

B. Modelovanie a vyhodnotenie

Na vytvorenie modelov sme pouzili metédu Naivného
Bayesovského klasifikatora a rozne algoritmy rozhodovacich
stromov, ktoré boli vyhodnotené pomocou ukazovatel'ov, ako
presnost’, senzitivita a Specificita pri pouziti 10-nasobnej
krizovej validacie. Pri binarnej klasifikacii je presnost’ Casto
nepostacujuci ukazovatel, pretoze jeho vysledna hodnota
moze byt skreslena hlavne pri nevyvazenej pocetnosti dvoch
tried cielového atributu. Pri senzitivite vieme presne zistit,
kolko pacientov trpiacich danym ochorenim dokazal nas
model naozaj identifikovat’ a naopak $pecificita nas informuje
o tom, kol’ko zdravych subjektov vedel na§ model rozpoznat'.
V nasledujucej Casti si zobrazené vysledky modelov na
roznych podmnozinach, pricom jednotlivé tabulky su
rozdelené na zaklade vysledného ukazovatela — presnost,
senzitivita, Specificita.

Tab. 6 Priemerna presnost’ modelov ziskanych z chodze ucastnikov

Priemerna presnost’ na testovacej mnoZine vyjadrena v %

Model L 2. 3. 4. 5. Priemer
Ctree 97,111 99,072 98892 98,883 98874 & 98566
c45 93448 98272 98473 98484 98225 | 97,380
C5.0 97,498 99447 99,107 99,057 99,43 | 98,908
Random o) o 99305 08709 98,649 99488 | 98718
Forest

rPart 92,043 97556 97,192 97,187 97556 | 96,307
Nalve  g1711 901766 92124 89718 90,376 | 89,139
Bayes

Priemer 93,104 97585 97,416 96996 97,325

Tab. 7 Priemerna senzitivita modelov ziskanych z chodze ucastnikov

Model Priemerna senzitivita na testovacej mnoZine vyjadrena v %
oaQe!

1. 2. 3. 4, 5. Priemer
Ctree 97,792 99231 99177 99,169 99,177 | 98,909
c45 95126 99,036 98,882 98,858 98,971 | 98,175
C5.0 98111 99,497 99,194 99,204 99,497 | 99,101
Eg:ecifm 99,459 99,443 98486 98,397 99,653 | 99,088
rPart 94701 97,300 96,900 96,896 97,300 | 96,619
Naive 67113 93792 96968 95980 95961 | 93,963
Bayes
Priemer 95384 98,050 98268 98084 98427
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Tab. 8 Priemerna $pecificita modelov ziskanych z chodze ucastnikov

Model Priemerna $pecificita na testovacej mnozine vyjadrena v %

1. 2. 3. 4. 5. Priemer
Ctree 95521 98,706 98231 98220 98170 | 97,770
C45 89,558 96,501 97,529 97,620 96,500 | 95,542
C5.0 96,078 99,331 98907 98726 99274 | 98463
,F_fg:ed;m 87,609 99,161 99,462 99,495 98,703 | 96,886
rPart 85870 98,159 97,875 97,865 98,159 | 95,586
Naive 59168 87,063 80870 75181 77407 | 77,938
Bayes
Priemer 87,301 96,487 95479 94518 94,702

Na tivod je potrebné poznamenat, Ze pri vytvoreni modelov
na celej datovej mnozine 166 atribitov boli vo vsetkych
Specificity. Po aplikovani réznych met6d a technik pre vyber
podmnoziny atributov doslo teda k zlepSeniu dosiahnutych
vysledkov, preto si ich detailnejSie popiSeme uz iba z pohl'adu
jednotlivych podmnozin. Tieto vysledky st zobrazené v Tab. 6,
Tab. 7 a Tab. 8. Uz na prvy pohl'ad je vidite'né, Ze po vybere
podmnozin atributov boli vo vSetkych pripadoch dosiahnuté
najhorsie vysledky pri pouziti metddy Naivného Bayesovského
klasifikatora, priCom z pohladu vyslednych ukazovatelov
dosahoval najvysSie priemerné hodnoty pri senzitivite
(93,963%), nasledovala presnost (89,139%) a na zaver
Specificita (77,938%). Naopak najlepsie vysledky opat pri
vSetkych priemernych hodnotach vyslednych ukazovatelov
dosiahol algoritmus rozhodovacieho stromu C5.0 v rovnakom
poradi a to senzitivita (99,101%), presnost (98,908%) a
Specificita (98,463%). Z pohl'adu vyberu vhodnej podmnoziny
boli dosiahnuté najlepsie vysledky v dvoch pripadoch na
mnozZine atributov oCistenych od multikolinearity (presnost —
97,585%, S$pecificita — 96,487%) a Vv jednom pripade pri
selekcii atribitov pouzitim metédy LASSO (senzitivita —
98,427%). Vo vsetkych pripadoch boli najhorSie vysledky
ziskané pri vybere atributov na zaklade vysledkov Statistickych
testov (senzitivita — 95,384%, presnost’ — 93,194%, $pecificita
— 87,301%). Pri porovnani najvyssich hodnét vsetkych troch
ukazovatelov ~ dosiahol najlepSie  vysledky algoritmus
RandomForest (senzitivita — 99,653%, $pecificita — 99,496%,
presnost — 99,488%), priCom najvyssia presnost’ a senzitivita
bola ziskana na podmnozine dat vybranych metddou LASSO a
pri Specificite sa jednalo o podmnozinu dat vybrani pomocou
metody BSS.

Pri zamerani sa na tieto data ziskané z chodze jednotlivych
ucastnikov studii je vidiet, Ze ziskané modely dosahovali
vyssie hodnoty senzitivity ako Specificity aj ked pocet
zaznamov pacientov s Parkinsonovou chorobou bol mensi ako
zdravych jedincov (v pomere 10346:24025). Vysledné hodnoty
ukazovatel'ov sa pohybovali na vel'mi vysokych hodnotach,
Casto az na urovni 98-99%, napriklad pri algoritme
RandomForest pri pouziti podmnoziny dat ziskanej z LASSO
sme vedeli identifikovat az 99,653% pacientov s
Parkinsonovou  chorobu. Tieto vysledky mozu teda
odzrkadlovat’ to, ze chddza l'udi s tymto ochorenim je zna¢ne
rozdielna od zdravych jedincov, a preto je potrebné sa tejto
problematike venovat' aj v budutcnosti, ¢o by v kone¢nom
dosledku mohlo poméct a urychlit prvotni diagnostiku
Parkinsonovej choroby. Pri ziskani vel’kého mnozstva atributov

z0 senzorov, ako sme mali v tomto pripade, je potrebné pouzit’
aj vhodny spdsob na vyber podmnoziny atribatov z dovodu
jednoduchsej interpretacie vysledkov a taktiez dobou
potrebnou na vypocet jednotlivych modelov. V tomto pripade
sme vd’aka tomu dosiahli aj lepsie vysledky z pohl'adu vyssich
hodnét presnosti, senzitivity a Specificity. Z pohl'adu metod pre
vyber najlepsej podmnoziny atributov pre tvorbu modelov sa
jednoznacne najhorsie javia Statistické testy, kedy vo vsetkych
senzitivity a S$pecificity. Naopak v dvoch pripadoch sme
dosiahli najvyssie priemerné hodnoty presnosti a Specificity na
mnozine dat s odstranenou multikolinaritou a v jednom
pripade, najvyss$iu senzitivitu, pri vyuZziti podmnoziny dat
ziskanej metédou LASSO. Pri porovnani metéd FSS a BSS sa
dosiahnuté vysledky medzi sebou vel'mi neodliSovali a casto
bol rozdiel v rozmedzi 1%. Na zaklade tychto vysledkov preto
neodporacame selektovat’ atributy na zaklade zavislosti ku
cielovému atributu pomocou Statistickych testov. Naopak,
vyber najlepSej podmnoziny atribiitov je vhodné urobit’
pomocou metody LASSO alebo na mnozine dat ocistenych od
multikolinearity. Po implementovani vhodného
predspracovania dat a nasledne najlep$ich modelov by bolo
mozné v ramci podobnej aplikacie upozornit’ zdravych
ucastnikov pri vykonavani jednotlivych aktivit na to, Zze s
urcitou pravdepodobnostou sa mdze jednat v ich pripade o
Parkinsonovu chorobu s odportc¢anim navstivit odbornika.
Samotny vyber podmnoziny atributov spolu s vytvorenim
modelov boli implementované aj do webovej aplikacie RShiny
[31], ktorej ukazka je podrobnejSie popisana v nasej publikacii
[30].

VI. ANALYZA PAMATE

V dalsej publikacii [32] sme sa zamerali na pamitova
aktivitu jednotlivych ucastnikov, ktord je monitorovana na
zdklade hry zameranej na zapamitanie si postupnosti
rozsvietenych kvetov na obrazovke [33]. Rovnako ako pri
chodzi musel tucastnik v pripade pozitivnej diagnostiky
Parkinsonovej choroby zadat' informaciu, ¢i danu aktivitu
vykonava v Tubovolnom case alebo pred/po uziti lickov.
Meranie pamitovej aktivity [29] pozostavalo z 5 trovni
naro¢nosti, pricom pri prvej urovni sa rozsvietili postupne 3
kvety na ploche o velkosti 3x3 a pri najtazsej urovni az 7
kvetov na ploche 4x4. Ugastnik si musel zapamétat’ poradie, v
akom sa kvety zaradom na displeji mobilného telefonu
rozsvecovali. Atributy ziskané z vykonania tejto hry zameranej
na pamét popisovali informacie o pocte odohranych twrovni,
celkovom skoére, polte chyb, Case spustenia/ukonéenia hry a
taktiez o Case vykonania aktivity z pohl'adu parkinsonikov (v
T'ubovolnom case, pred/po uziti liekov). Okrem toho bol pre
kazdy zdznam tejto aktivity k dispozicii eSte jeden stbor v
JSON formate, kde boli zaznamenavané detailnejSie informacie
0 kazdom dotyku na obrazovku, napriklad X a Y suradnice
displeja, poradové ¢isla kvetov, ¢as a spravnost’ kazdej volby
kvetu a mnozstvo dalSich. Z tychto detailnejSich informacii
bolo potom mozné exportovat dalSie atribity pomocou
skriptu, ktory tieto data v JSON suboroch zosumarizoval a
ziskali sme tak dodato¢né atributy, ktoré vyjadrovali: celkova
vzdialenost’, celkovy ¢as, polet spravne vybranych kvetov,
priemerné poradové Cislo chybne vybraného kvetu, celkovy
pocet opdtovne vybranych kvetov a Statistické ukazovatele
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priemer/odchylka/medidn casov prvého vybraného kvetu,
vzdialenosti prvého vybraného kvetu, ¢asov vybranych kvetov
okrem prvého, vzdialenosti vybranych kvetov okrem prvého.

Prva skupina atribitov vyjadrujica ur€iti vzdialenost
zachytava vzdialenost’ medzi kliknutym miestom na obrazovke
a stredom kvetu, ktory mal byt vybrany. Tym padom atribut
informujuci o celkovej vzdialenosti vyjadruje sucet vsetkych
tychto vzdialenosti pri vSetkych Grovniach hry zameranej na
pamit'ova aktivitu. Druhd skupina atribatov sa zameriava na
Cas, ktory uplynie medzi uréitymi vybermi kvetov, kde suctom
tychto vietkych &asov vieme ziskat informaciu o dizke
vykonavania jednotlivych urovni, resp. celej hry. Samozrejme,
ak ucastnik neprejde vSetkymi Groviiami, md mensi celkovy
Cas, avSak to je oSetrené atributom, ktory informuje o pocte
odohranych urovni. V tejto hre taktiez zalezi, ktory kvet v
poradi dany ucastnik netrafi, preto odliSujeme skupiny
atributov Casu a vzdialenosti pre prvy kvet a pre vsetky ostatné.
V pripade, ak castnik klikne na obrazovku, kde sa nenachadza
ziaden kvet, tak ich pocet sa uklada do atribtu vyjadrujuceho
celkovy pocet opdtovne vybranych kvetov. Pocet ucastnikov,
ktori tito aktivitu vykonali, bol 968.

Pri pochopeni dat sme sa zamerali aj na vztahy medzi
jednotlivymi atributmi, pricom pre tych numerickych sme
pouzili korelani maticu. Silné korelacie vysli v pripadoch,
kedy jednotlivé atribaty boli vo vécSine pripadov od seba
navzajom odvodené alebo logicky na seba nadvdzovali. Pri
strednych korelaciach sa opét’ opakovali podobné vysledky,
pricom vzt'ah medzi skupinami atributov pamétovej aktivity a
atributov stvisiacich s diagnostikou Parkinsonovej choroby sa
medzi numerickymi atribatmi nevyskytol. S vekom nadobudli
stredne silné korelacie atributy informujuce o pocte rokov s
diagnozou (0,6771254), poéte rokov od prejavu pohybovych
symptomov (0,6769) a pocte spravne vybranych kvetov
(0,5609499). Multikolinearitu sme v datach opat’ sledovali
pomocou inflaéného faktoru rozptylu (VIF), kde sme rovnako
ako v predchadzajucom pripade zvolili jeho hrani¢nti hodnotu
na 5. Bolo odstranenych 6 numerickych atribatov (v zatvorke
je uvedena VIF hodnota): pocet rokov s diagnostikou
(154616,6), celkové skore (61,94148), priemerny Ccas
(12,29768), obdobie od ukoncenia fajéenia (8,961529), priemer
Casov prvého vybraného kvetu (8,495816) a pocet spravne
vybranych kvetov (8,422482). Jednalo sa presne o tie atributy,
ktoré boli silne korelované voci dalSiemu numerickému
atributu. Vztahy ku cielovému atribitu v binarnej forme
(mé/nema Parkinsonovu chorobu) sme analyzovali na zaklade
vhodnych Sstatistickych testov rovnakym sposobom ako pri
analyze chodze ucastnikov, avSak ked’ze sa jednalo o mensi
pocet atributov tak sme stanovili hladinu vyznamnosti o na
hodnotu 0,05. Pri sledovani vplyvu nominalnych atribtov ku
cielovému atributu bolo zistené, Ze na konecnu diagnézu
nevplyvaji napriklad rézne typy ochoreni (napriklad sklerdza
multiplex, endometrickd rakovina, koronarna arteridlna
choroba), ale ani informacia o tom, ¢i uCastnik fajéil alebo
podstapil nejaka operaciu. Naopak, znacny vplyv na
diagnostiku Parkinsonovej choroby, a teda najmenSie p-
hodnoty mali napriklad atributy, ktoré¢ su typické len u
ucastnikov s tymto ochorenim (Cas uzivania liekov, posledna
navsteva u odbornika, pouzivanie smartfonu a smartfonu pri
hPadani informacii o chorobe), ale aj d’alsie zaujimavejsie

skupiny atribitov — vzdelanie, zamestnanie, rodinny stav,
pohlavie a rozne typy ochoreni (vysoky krvny tlak, urcité
druhy rakoviny, infekcia mocovych ciest atd’.). Z pohladu
numerickym atribitov neprejavovali k cielovému atributu
zavislost na danej hladiny vyznamnosti informacie o
odchylke/mediane vzdialenosti prvého vybraného kvetu, pocet
odohranych turovni, celkovy ¢as a celkova odchylka
hodnoty nadobudli aj atributy, ktoré logicky vplyvaju na
cielovy atribit (pocet rokov od prejavu pohybovych
symptémov, pocet rokov uzivania liekov, pocet rokov s
diagnostikou), ale aj dalsie atribty, ako vek,
median/priemer/odchylka ¢asov, odchylka ¢&asov prvého
vybraného kvetu, pocet chyb atd’.

A. Vyber atributov

Vo faze pripravy dat sme sa v prvom rade zamerali na
odstranenie  nepotrebnych alebo nevhodnych atribatov,
napriklad ak na zéklade nich bolo mozné zistit,, ¢i pacient ma
alebo nema Parkinsonovu chorobu. Ako priklad si mézeme
uviest, ak poc¢ty rokov od diagnostiky, uzivania liekov,
prepuknutia symptomov s viacsie ako 0, tak sa samozrejme
jedna o parkinsonika. Nepotrebné atributy obsahovali napriklad
informacie o ucasti na podobnom vyskume, starostlivosti
pacienta s tymto ochorenim alebo oOtdzky zamerané na
internetové a mobilné udaje. Okrem toho sme taktiez v
niektorych pripadoch spracovali chybajice hodnoty, ktoré bolo
mozné logicky doplnit’ na zaklade hodnét skupiny podobnych
atributov, ¢ize napriklad ak pacient nemal uvedeny pocet rokov
kol’ko faj¢i a nasledne idaje 0 iom informovali, Ze je nefajéiar,
nevyfajéi ani jeden balik denne, tak pre tento atribut sme
doplnili hodnotu nula. Po ukonéeni tohto spracovania dat sme
eSte vytvorili 4 datové mnoziny, kde v prvej boli zahrnuté
vsetky atributy ponechané po faze pripravy dat, druhé vznikla z
mnoziny dat o€istenych od multikolinearity, tretia obsahovala
iba Statisticky vyznamné atributy a Stvrtd bola kombinaciou
druhej a tretej mnoziny. Na tychto 4 rbéznych datovych
mnozinach sme nasledne aplikovali e$te metody Forward a
Backward Stepwise Selection, pricom sme vo vybranej datove;j
mnozine ponechali len tie atribity, ktoré boli zvolené na
zaklade oboch pristupov (Forward aj Backward). Rovnako na
vsetkych podmnozinach sme pouzili aj metodu LASSO, ktora
zmensSila niektoré hodnoty regresnych koeficientov na nulu.
Modely pomocou Naivného Bayesovského klasifikatora a
algoritmov rozhodovacich stromov sme vytvorili na 4
podmnozinich bez dodato¢ného aplikovania metdd na vyber
atributov, ale aj na datach ziskanych na zéklade kombinacie 4
podmnozin a aplikovanim metéd Forward/Backward Stepwise
Selection a LASSO. Z celkového poctu 54 atribGtov nam pri
jednotlivych kombinaciach zostali pocetnosti, ktoré sa
zobrazené v Tab. 9.

Tab. 9 Pocet vybranych atribatov pri urgitych kombinaciach
Multikolinearita

:)no: Oidi:: Multikolinearita Statté:ﬁc"é a Statistické
° Y testy
BSS
PSS a1 37 35 25
LASSO 22 19 19 17
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B. Modelovanie a vyhodnotenie

Pri samotnom modelovani sme chceli ur¢it’ to, ¢i dany
ucastnik $tudie ma alebo nema Parkinsonovu chorobu. Ako
sme uz spominali, jednotlivé modely sme vytvorili na réznych
podmnozinach v kombinacii s aplikovanim metéd pre vyber
atributov Forward/Backward Stepwise Selection a LASSO. Pre
tvorbu rozhodovacich stromov boli pouzité algoritmy tree,
Ctree, rpart, RandomForest, Bagging CART a rozsirené
pristupy algoritmu C5.0 (C5.0, Rule-based C5.0, Boosted C5.0,
Rule-based & Boosted C5.0). Testovanie ziskanych modelov
prebiehalo pomocou 10-nasobnej krizovej validacie, kde
cielovy ukazovatel vyjadruje priemer medzi vyslednou
senzitivitou a Specificitou.

Opét najhorsie vysledky boli dosiahnuté pri pouZiti metody
Naivného Bayesovského klasifikatora, kde sa pri vSetkych
podmnozinach pohyboval priemer senzitivity a $pecificity na
urovni 88-89%, pricom najvyssi priemer (89,8557%) bol
dosiahnuty na datovej podmnozine ziskanej odstranenim
multikolinearity a nasledne aplikovanim metody LASSO.
Naopak najmensi priemer 88,6658% sme dostali pri pouziti
povodnej datovej] mnoziny, kde sme pre vyber atribatov
nepouzili ziadnu metdodu. Z pohl'adu rozhodovacich stromov
sme uz dosiahli ovela lepSie hodnoty, pricom samostatne
najvyssiu priemerntt hodnotu senzitivity a $pecificity dosiahol
model generovany algoritmom C5.0 (rule-based + boosted) na
urovni  98,0898%, ktory bol vytvoreny na mnozine dat
ocistenej od multikolinearity. Druhym v poradi (98,04016%)
bol model opét” vytvoreny rovnakym algoritmom pri pouZiti
dat odstranenych od multikolinearity a nasledne aplikovanim
oboch pristupov metody Stepwise Selection. NajhorSiu
vyslednt  hodnotu 88,9391% dosiahol algoritmus tree
vytvoreny na podmnozine vytvorenej kombiniciou odstranenia
multikolinearity a aplikovanim metody LASSO. Tato
percentualna hodnota je dokonca nizsia ako bola ta najlepsia
pri pouziti metédy Naivného Bayesovského klasifikatora.
Algoritmus rozhodovacieho stromu tree z celkového hl'adiska
dosiahol najmensie hodnoty priemeru senzitivity a Specificity,
pricom priemer vSetkych hodnot tohto ukazovatel'a na vSetkych
podmnozinach sa pohybovala iba na urovni 90,4459%. Na
druhej strane, najlepsi algoritmus rozhodovacieho stromu bol
Rule-Based & Boosted C5.0, pri ktorom vysledny priemer na
vSetkych podmnozinach dosiahol hodnotu 97,4296%. Z
hladiska vyberu vhodnej podmnoziny atributov sa najlepsie
preukazala kombinécia prvotného odstranenia multikolinearity
z dat a nasledného aplikovania oboch pristupov metody
Stepwise Selection, pricom vysledny priemer zo vsetkych
algoritmov  dosiahol hodnotu 95,763%. Na druhej, za
najnevhodnejsi sposob sa javila kombinacia vyberu na zaklade
Statistickych testov a nasledného aplikovania metédy LASSO,
kedy sa priemer pohyboval na turovni 94,459%. Pri
detailnejSom pohlade na najlepsi model (98,0898%)
vygenerovany algoritmom Rule-Based & Booted C5.0 si
mobzeme vSimnut,, ze tento model povazoval za najddlezitejSie
atributy vek, pouzivanie smartfobnu, zamestnanie, dizka
fajéenia v rokoch a ochorenia (Alzheimerova choroba,
kolorektalna rakovina, mrtvica, AIDS). Zo skupiny atributov
ziskanych z pamitovej aktivity boli najdélezitejSie medidn
¢asov, priemer vzdialenosti a odchylku ¢asov.

VIl. ZAVER

Pomocou metod dolovania v datach je mozné z vel'kého
mnozstva dat ziskat' potencidlne uzitocné znalosti a vzory,
ktoré su na prvy pohlad tazko rozpoznatelné. V roznych
oblastiach mézu byt takto najdené znalosti vel'mi napomocné,
obzvlast’ v medicine, kde v kone¢nom désledku mézu urychlit
a spresnit’ cely diagnosticky proces alebo sluzit’ lekarom ako
podpora pri rozhodovani v komplikovanych situdciach.
Rychlejsou diagnostikou vaznych a tazko liecitelnych
ochoreni je mozné nastolit’ potrebntl liecbu ovel'a skor, vd’aka
¢omu sa moéze rapidne zvysit pravdepodobnost’ uzdravenia
daného pacienta alebo aspon udrzat’ kvalitu jeho zivota na ¢o
najvyssej urovni. Prispevok tejto dizertacnej prace k tomuto
SirSiemu cielu bol najmd v dvoch sledovanych aspektoch
datovej analytiky v medicinskych aplikaciach, a sice vo faze
predspracovania dat pri vybere najvhodnejSej podmnoziny
atributov a vo fdze modelovania.

V tejto praci sme pracovali s va¢sim mnozstvom datovych
mnozin, priCom prvotné analyzy boli zamerané na pracu s
volne dostupnymi datami zaznamenavajucimi re¢ pacientov,
pri ktorych sme klasifikovali pacientov do dvoch tried
(4no/nie). Pre lepSie pochopenie samotnej choroby a jej
symptomov sme sa venovali aj uréeniu konkrétneho Stadia, kde
sme poukazali na mozné chyby modelov pri klasifikacii
pacientov do $tadii 2, 2.5 a 3, pretoze na zaklade testov
ANOVA a grafického zobrazenia vybraného atributu bolo
mozné vidiet’ neo¢akavane prudky narast hodnot pri stadiu 1.5.
Venovali sme sa taktiez aj odstraneniu multikolinearity v
datach, ¢o v kone¢nom doésledku pomohlo k zvySeniu presnosti
az na uroven 95%. Pri analyze dat z chodze a paméte pacientov
sme sa zamerali taktiez na spOsob vyberu najlepsej
podmnoziny atribitov aj pomocou metdd, ktoré uz vygeneruju
samotné regresné modely len s podstatnymi atributmi. Pre
porovnanie sme pouzili aj typické metody pre fazu
predspracovania dat, ako su Statistické testy a odstranenie
multikolinearity. Z vysledkov ziskanych z chddze pacientov je
nutné poznamenat, Ze najlepSie hodnoty ukazovatelov
presnost, senzitivita a Specificita dosiahli modely
rozhodovacich stromov vytvorené na podmnozine atributov,
kde bol ich vyber realizovany odstranenim multikolinearity,
popripade metdédou LASSO. Naopak, najhorsie vysledky boli
ziskané na podmnozine atributov vybranych na zaklade
Statistickych testov, kde sa hodnoty sledovanych ukazovatel'ov
pohybovali v priemere 0 3-4% nizsie. Pri paméti pacientov sme
uz pouzivali podmnoziny atribitov ziskané pomocou réznych
kombinacii metdéd podrobne popisanych vysSie. Najlepsie
vysledky  dosiahla  opdt  podmnozina  ocistena  od
multikolinearity, popripade eSte naslednym aplikovanim met6d
Forward a Backward Stepwise Selection. Na zaklade analyzy
sucasného stavu je vSak mozné poznamenat, ze mnozstvo
autorov vo svojich vyskumoch pouzivali pre vyber
podmnoziny atribitov len Statistické testy, o sa na zaklade
naSich vysledkov nejavi ako vel'mi vhodny spdsob. Naopak
nami navrhnuté metody, ktoré si sice pouzivané na
generovanie regresnych modelov, dosiahli lepsie vysledky v
porovnani so Statistickymi testami. Z pohladu porovnania
dosiahnutych vysledkov presnosti klasifikacie na jednotlivych
datovych vzorkdch pacientov s Parkinsonovou chorobu sa
najlepSie  javili  vysledky  dosiahnut¢é  na  datach
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zaznamenavajucich chodzu pacientov, nasledovala pamit a
nakoniec rec.

A. Vyber atributov

Na zéklade zaverov popisanych v tomto ¢lanku, ktoré boli
ziskané analyzou na$ich vysledkov, je mozné formulovat
nasledovné prinosy pre vedu a pre prax:

e Navrh averifikacia dalSich sposobov pre vyber
atributov vo faze predspracovania dat pomocou metod
(popripade ich kombinaciou), ktoré sa tradi¢ne

pouzivaju az pri samotnom modelovani,

Zlepsenie  konkrétnych medicinskych procesov
(pochopenie vztahov medzi symptomami, vyber
najdolezitejSich biomarkerov, vygenerovanie Tlahko
interpretovatelnych modelov, zvySenie presnosti)
pomocou vhodného zaclenenia a spdsobov vyuzitia
metod datovej analytiky a strojového ucenia,

Identifik4cia najlepSej datovej mnoziny z aktivit (rec,
chodza, pamét), pomocou ktorych je mozné
najpresnejSie diagnostikovat’ Parkinsonovu chorobu,
popripade uréit presné Stadium a poukazat' aj na
moznost potencionalneho vyskytu chyby pri tejto
ulohe na datach z reci pacientov.
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